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SECURITY POLICY FOR
THE WWMCCS INTERCOMPUTER NETWORK

PREFACE

1. Purpose. This publication provides minimum AIS security
requirements necessary to protect WIN resources (equipment,
personnel, data, etc.) from denial of use, damage,

tampering, espionage, fraud, misappropriation, misuse,
unauthorized modification, and unauthorized disclosure.

2. Application. The provisions of this publication will be
followed by authorized users of WIN resources. Each
terminal or workstation area will have a copy of this
publication available for users’ reference.

3. Scope. This publication establishes the Director, J-6,

Joint Staff, as the highest DAA for WIN security and

operations. It identifies the roles and responsibilities of

the WIN DAA, Services, Defense agencies, Combatant Commands,
the WASO, local DAAs, terminal area certification

authorities or DAAs, WASSMs, WASSOs, WATASOs, users, and
customers.

4. Basis. This publication implements DOD Directive

5200.28, DOD 5200.1-R, ISOO Directive No.1, OMB Circular No.
A-130, and Public Law 100-235.
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CHAPTER |
GENERAL PROVISIONS

1. Introduction. The WIN is a centrally managed
information processing system of networked mainframe
computers, network monitoring facilities, LANS,

workstations, terminals, and other peripheral devices. The
mainframe computers are interconnected by a wideband,
packet-switched TOP SECRET system high security mode
communications subsystem of DDN. The WIN processes
information classified up to and including TOP SECRET.
(Special Access Programs established in accordance with DOD
5200.1-R, information that should be labeled WNINTEL, and
foreign government classified information are not

permitted.) Because the WIN processes and communicates
classified information and is vulnerable to a host of

threats ranging from physical and environmental hazards to
malicious software, an effective INFOSEC program must be
implemented. Accordingly, the WIN DAA publishes the WIN
security policy in this document.

2. Purpose. This publication sets forth the minimum
security safeguards required for participation in the WIN.
These safeguards implement a secure ADP system that performs
the operational mission of the WIN while providing for
confidentiality, availability, and integrity of data.

Because system security requirements sometimes clash with
users’ operational requirements, the ultimate question
becomes whether to accept additional risks with increasing
operational capabilities. Decisions on these issues should
not be avoided, but should be brought expeditiously to the
appropriate DAA for resolution. Policy in this publication
will guide the DAA in making these resolutions.

3. Scope

a. Policy Application. This policy applies to all WIN
users. The requirements of this publication are
considered the minimum essential for WIN connections.

(1) Remotely Connected AISs. For users connected
to the WIN remotely through other AISs, the
requirements of this publication will apply as

specified in the MOA between the WIN site DAA and
the DAA of the connected AIS.

(2) Service and Defense Agency Policy. Services,
Defense agencies, and commands are encouraged to
implement their own additional security

requirements. In case of conflict, the more

stringent policy will apply. If two WIN sites

covered by different Service or Defense agency
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security policies are involved, either the more

stringent will apply or the two DAAs may sign an MOA
whose security policy is at least as stringent as

Joint Pub 6-03.7.

(3) CINC Policy. CINC WIN sites will either comply
with their supporting Service ADP security

regulation (e.g., AR 380-19) or prepare a
CINC-approved regulation as stringent as the applicable
Service regulation. If the latter, the J-6, Joint

Staff, will be placed on the distribution list.

(4) Other Non-WIN WWMCCS ADP AISs. Other non-WIN
WWMCCS AISs will be covered by regulations issued by
the appropriate DOD component DAA.

b. WIN Policy Boundary. From the security policy
standpoint, the WIN boundary extends as described below:

(1) It includes WIN computers (see Chapter I,
subparagraph 1b) or LANs requiring connection to the
WIN and having as their primary purpose a
requirement to run some WIN standard software.

(2) It extends only to the interfaces to other

non-WIN AISs such as the WINCS. For those non-WIN AISs
connected to the WIN, security policy requirements

will be addressed in the MOA between the WIN site

DAA to which it is attached and the DAA of the

connected AIS.

4. Authority. Authority for publication of this document
rests in the DOD publications listed in Appendix A.

5. Life-Cycle Management

a. Security Planning. Security planning is an

essential part of a program, system, development

project, or procurement action. INFOSEC will be
addressed by DAAs, program managers, and security
personnel in each phase of the system life cycle:
concept development, design, development, and operations
phase. Security in the acquisition or development
process is based on the following concepts:

(1) INFOSEC is an operational requirement and
should be treated with the same thoroughness as
other operational performance issues.

(2) To be cost effective, INFOSEC should be
addressed as early as possible in the concepts
definition phase of acquisition and continually
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refined throughout the acquisition and development
process.

b. DAA Involvement. Early and continual DAA
involvement in the security aspects of acquisition or
development will assist the DAA in developing the
background understanding necessary for a sound
accreditation decision. DAAs should be aware of the
effectiveness of proposed safeguards, the attendant
risks, and the rationale supporting their approval.

c. Contractual Considerations

(1) Security Requirements. Security requirements
depend on the system being developed, security
mode(s) (defined in Chapter Ill) being implemented,
classification of information to be protected, and

the degree of trust (DOD Trusted Computer System
Evaluation Criteria) under which the system will
operate. Often, tradeoffs may have to be made
between the degree of security provided to protect
the information resident in the system and other
mission requirements. Cost studies and risk
analyses will be performed to determine the most
cost-effective method and type of security

protection to implement. Requirements will be
complete and unambiguous and will include objective
criteria or metrics (numerical values) whenever
possible to facilitate testing and validation.

(2) RFPs. RFPs contain proposed, contractually
binding requirements. When an RFP is prepared, the
appropriate program manager will make sure that:

(&) Specific security-oriented requirements,
such as intended security attributes (e.g.,
security-related functional and assurance
requirements), are included in the SOW.

(b) The contract is specifically tailored so

that results of required studies are explicitly
called for in appropriate design reviews.
Requirements for cleared facilities, contractors
with clearances, and hardware and software
configuration control will be explicitly stated.

If detailed security requirements are not
adequately presented in contractual documents or
are changed after contract award, reviews can be
used to obtain the necessary security
information. More detailed guidance can be
obtained in the appropriate DOD publications.
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6. Security Technical Assistance. DOD components requiring
computer security technical assistance have various
organizations available to contact. NSA has suborganizations
that specialize in computer and communications

security. The Services and Defense agencies have computer
security offices that can provide assistance. DISA has
responsibility for providing assistance in many areas

covered by this publication (see Chapter Il, paragraph 5).
The Joint Staff WASO will also provide support in obtaining
security technical assistance, as required.

7. Requests for Waiver. Portions of this policy requiring
formal waiver, as well as the level at which that waiver
authority is executed, are provided in Appendix G.

a. Risk Analysis Report. Current site DAA waivers will
be documented in the Risk Analysis report.

b. Request Via the Chain of Command. Organizations
requiring waivers from the Joint Staff will request them

in writing from the J-6, Joint Staff (WIN DAA). Waiver
requests to the Joint Staff from RNP/Remote DATANET-8/
Concentrator/LAN Sites and terminal areas must include
approval from their respective accrediting multiuser

hosts and each organization within their respective

chains of command. (RNP/Remote DATANET-8/
Concentrator/LAN Sites and terminal areas will not

submit waiver requests directly to the Joint Staff.)

c. Duration. Duration of Joint Staff waivers will
generally not exceed 12 months and must stipulate
special conditions associated with the waiver.

d. Classification. Requests for waivers will be
classified in accordance with Appendix B.

e. Justification. The basis for requesting a waiver to
the requirements of this publication will be that
operational or mission considerations outweigh the
security risk(s) involved.

f. Alternative protection. Alternative protection
methods will be provided to safeguard information
affected by the waiver. At a minimum, requests for a
waiver will contain the following:

(1) Statement of Requirement. Identification of
the requirement for which the waiver is requested.

(2) Reference Document. The reference document
(chapter, section, paragraph) that cites the
requirement.
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(3) Effect on Operations. Description of specific
operational and technical difficulties that will

result if compliance with the security requirement
is enforced; e.g., "It will not be possible to

submit timesharing jobs" or "It will take 10 minutes
longer to log on to the system." Use objective
criteria or metrics (numerical values) in lieu of
general statements to illustrate effects described

in narrative form.

(4) Mission Impact. Mission impact resulting from
the difficulties identified in subparagraph I-7f(3)
above. Generalizations such as "Mission will be
severely hindered" are to be avoided. State
specifically:

(@ What will not be accomplished.
(b) What will be delayed.

(c) The net effect of failure or delay in
meeting operational objectives.

g. Alternatives. To ensure that a waiver is the only
acceptable solution to noncompliance with a requirement
of this publication, at least two alternatives will be
identified in the waiver package. With the assistance

of a WASSO or WASSM, a thorough assessment of these
alternatives will be conducted. An analysis of cost,

effect on operations, mission impact, and security will
convincingly show that a waiver is necessary.

h. Connections to Other Applications. Identify
connections to other systems or networks. Identify
effects this waiver may have on security safeguards
implemented on those systems.

i. Expected Duration of the Waiver. Address actions
being taken to correct the waiverable condition and
include the date the waiver is expected to expire.

J.  Written Review by the WASSO or WASSM. Waiver
requests will be reviewed and signed by the WASSO or
WASSM of the submitting organization.

8. Security Incident Reports

a. General. Security incidents will be investigated in
accordance with Service or Defense agency directives to
determine their cause and the corrective action to be
taken. Incidents caused by a failure of WIN standard
and nonstandard hardware or software will be reported in
accordance with Joint Pub 6-03.11. Incidents affecting
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two or more WIN multiuser host sites will be reported to
the WASO. Incidents will be fully documented so that
areas requiring special corrective action can be

identified. If compromise of classified material is
suspected, a report of facts surrounding the incident

will be immediately forwarded to a responsible official
with a copy to the WASO. A preliminary inquiry will
then be conducted in accordance with DOD 5200.1-R.

b. Security Incident Categories. Initially, network
incidents will be divided into one of the following
three categories:

(1) Minor event, where an explanation is obvious or
satisfactory and normally handled by other than
security action.

(2) Nonroutine events requiring WASSO action.

(3) Compromise event, where intent or effect is
suspicious or where compromise or possible
compromise of classified information has taken
place.

c. Actions. The WASSO will immediately inform the
affected OPRs of significant security incidents
(subparagraphs 8b(2) and (3) above) that involve their
files.

9. WIN Security Technical Procedures

a. Purpose. WIN STPs define specific security guidance
and procedures that implement security policies

specified in this and other DOD publications. They will
not be used to promulgate security policies.

b. Authority. The WIN DAA is authorized to publish WIN
STPs.

c. Coordination. STPs may be initiated by the WASO or
WASSOs. Coordination between WASSOs before publication
will be accomplished by the WASO. Technical support in
drafting STPs will be provided by the DISA.

10. Amendments. Joint Pub 6-03.7 will be amended as
required. Unless otherwise specified, amendments will be
effective upon publication. Recommendations for future
amendments are encouraged and should be forwarded to the
Joint Staff WASO for consideration.

11. Reproduction and Extracts. Local reproduction of this
publication and the STPs is authorized for government use
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only. Distribution of this publication or extracts for
nongovernment use is governed by CJCS MOP 60.
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CHAPTER I
RESPONSIBILITIES

1. Chairman of the Joint Chiefs of Staff. The Chairman of
the Joint Chiefs of Staff will:

a. Develop and disseminate overall WIN security policy.

b. Establish WIN security requirements for WWMCCS ADP
system developers such as DISA, USTRANSCOM, and the
WWMCCS ADP PMO.

2. Director for C4 Systems, J-6, Joint Staff. The Director
for C4 Systems, J-6, Joint Staff will:

a. Serve as the WIN DAA.

b. Approve WIN interconnections with other non-WWMCCS
AISs via MOAs to ensure that these connections do not
degrade security or operational capability.

c. Accredit major modifications to the WIN.

d. Accredit WIN multiuser host sites for network
connectivity.

e. Appoint a WASO.
f. Approve STPs as described in Chapter I.

3. Chiefs of the Services, CINCs, and Directors of Defense
Agencies. The Chiefs of the Services, CINCs, and Directors
of Defense agencies will:

a. Ensure that an official is designated as a WIN local
site DAA to fulfil DOD Directive 5200.28 and Joint Pub
6-03.7 responsibilities for WIN elements under their
jurisdiction.

b. Ensure that provisions of Joint Pub 6-03.7 are
implemented.

c. Ensure that WIN multiuser host and RNP sites are
adequately staffed with a WASSO and ADP security
specialists to implement this publication.

d. Ensure that proposed changes to WIN site hardware

and software configurations are approved in accordance
with Joint Pub 6-03.11.

-1



4. Commander, Air Training Command. As the WIN's Single
Service Training Manager, the US Air Force will provide for
the security-related training of individual users.

5. Director, Defense Information Systems Agency. The DISA
will:

a. Provide centralized security technical support for
the development, maintenance, test, evaluation, and use
of all components of the WIN.

b. Review specifications for software and hardware
security features.

c. Perform ST&Es for standard software releases.

d. Evaluate SDNs for security and provide results to
the J-6, Joint Staff.

e. Evaluate WIN security incident reports that deal
with technical and system software issues and provide
recommendations to the WASO.

f. Perform security tests on standard WIN hardware and
software as required by J-6, Joint Staff. (TEMPEST
testing is not included.)

g. Develop, install, analyze, test, and evaluate

prototype ADP security protection systems for the WIN in
conjunction with the appropriate Services, unified and
specified commands, and Defense agencies.

h. Provide software capable of declassifying and
regrading standard WIN hardware and removable media.
Certify to the J-6, Joint Staff, that this software
performs as specified before field use and serve as its
configuration manager. A current list of this software
will be provided to all WASSOs.

i. Support the WASO by maintaining technical cognizance
of all aspects of computer network security, including
hardware, software, COMSEC, and EMSEC.

J. Evaluate specialized ST&E tools for use on the WIN.
k. Provide written technical ADP security evaluations

of WIN multiuser host certification and accreditation
documents to the WASO.

|. Evaluate and distribute standard automated software

security tools to WIN sites to support the WASSO'’s
implementation of this publication.

-2
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m. Review and coordinate STPs as described in
Chapter 1.

n. Evaluate site-submitted software patches for
operational effectiveness, security impact, etc.

6. Director, National Security Agency. The Director, NSA,

is the National Manager for Telecommunications and Automated
Information System Security and performs the following
activities that directly relate to telecommunications and
INFOSEC for the WIN:

a. Acts as the Federal Government focal point for
cryptography, telecommunications systems security, and
AIS security.

b. Reviews and approves DOD standards, techniques,
systems, and equipment for communications and AIS
security.

c. Operates the Information Security Awareness Division
of the NCSC to evaluate and certify security of
telecommunications systems and AISs.

7. WWMCCS ADP Security Officer. The WASO will:

a. Serve as the primary staff officer to the WIN DAA
for matters covered by this publication.

b. Advise, assist, and assess the progress of WIN sites
in developing, implementing, and administering effective
security programs. The WASO will accomplish these
actions through on-site visits, review of documentation,
and liaison with parent Service and Defense agency ADP
security personnel.

c. Evaluate each WIN site’s security accreditation
documentation and make recommendations to the WIN DAA
regarding accreditation.

d. Evaluate the mutual security impact of interfaces
with other systems (e.g., DSN) and recommend to the WIN
DAA a course of action to resolve problem areas.

e. Recommend approval or disapproval to the WIN DAA
regarding site-unique software that may affect security.

f. Investigate and resolve security-related issues and
incidents involving the WIN, in accordance with Chapter
| of this publication.

g. Maintain technical cognizance of all aspects of
security associated with the interconnection of WIN

-3
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sites, including hardware, software, COMSEC, EMSEC, and
other related technical considerations.

h. Maintain this publication and publish amendments and
changes as approved by the Joint Staff.

i. Provide liaison with the NCSC for WIN-related
security issues.

Chair or attend periodic security meetings with
other DOD security representatives.

8. Multiuser Host and RNP DAA. In addition to the
responsibilities assigned in DOD Directives 5200.28 and
5200.28-M, the DAA (multiuser host and RNP) will:

a. Perform accreditation duties as described in
Chapter V and highlighted in Appendix F.

b. Appoint WASSOs and ensure they have the
responsibility, authority, training, and staffing to
carry out their duties.

c. Ensure that his or her WIN site meets and maintains
security requirements prescribed by this publication.

d. Understand that accreditation of the multiuser host
or RNP is contingent on results of recurring reviews,
testing, and favorable evaluations of security features
of the system. Subordinate organizations may be
assigned responsibility to implement WIN site security
policy and testing and evaluation of security features
of WIN elements under their jurisdiction.

9. WWMCCS ADP System Security Manager. A multiuser host
DAA may wish to appoint a WASSM for a single site or
combination of sites. A detailed description of WASSM
responsibilities is included in Chapter IV.

10. WWMCCS ADP System Security Officer. Each WIN multiuser
host or RNP site must have a WASSO appointed in writing to
implement the requirements of this publication. Detailed
responsibilities are given in Chapter IV. AWASSOs may be
appointed, in writing, as determined by the command.

11. Terminal Area Certification Authority or DAA. Site

DAAs must assign either a Terminal Area Certification
Authority or a Terminal Area DAA for each WIN terminal area.
The personnel assigned these responsibilities may certify
and/or accredit that the terminal area, environment, and
equipment meet the requirements of this publication, and in
the case of a Terminal Area DAA, will accredit the terminal
area for operations. The terminal area certification (and
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accreditation if applicable) will be included as part of the
WIN multiuser host certification report (Chapter V).

12. WWMCCS ADP Terminal Area Security Officer. Each
organization responsible for a terminal area will appoint a
WATASO. The WATASO, working in conjunction with the
supporting multiuser host WASSO, is responsible for
implementing procedures designed to control access to remote
devices. The WATASO serves as the primary POC for
terminal-related security matters. Detailed responsibilities

are given in Chapter IV.

13. WWMCCS Intercomputer Network Director. The WIND will:

a. Coordinate network security-related matters with the
WASO.

b. Provide guidance to WIN site coordinators regarding
their duties and required interaction with WASSOs.

c. Provide guidance on and monitor the status of
continuity of operation plans for WIN components in
accordance with Joint Pub 6-03.14, "Operation and
Management of the WWMCCS Intercomputer Network."

d. Establish security classification guidance for WIN
statistical performance data.

e. Approve JCAT requests from the multiuser host.

f. Approve requests from the multiuser host for group
USERID network access.

. Perform other WIND responsibilities as identified in
Joint Pub 6-03.14.

14. Network Operations Center. The NOC will monitor
network security and report security incidents to the WASO
and the WIND. In this capacity, the NOC will often be the
primary liaison between the WASO and WIN sites regarding
security incidents.

15. WIN Site Coordinator. The WIN Site Coordinator will:
a. Serve as a WIN multiuser host or RNP focal point for
processing site access requests and coordinate with the
WASSO on these requests.

b. Remain cognizant of network-related security matters
and coordinate with the site WASSO, as required.

c. Review incident reports for WWMCCS-related hardware
and software problems as required by Joint Pub 6-03.14.
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d. Forward Group USERID (including JCAT) network access
requests to WIND for approval.

e. Perform other WSC responsibilities as identified in
Joint Pub 6-03.14.

Users. Users will:

a. Protect their logon passwords as described in
Chapter XIlI, paragraph 2. Users should change their
passwords immediately upon receipt from their WASSO or
WATASO.

b. Protect classified and other sensitive materials as
specified in Chapter XVI. In particular, users will:

(1) Not leave active computer terminals unattended.

(2) Review system output, including continuity of
page numbering.

(3) Ensure that output products, including copies
of CRT displays, are appropriately marked and
initiate formal accountability for TOP SECRET
documents as required by Chapter XVI.

(4) Appropriately mark ADP storage devices TOP
SECRET (unless they have been downgraded) and
maintain an inventory of ADP storage devices in the
user's custody. See Chapter XVI for details.

(5) Follow restrictions on the copying and use of
copyrighted and licensed software. In particular,

the user will not make copies for private use or use
software outside the license agreement.

(6) Give file permissions based on the least
privilege concept. (See Glossary.)

c. Report security-related discrepancies. Elements or
components of an ADP system will function in a cohesive,
identifiable, predictable, and reliable manner so that
malfunctions can be detected and reported in time to
prevent or minimize disruption of the system.

Accordingly, the user will report security-related
discrepancies to the WASSO or to the WASSO'’s designated
representative; e.g., WATASO.
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CHAPTER lI
WIN SITE SECURITY, AIS INTERFACES, AND LANs
1. WIN Site

a. A WIN site may consist of several physical
facilities, each containing various SDN-approved
hardware, software, and communications elements. The
facilities may be interconnected by various
communications devices, and the site may have one or
more communication connections to other WIN sites or
non-WIN systems. Depending on the particular mix of ADP
equipment, communications devices, and the sensitivity
of information present in a particular facility, the
security requirements may vary over a wide range.
Because the possible combinations of equipment and
environments are large, this section will provide
guidelines for categorizing WIN elements so that only a
representative number of cases need be considered.

b. WIN computers are considered as members of one of
the groups below:

(1) Multiuser Host Computer. A computer with a
multiprocessing operating system that performs
processing for more than one user simultaneously.
The DPS-8000 is an example of a multiuser host. A
WIN site can consist of one multiuser host or

several hosts, depending on the site mission,
organization, and facility.

(2) Single User Intelligent Workstation. A

computer that can perform processing for only one
user at a time. An intelligent workstation, it can
operate cooperatively with a multiuser host or it

may operate independently. It may be operated by
many users, but never more than one at a time. An
example is a workstation with a single tasking
operating system, such as a Zenith 248 or WIS CUC
running MS-DOS.

(3) Multiuser Intelligent Workstation. A computer
that is capable of supporting multiple users
simultaneously. An example is a workstation with a
multitasking operating system, such as the WIS
Workstation (HFSI Macintosh).

(4) LAN Management Processor. A computer that may
be a multiuser host or a single or multiuser

intelligent workstation. Its function includes

administrative support of LAN operations and

security. Examples include file and audit servers.
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Access to this computer is limited to LAN
administrators and security personnel.

c. Hardware devices that are not computers (e.g.,
printers, terminal servers, or protocol translators) may

be connected to the WIN computer types listed above if
approved by SDN.

2. WIN Security Mode. DOD Directive 5200.28 defines four
security modes of operation for classified AISs. They are
dedicated, system-high, partitioned, and multilevel. Each

is defined in the Glossary of this publication. The WIN
operates in the system-high security mode at the TOP SECRET
classification level; i.e., it is a TOP SECRET system-high

AlS.

3. WIN-AIS Interfaces

a. General. LANs, video conferencing systems, database
machines, multimedia systems, etc., are examples of AISs
that may require connection to the WIN. Because the WIN
operates in a TOP SECRET system-high mode, AISs
connected to the WIN will be accredited to operate at US
TOP SECRET. Requests for exception will comply with the
following requirements:

(1) Connecting to AISs Accredited Below US TOP
SECRET. The SDN requesting approval for connection
of the AIS to the WIN will show that WIN data passed
to the AIS have been reliably downgraded to the
classification level at which that AIS is

accredited. Access to the WIN from this AIS is
prohibited; i.e., users on the AIS will not be

allowed to log on to the WIN.

(2) Connecting to AISs Accredited to Operate in the
Multilevel Mode. If the connected AIS is accredited

to operate at US TOP SECRET and at one or more
classification levels less sensitive than US TOP
SECRET, SDN-approved hardware or software or
procedures will be in place to ensure that only

users with a US TOP SECRET clearance and that have
been granted formal access to the WIN can access the
WIN. Workstations accredited to operate in the MLS
mode will comply with the security policy

requirements of Joint Pub 6-03.7 during those

periods when they are used for WIN connectivity. |If
the connected AIS is accredited to operate with SCI,
the SDN requesting approval of the connection will
show that data from the AIS transferred to the WIN
are sanitized of all SCI.
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b. SDN Requirement. All connections of AISs to the WIN
will be preapproved by SDN in accordance with Joint Pubs
6-03.7 and 6-03.11. SDNs requesting connection of an
AIS to the WIN require the following for approval:

(1) Accreditation. The AIS will be accredited by

its DAA in accordance with DODD 5200.28 and
implementing Service regulations. The SDN will

include copies of the accreditation letters from the

AIS’s DAA and the WIN multiuser host DAA to which it
will be connected.

(2) MOA. An MOA will be signed by the WIN
multiuser host DAA (or the WIN DAA if the AIS
connects directly to the WIN through a PSN) and the
DAA of the AIS to be connected. In addition to
documenting the interconnection and security
requirements, the MOA serves as the formal vehicle
for accepting security risks and agreed upon
safeguards associated with the connection. If the
two DAAs involved are the same person, the MOA
becomes an MOR and will be signed only once. The
MOA, at a minimum, will include a description of the
AISs to be connected, interface requirements,
responsibilities, life-cycle management, and COOP.
Appendix J provides an outline and list of the
minimum requirements to be addressed by the MOA.

(3) Other Requirements. If an MLS Guard is
required, a risk index will be calculated in
accordance with DODD 5200.28, Enclosure (4), and
will serve as a basis from which the guard’s

security requirements and specifications are

derived. Documentation must accompany the SDN to
support and validate all aspects of the system’s
security function. The exact documents will depend
on the specific guard and will be determined jointly
by the DAAs signing the MOA and approved by the WIN
DAA. Normally, the following documents should be
included:

(@) Security Policy for the Guard. This
document defines the security policy for the
guard.

(b) Guard Certification Test. This document
identifies those operational and security

features and components that must be tested to
certify the correct function and operation of

the guard. It will include provisions for
penetration testing. It further reports the

results of certification testing and serves as

the basis for determining the adequacy and

-3



Joint Pub 6-03.7

correctness of the guard’'s technical security
measures.

(c) Guard Integrated System Test. This
document identifies the tests necessary to
validate the correct function of the guard
installed in its environment. It further
reports the results of the Integrated Systems
Test for the Guard.

c. Record Keeping. Once approved, all documents
associated with the SDN will be filed with the WIN
multiuser host’s current accreditation documentation.
Reaccreditation as a separate action will not normally
be necessary because approval of the SDN implies
confirmation of current accreditation status. |If
connection of the AIS is accompanied by a significant
reconfiguration of the WIN host system, reaccreditation
of the WIN host in the new proposed configuration will
normally be a precondition to SDN approval.

4. LANs. A LAN is a specialized AIS that may require
connection to the WIN. LANs are classified, insofar as the

WIN is concerned, as either WIN or non-WIN. A WIN LAN
requires connection to the WIN and has as its primary

purpose a requirement to run some WIN standard software;

e.g.,, JOPES. A non-WIN LAN has a primary purpose other than
running WIN standard software.

a. WIN LANs. Connection of WIN LANs to the WIN will be
approved by SDN in accordance with Joint Pub 6-03.11
before connection. The Services may submit an SDN for
approval as a standard LAN configuration. The Joint
Staff will evaluate the SDN and, if approved, will
delegate approval authority to an appropriate level for
additional procurement of like configured LANS.

Deviations to the standard configuration must be

approved by the Joint Staff. In the event a WIN LAN
falls under the authority of a DOD component different
from that of the multiuser host, there may be

conflicting security policy requirements. To resolve

any conflicts, an MOA should be prepared and signed by
both DAAs.

b. Non-WIN LANSs. Security for non-WIN LANs will be
addressed in the MOA between the WIN multiuser host DAA
and the DAA of the non-WIN LAN. Connection requirements
are listed in paragraph 3 of this chapter.

5. WIN LAN SDN Requirements. All connections of WIN LANs
to the WIN multiuser host will be preapproved by SDN in
accordance with Joint Pub 6-03.11. SDNSs requesting

connection require the following for approval:

-4



Joint Pub 6-03.7

a. LAN Accreditation. The LAN will be accredited by
its DAA to process collateral TOP SECRET information.
The SDN will include a copy of the accreditation letter.
Furthermore, the SDN will show that the LAN possesses,
at a minimum, the functionality of a C2-evaluated
system.

b. Risk Analysis. The SDN will include a Risk Analysis
of the LAN and interface to the WIN to show that
necessary safeguards have been sufficiently tested to
assure they provide an acceptable level of trust to the
DAAs concerned.

c. The SDN will contain the following documents:

(1) Network Security Architecture. This document

will describe the LAN’s system security components
(hardware, software, and firmware) and services and
their function. It will address, in particular, how

these components function together with WIN host
security features to achieve the required level of
system security. (Preparers of this document should
consult NCSC-TG-011, "TRUSTED NETWORK INTERPRETATION
ENVIRONMENTS GUIDELINE--Guidance for Applying the
Trusted Network Interpretation.” Network Security
Architecture documents will be evaluated against the
NCSC-TG-011 for completeness.) Furthermore, this
document will contain a table showing the comparison
of the LAN’s security features and services against

the C2 security evaluation class.

(2) Security Concept of Operations. This document
will describe how the LAN components can be managed
securely to provide the required level of trust.

(3) Test Plan and Report. This document will
describe the plan, procedures, and results
associated with testing used to validate the

function of the security components and services of
the LAN both individually and as they combine with
those of the WIN multiuser host.

d. MOA. If a WIN LAN is to be connected to a WIN
multiuser host under the authority of a different

Service with different security requirements than the
multiuser host, an MOA between the LAN and host DAAs
will be included that resolves any conflicts between the
applicable security policies.

6. General Requirements for WIN LANs

a. Accreditation. WIN LANs will have a DAA appointed
in writing and will be accredited by the DAA to process
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collateral TOP SECRET information independently of the
WIN multiuser host to which it is attached. WIN LANs
will, at a minimum, possess the functionality of a C2
TCSEC AIS.

b. Identification and Authentication

(1) LAN Users. Each LAN user will be uniquely
identified and authenticated at initial logon to his

or her workstation. In addition, each LAN user will

be uniquely identified and authenticated to all LAN
resources to which he or she has access either by

the resource or through a controlling processor that
mediates access to the resource. Authentication of
LAN users will be accomplished by means of passwords
unless an alternate method has been approved by SDN
as stated in Chapter Xl of this publication.

Passwords used on WIN LAN resources will be
classified as SECRET, the same as passwords on
multiuser hosts. Password management will be
exercised in accordance with the policy stated in
Chapter XII of this publication. The same password
may be used to gain access to all resources on a
single LAN or group of LAN segments bridged
together. WASSOs will determine the extent to which
this privilege is extended.

(2) LAN Resources. All LAN resources will be
uniquely identifiable to all other LAN resources
either directly or indirectly through a controlling
processor.

(3) Group USERIDs. Group USERIDs may be used on
WIN LANs if it can be shown that they are necessary
to achieve an operational capability not otherwise
achievable and can be implemented without losing
individual accountability. In addition, the policy

on Group USERIDs set forth in Chapter Xl of this
publication is applicable.

c. Access to LAN Resources. Access controls to LAN
resources (workstations, servers, hosts, intelligent

hubs, etc.) will be administered by the LAN Security
Manager. Implementation of access controls may be at
the resource or may be achieved remotely using a central
Network Management Processor (server). Being a LAN
resource, the cable plant or communications subsystem
will be accessed, used, and protected in accordance with
DODDs C5200.5 and C5200.19.

d. Audit. Audit will be used to detect and deter

penetration of a LAN and to reveal usage that identifies
misuse. Accordingly, users as well as system and
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security administrator actions will be open to scrutiny
by means of audit. Audit's purpose relates to the
requirement for individual accountability as specified

in the DOD 5200.28-STD (Orange Book) Accountability
Control Objective, which states:

"Systems that are used to process or handle
classified or other sensitive information

must assure individual accountability
whenever either a mandatory or discretionary
security policy is invoked. Furthermore, to
assure accountability the capability must
exist for an authorized and competent agent
to access and evaluate accountability
information by a secure means, within a
reasonable amount of time and without undue
difficulty.”

e. LAN Audit Requirement. Audit data will be
selectively acquired based on the auditing needs of the
particular installation or application. (The need will

be determined by the LAN Security Manager.) However,
there must be the capability for sufficient detail in

the audit data to support tracing the auditable events

to a specific individual who has taken the actions or on
whose behalf the actions were taken.

f. Required Audit Capabilities. Audit mechanisms on
WIN LANs will be capable of meeting the audit
requirements specified by DOD 5200.28-STD for the C2
criteria class. Specifically, the audit mechanism will

be capable of selectively auditing the following events:

(1) Use of identification and authentication
mechanisms.

(2) Introduction of objects into a user's address
space.

(3) Deletion of objects from a user’'s address
space.

(4) Action taken by computer operators and system
administrators or system security administrators.

(5) Occurrence of all security-relevant events.
(See Glossary for definition of a security-relevant
event.)

(6) Production of printed output.

g. Auditable Information. The audit mechanism will be
capable of recording the following audit information:
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(1) Date and time of the event.

(2) Unique identifier on whose behalf the subject
generating the event was operating.

(3) Type of event.
(4) Success or failure of the event.

(5) Origin of the request for identification and
authentication events.

(6) Name of the object introduced, accessed, or
deleted from a user's address space.

(7) Description of modifications made by the system
administrator to the user or system security
databases.

h.  Minimum LAN Audit Requirements. At a minimum, the
following events will be audited:

(1) Startup and shutdown.
(2) Logon and logoft.
(3) Object create, modify, or delete.

i. Security of the Audit Mechanism. The audit
mechanism will be secure from user or unauthorized
manipulation.

J. Centralized Collection of Audit Data. LAN audit
data may be generated in a distributed fashion, but it
ultimately should be collected, merged, reduced, and
evaluated in a central audit server.

k. Other LAN Requirements. Physical, personnel, and
communications security requirements for WIN LANs will
be consistent with their respective WIN multiuser host
requirements in this publication.

11-8



Joint Pub 6-03.7

CHAPTER IV
WIN SITE SECURITY ADMINISTRATION

1. General. WIN site security administration is the

application of INFOSEC policy and guidance to the operation

of the WIN. This administration is performed by the WASO,
WASSMs, multiuser host and RNP WASSOs, WATASOs, LAN security
managers, and users. Because of the need for close

coordination between the Joint Staff and WIN site security

personnel, frequent and direct contact is required.

2. WWMCCS ADP System Security Manager. A WASSM may be
charged with security responsibilities for multiple WWMCCS

and non-WWMCCS ADP systems. The WASSM would normally
concentrate on security policy issues and is assisted in

policy implementation by WASSOs and other support personnel.

At a minimum, the WASSM’s responsibilities will include:

a. Providing general supervision, administration, and
overall coordination of WIN security matters, including
analysis, test, evaluation, certification, and
accreditation.

b. Ensuring that security instructions, guidance, and
standard operating procedures are prepared, issued, and
maintained for the WIN site.

c. Monitoring implementation of such instructions and
procedures and directing action appropriate to remedy
security deficiencies.

3. WWMCCS ADP System Security Officer

a. Appointment. A WASSO for each multiuser host or
combination of hosts at a WIN site will be appointed in
writing by the appropriate site or multiuser host DAA or
by the DAA’'s designated representative. The WASO and
all WIN multiuser host sites will be notified of the
WASSO'’s appointment. AWASSOs may be appointed as
required.

b. Privileges. WASSOs and AWASSOs will not
normally have unrestricted access to all data on

their respective multiuser hosts. Access will be
limited to that required to accomplish their duties.
Access beyond that normally required will be granted
on a case-by-case basis by the DAA to accomplish
specific tasks; e.g., conducting an investigation.

The access will be granted in writing by the DAA and
will be limited to the time necessary to accomplish
the specific task for which it is granted. An
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expiration date will be included in the letter granting
the access.

c. Organizational Relationships. The operational

objectives of maximum throughput and minimum response

time may conflict with the security objectives of

maximum control and minimum risk. In this regard,

having a WASSO or AWASSO work for an operational element
such as Computer Operations or Systems Software is
considered a security risk and is discouraged. The

WASSO should have direct access to the multiuser host

and RNP site DAAs. Ideally, the WASSO should work

directly for his or her respective DAA.

d. WASSO Qualifications. The WASSO or AWASSO will be a
US Government employee who is technically capable of
ensuring that WIN security policy and guidance in this
publication and other directives have been properly

implemented. At a minimum, the WASSO'’s personal

technical qualifications or the technical qualifications

represented by available site personnel directly

supporting the WASSO'’s security functions will include:

(1) Experience in computer operations on a WIN
multiuser host computer or equivalent.

(2) Completion of a basic INFOSEC course of
instruction.

(3) Completion of a WIN-specific security course of
instruction.

(4) Completion of a system software programmer’s
course for a WIN computer system.

(5) Experience as a system software analyst or
programmer on a WIN multiuser host computer or
equivalent.

(6) Experience in the application and enforcement
of information and ADP security measures and
countermeasures to security threats and
vulnerabilities.

e. WASSO Responsibilities. Within the framework of
published security policy, the security measures for WIN
multiuser host site facilities and related areas (e.g.,
LANs, remote terminal areas, etc.) will be prescribed by
the WASSO and approved by his or her respective DAA.
The WASSO will be the focal point for WIN site security
matters. WASSO responsibilities will be defined by the
appropriate command authority, who will consider the
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following items a minimum baseline when assigning WASSO
duties:

(1) Develop, review, revise, and submit for
approval procedures for reporting, investigating,
and resolving WIN security incidents involving the
site.

(2) Ensure that personnel who install, operate,
maintain, or use the WIN hold the proper security
clearance and access authorization and are
indoctrinated by their respective security officer

in applicable security requirements and responsibilities.

(3) Supervise review of security audit information.
(Refer to Chapter Xll, paragraph 5.)

(4) Develop, review, revise, submit for approval,
and implement procedures for monitoring and reacting
to security warning messages and reports.

(5) Formulate procedures to implement physical,
administrative, and personnel access controls for
WIN computers.

(6) Participate in system malfunction analysis and
in the preparation of security incident reports.

(7) Evaluate site software patches made to WIN
standard operating system software to ensure that
they do not create security vulnerabilities. If in
doubt, submit the patch to DISA for evaluation.

(8) Evaluate the effectiveness and impact of

security measures and procedures regarding
connection of WIN site elements and other systems
(e.g., DSN). Assist in preparing SDNs and SCPs. If
necessary, prepare correspondence to the appropriate
command authority or DAA identifying problem areas,
as appropriate.

(9) Report security incidents that could damage
network security to the appropriate command
authority or DAA for consideration and appropriate
action; e.g., compliance with the Computer Security
Technical Vulnerability Reporting Program prescribed
by DODI 5215.2.

(10) Immediately notify the appropriate command
authority or DAA of suspected security incidents
associated with a subordinate network site. Provide
recommendations to assist the DAA in determining if
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other sites should be denied access to resources at
the site having the problem and if network access
should be denied to that site. The WASSO will be
notified of actions taken by the command or DAA.

(11) Prepare necessary directives that implement
WIN or site DAA prescribed security measures to be
used at each site installation and monitor their
application.

(12) Maintain documentation detailing site hardware
and software configuration and countermeasures that
protect the site from threats.

(13) Ensure that inspections are conducted as
required by this publication or applicable Service
or Defense agency directives.

(14) Maintain files on current Risk Analysis with
Accreditation letters and related documentation.
Included will be all waiver-related documentation.

(15) Conduct system audits, verifications, and
acceptance checks and maintain documentation on the
results.

(16) Conduct random audits to verify compliance
with security procedures and requirements of this
publication.

(17) Evaluate the security impact of proposed
site-unique modifications to operating system
software and recommend approval for those that do
not adversely affect security. Request prior
approval from the WIN DAA for site-unique
modifications to software that affect other WIN
sites.

NOTE: These modifications are limited to those
necessary to configure the operating system
to a particular WIN site.
(18) Periodically monitor system use. With the
DAA’s authorization, inspect and monitor user files
for possible security problems.

(19) Represent the site at meetings concerning WIN
security.

(20) Coordinate STPs.

(21) Perform WASSM-related duties when a WASSM is
not appointed.
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(22) Review security impact of SDNs or SCPs in
accordance with Joint Pub 6-03.11 before their
submission for approval. Prepare and sign a
separate statement of review as part of the SDN or
SCP submission.

(23) Identify security requirements and manage
access in relationship to remote AISs that afford
multiuser connections into the WIN.

WWMCCS ADP Terminal Area Security Officer

a. General. A WATASO is responsible for implementing
security for remote terminals and peripheral devices.
The security measures for a peripheral device or remote
terminal and the adjacent area will be prescribed by the
WASSO and approved by the multiuser host DAA.

b. Appointment. The organization responsible for the
terminal area will appoint in writing a WATASO who will
control access to the remote device(s) and will serve as
the WASSO'’s single point of contact for that terminal
area. The WATASO will have direct access to the
terminal area certification authority or DAA. The
WATASO will be a WIN user.

c. WATASO Qualifications. The WATASO will be a US
Government employee who is technically capable of
ensuring that WIN security policy and guidance in this
publication and other directives have been properly
implemented. At a minimum, the WATASO'’S personal
technical qualifications will include:

(1) Experience in computer operations on a
stand-alone workstation, minicomputer, or mainframe
computer.

(2) Completion of a basic INFOSEC course of
instruction.

(3) Completion of a WIN-specific security course of
instruction.

(4) If responsible for multiuser intelligent

workstations, the WATASO must have attended a system
administrator’'s course of instruction for that

workstation.

d. WATASO Responsibilities. A WATASO will be appointed
for each terminal area and will implement procedures to
control access to remote devices. WATASO duties will
include:
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(1) Assisting the WASSO in preparing terminal
security procedures.

(2) Implementing approved security procedures.

(3) Maintaining a current access list of personnel
authorized access to the remote device(s).

(4) Reporting security abnormalities to the WASSO
or a designated representative.

(5) Safeguarding and returning to the WASSO or a
designated representative ADP products that cannot
be identified or that contain extraneous data; i.e.,
unrequested data.

(6) Conducting random audits to ensure that
security procedures and requirements of this
publication for the terminal area are being
followed.

(7) Issuing the initial password to approved users
of workstations requiring workstation logon
passwords in addition to multiuser host logon
passwords.

(8) Maintaining and reviewing appropriate audit
files residing on workstations with audit
capabilities.

(9) Serving as the workstation administrator for
intelligent workstations within his or her terminal
area.

5. LAN Security Manager

a. Appointment. If a WIN LAN is connected to a WIN
multiuser host, the host DAA will appoint in writing a
LAN Security Manager whose primary duty will be to
monitor and control security aspects of the LAN'’s
operation. The LAN Security Manager will have direct
access to the LAN DAA.

b. Qualifications. The LAN Security Manager will be a
US Government employee who is technically capable of
ensuring that WIN security policy and guidance in this
publication and other directives have been properly
implemented on the LAN. The LAN Security Manager’s
personal technical qualifications or the technical
gualifications represented by available site personnel
directly supporting the LAN Security Manager’'s security
functions will be equivalent to the qualifications of a
WASSO. In addition, the LAN Security Manager will have
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completed a LAN administrator's course for the LAN being
managed.

c. Duties. The LAN Security Manager’'s duties will
include:

(1) Preparing LAN security procedures.

(2) Implementing approved LAN security procedures.
(3) Establishing LAN user accounts.

(4) Managing LAN user accounts and passwords.
(5) Maintaining LAN access controls.

(6) Conducting random audits to ensure that
security procedures and requirements of this

publication for the LAN are being followed.

(7) Performing routine security functions; e.g.,
denying access based on security violations.

(8) Analyzing LAN audit reports.

(9) Ensuring correct function of LAN backups.
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CHAPTER V
ACCREDITATION, CERTIFICATION, AND RISK MANAGEMENT
1. Accreditation

a. Accreditation is a formal declaration by the DAA
that an AIS or network is approved to operate:

(1) In a specific security mode.

(2) With a prescribed set of administrative,
environmental, and technical security safeguards.

(3) Against defined threats with stated
vulnerabilities and countermeasures.

(4) In a given operational environment.
(5) Under a stated operational concept.

(6) With stated interconnections to other AISs or
networks.

(7) At an acceptable level of risk for which the
accrediting authority (DAA) has formally assumed
responsibility.

b. Accrediting Authority. The accrediting authority is
the DAA. The DAA formally accepts security responsibility
for the operation of an AIS or network and

officially declares that it will adequately protect

classified information against compromise, destruction,
unauthorized alteration, or denial of service through

the continuous employment of safeguards including
administrative, procedural, physical, personnel,
communications security, emanations security, and
computer-based (e.g., hardware, firmware, software)
controls. In the WIN, the accreditation statement

affixes security responsibility with the DAA and shows
that security has been addressed in accordance with this
publication. The DAA must be at an organizational
level, have authority to evaluate the overall mission
requirements, and provide definitive directions to
developers in order to adequately address risk in their
system. The DAA will be appointed in writing.

c. Risk Analysis. The accreditation decision is based
on results of the certification and accreditation

process that focuses on a Risk Analysis. The Risk
Analysis enables the certification authority to make
informed decisions on system security deficiencies and
actions needed to correct those deficiencies. The Risk
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Analysis integrates all the pieces of the certification
process, ensuring that each piece of the system is
appropriate and that overall, the security posture of
the system is acceptable.

(1) Certification. The end product of a Risk
Analysis is certification. Certification is defined

by DODD 5200.28 as "the technical evaluation of an
AIS’s security features and other safeguards, made
in support of the accreditation process, which
establishes the extent that a particular AIS design
and implementation meet a set of specified security
requirements.” Upon completion of certification,

the Risk Analysis Report is produced and presented
to the DAA as the basis for accreditation.

(2) ST&E. An important part of certification is

the ST&E, which is used to examine, analyze, and
report on security countermeasures and safeguards as
they have been applied in an operational environment.
The ST&E provides factual evidence and
documentation on the effectiveness of implemented
countermeasures. The ST&E is a major part of the
Risk Analysis Report.

d. Accreditation

(1) The completed Risk Analysis with an ST&E is the
document on which the DAA bases his or her
accreditation decision. Ultimately, the decision to
accredit an AIS reflects the DAA’s judgment to

operate the system after weighing the system’s risks
against the operational need for the AIS.

(2) Each WIN multiuser host and connecting AIS
(RNPs, LANSs, etc.) will be accredited for stand-alone
operations. Furthermore, each WIN multiuser

host will be accredited to operate in the WIN; i.e.,
the host's connection to the WIN will be accredited
by the WIN DAA. The certification and accreditation
process for both stand-alone operations and
connection to the WIN will be repeated on a
triennial basis.

2. Accreditation Requirements for Stand-Alone Operations

a. Multiuser Hosts. Each multiuser host DAA will
accredit his or her host for stand-alone operations upon
completion of a review of the site’'s Risk Analysis (See
Appendix E) and acceptance of the AIS’s residual risks.
The review will include not only the host's site Risk
Analysis, but those for all AlISs connected. Each AIS’s
connection to the host must be accredited by the
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multiuser host DAA before the host can be accredited for
stand-alone operations.

b. Connected AISs (RNPs/LANs/Remote DATANET-8s/Concentrator
and Terminal Areas). Each connected

AIS’s DAA will accredit his or her AIS for stand-alone

operations upon completion of a review of the site’s

Risk Analysis and acceptance of the AIS’s residual

risks. Host DAAs will decide which terminal areas need

Terminal Area DAAs.

3. Accreditation Requirements for Connection to the WIN

a. Interim Connections. Interim connections may be
granted by the WIN DAA for no longer than 6 months. The
local DAA will send a request to the WIN DAA stating

that the following minimum security safeguards have been
met:

(1) Physical security of WIN components meets the
requirements of Chapter VIII of this publication.

(2) WIN users possess an interim or final US TOP
SECRET clearance.

(3) A WASSO and WATASOs have been appointed in
writing.

(4) WIN users have been instructed in their
responsibilities for protecting their SECRET
passwords and the rules for accessing and protecting
WIN resources, especially information.

(5) Communications links meet the requirements for
transmission of TOP SECRET information.

b. Final Accreditation. The Risk Analysis will be used
as the basis for requesting final accreditation for
connectivity to the WIN. Final accreditation will be

valid for a period of 3 years unless a major change is
made to the multiuser host, in which case a resubmission
of the Risk Analysis is required.

NOTE: A "major change" is a change such as a site
relocation, major facility modification, complete
change in multiuser host operating system, or
connection of a WIN or non-WIN network or AIS to
the WIN.)

Requests for final accreditation will comply with the
following:
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(1) Multiuser Host Connections to the WIN. For
multiuser host connections to the WIN, the request
for final accreditation will contain:

(@) Multiuser host DAA accreditation letter for
stand-alone operations (see Appendix C).

(b) Multiuser host Risk Analysis.

(c) Accreditation letters from the DAAs of
connected AISs along with copies of the
respective MOAs, if applicable.

(2) Remote AIS Connections to the WIN. Remote AISs
(RNPs, LANs, etc) may connect to the WIN through a
multiuser host or directly through a DATANET-8
connected to a PSN. Requests for final accreditation
will be handled as follows:

(@) Connected to the WIN through a Multiuser
Host. For remote AISs connected to the WIN
through a multiuser host, the multiuser host DAA
will be the accrediting authority for the
connection. The request for final accreditation
will contain:

1. Remote AIS accreditation letter for
stand-alone operations signed by the remote
AIS DAA.

2. Remote AIS Risk Analysis.

3. Accreditation letters from the DAAs of
connected AISs along with copies of the
respective MOAs, if applicable.

(b) Connected Directly to the WIN. For remote
AISs connected directly to the WIN, the WIN DAA
will be the accrediting authority for the

connection. The request for final accreditation

will be submitted through the appropriate chain

of command to the WIN DAA, the Joint Staff, J-6.
The request for final accreditation will

contain:

1. Remote AIS accreditation letter for
stand-alone operations signed by the remote
AIS DAA.

2. Remote AIS Risk Analysis.
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3. Accreditation letters from the DAAs of
connected AISs, along with copies of the
respective MOAs, if applicable.

c. Amendments. Once a Risk Analysis has been
submitted, and final accreditation has been granted,
minor additions or deletions of equipment or changes in
configuration or procedures do not require resubmission
of the entire Risk Analysis for reaccreditation.

Instead, an amendment in letter format with necessary
enclosures detailing the change will be sufficient. (If

the change involves only the addition of equipment, the
SDN will serve as the vehicle to accomplish this
requirement.) The amendment should thoroughly address
the impact it has on the overall risk posture of the
multiuser host. The amendment will be submitted through
the same chain of command as the Risk Analysis.

4. CINC, Service, or Defense Agency Review

a. CINC Review. WIN organizations (WIN multiuser host
sites) in a CINC’s theater of operations will send

network accreditation requests to the WIN DAA (Director,
J-6, Joint Staff) through the CINC and appropriate

Service. The CINC may require corrective actions by the
submitting organization before sending the request

through the appropriate Service to the WIN DAA. In such
a case, the CINC will inform the WIN DAA if delays are
expected.

b. Service or Defense Agency Review. Accreditation
requests sent to the WIN DAA (J-6, Joint Staff) will be
sent through the appropriate Service; Defense agency; or
Director, Joint Staff, for NMCC systems for review of
compliance with applicable Service or Defense agency
regulations. Comments will be sent to the WIN DAA with
the accreditation request.

5. Risk Management Process. Risk management is an ongoing
process that ensures a system’s risk posture does not exceed

an acceptable level. Risk is a measure of the potential for

an AIS to allow unauthorized disclosure of classified or

sensitive unclassified information, to permit information

integrity loss, or to pose a service denial hazard. Through

the risk management process, risks are identified and

measured and then minimized or accepted. At a minimum, DAAs
will develop and implement a risk management program for

their WIN sites that:

(@) Identifies their WIN resources.

V-5



Joint Pub 6-03.7

(b) Analyzes the risks associated with the potential
for espionage, sabotage, damage, penetration, or theft
to determine the minimum level of protection required.

(c) Maintains procedures for update, review, and
reporting of risks, vulnerabilities, and evaluation of
safeguard effectiveness.

(d) Develops and maintains a written plan that

identifies actions required to correct or improve risks
to an acceptable level.
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CHAPTER VI
ADP SECURITY TRAINING AND AWARENESS

1. Training Program. Each WIN site DAA will establish an
INFOSEC training program that stresses safeguarding WIN
resources and classified information. The WIN security
training and awareness program will address all users and
their security-related activities. At a minimum, the

program will:

a. Indoctrinate personnel in principles, criteria, and
procedures to properly safeguard WIN resources and
inform them of the strict prohibitions against

disclosure of classified information, fraud, waste, and
abuse contained in DOD, Service, and Defense agency
regulations.

b. Familiarize personnel with the following:
(1) The risks existing at their location.

(2) The specific WIN security requirements of their
DOD Component.

(3) Their specific duty assignments.

c. Inform WIN users of the penalties for violation or
disregard of the provisions of this publication.

2. Training Frequency. WIN users will receive the training
in paragraph 1 of this chapter, initially, and as frequently
as required, by their respective Service regulations.

Training will occur at least once every 12 months.

3. Security Personnel Training. The WIN multiuser host DAA
will ensure that the site security staff at all levels is
adequately trained to perform its security role as required

by this publication and applicable DOD, Service, and Defense
agency regulations.
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CHAPTER VII
PERSONNEL SECURITY

1. Clearance. Personnel who have unescorted access to TOP
SECRET WIN areas will have an interim or final US TOP SECRET
clearance. In addition, personnel requiring access to WIN
information will have been granted access to the WIN based

upon a need to know for specific data on the WIN. Personnel
who do not possess the proper clearance will be escorted by
properly cleared personnel while in a WIN area.

2. Contractors

a. Contractors who have WIN access will have the same
clearance and need-to-know as other WIN users.

Contractor personnel requiring access to TPFDD data must be
approved for that access in accordance with CJCS MOP 60.

b. Contractors who maintain hardware connected to the
WIN will possess a US TOP SECRET clearance or be
escorted.

c. Contractor maintenance visits to WIN areas will be

recorded and retained for 24 months. This requirement
does not apply to contractor maintenance personnel who
are assigned on site.

d. Contractors will not serve as WASSMs, WASSOs,
WATASOs, WSCs, TP8 Administrators, or LAN Security
Managers and will not be given administrator privileges.

NOTE: This requirement is waiverable by the multiuser
host DAA. As with other site waivers, it must be
reported in the site’s triennial Risk Analysis.

3. Two-Person Staffing. Because of the extreme importance
to national security of TOP SECRET information, and for
safety reasons, all WIN areas that require staffing will be
staffed by at least two appropriately cleared persons. (See
Appendix F.)

4. Foreign Nationals. Foreign nationals will not have

access to WIN software or data resources as users or
maintenance personnel without the WIN DAA approval. Foreign
nationals will not install, repair, or maintain WIN

hardware. Foreign nationals will not serve as WASSMs,
WASSOs, WATASOs, WSCs, TP8 Administrators, or LAN Security
Managers.

5. Escort Requirements. Escorts will be technically

competent and will ensure that visitors or non TOP SECRET
cleared maintenance personnel do nothing that might degrade
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or circumvent implemented security countermeasures or
safeguards in WIN facilities or equipment. Harmful or
guestionable actions taken by these personnel will be
reported immediately to the security officer (WASSM, WASSO,
or WATASO). Escorts will alert other personnel whenever an
escorted person is in their area. Escorts will ensure that
terminal screens or other devices are protected from casual
observation by visitors.

6. Personnel Problems. Managers at all levels must monitor
their WIN users and support personnel for indications of
instability that might pose a threat to WIN resources.
Temporary removal of WIN access pending an official
evaluation may be appropriate in some cases. DOD 5200.2-R
contains amplifying guidance in this area.

7. Dismissed and Departed Personnel

a. WIN users who are to be dismissed from a WIN access
position under unfavorable circumstances will be denied

all WIN access privileges immediately. These personnel

are historically among the greatest threats to automated
systems. The revocation will be accomplished before
notifying the person whose access will be terminated.

The commander of the organization of the dismissed or
departed WIN user will ensure that the WASSO or WATASO
are notified.

b. Upon notification that a WIN user's access will be
terminated, the following actions will be accomplished:

(1) The WASSO or designatee will delete the WIN
user's multiuser host or RNP system access
permissions.

(2) For workstations with logon passwords, the
WATASO will delete the WIN user's access to the
workstation.

(3) Physical access to the WIN areas will be
removed.
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CHAPTER VIII
PHYSICAL AND ENVIRONMENTAL SECURITY

1. Physical Security Principles. Physical security of WIN
information is based upon the requirement that TOP SECRET
information will be protected at the TOP SECRET level. DOD
5200.1-R provides guidance for protection of TOP SECRET
information. In the WIN environment, physical security
principles are derived from guidance in DOD 5200.1-R as
follows:

a. Physical security will be provided through an
in-depth application of barriers and procedures
including continuous surveillance (human or electronic)
of the protected area and equipment.

b. Disasters such as fire and floods will be prevented,
controlled, or minimized to the extent economically
feasible by using detection equipment, fire extinguishing
systems, and tested emergency measures.

c. Trained physical security specialists will be relied
on to provide specific guidance on physical security
requirements and safeguards in accordance with this
publication and applicable DOD, Service, and Defense
agency regulations.

2. Multiuser Host Processor Areas. Physical security for
multiuser host processor areas will satisfy TOP SECRET open
storage requirements of the DOD component concerned.

6-03.7

3. RNP/Remote DATANET-8/Concentrator/LAN Sites and Terminal

Areas. Physical security of WIN RNP, remote DATANET-8/
Concentrator/LAN sites and terminal areas will be provided
either by one of the following:

a. Twenty-four-hour staffing by US TOP SECRET cleared
personnel who are listed on the facility’s access
roster.

b. A Class A or B vault that meets the standards
established by the head of the DOD component concerned.

c. A US Government controlled access area with
entrances and emergency exits alarmed and with motion
detectors designed to detect unauthorized entry. This
area must be considered by the local responsible

official to provide equivalent or better protection than
subparagraphs 3a or 3b above. The physical barrier will
be such that forcible attack will give evidence of
attempted entry into the area. The alarm will, at a
minimum, provide immediate notice of attempted
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unauthorized entry to a continually staffed, US
Government or US Government contracted security force.
Clearance level requirements for the security guard
personnel will be determined by the multiuser host DAA
in coordination with the base commander. The security
force must be capable of responding to an alarm in no
more than 10 minutes. Classified workstation magnetic
media may be stored in the workstation during nonduty
hours (no personnel present) in this type of area.
However, depending on the terminal area’s location

(e.g., overseas sites), DAAs may require that classified
workstation removable magnetic media be removed and
stored in a GSA-approved security container approved for
storage of TOP SECRET information during nonduty hours.
Storage of the classified magnetic media in the
workstation as described above is appropriate only under
ideal conditions where the threat level is low.

4. Securable Containers as Remote Terminal Areas.

Specially designed containers for ADP equipment have been
developed that meet the requirements of subparagraph VIII-3c
above and may be used as remote terminal areas. Such
containers will be reviewed by the WASSO and approved by the
local DAA before use. In addition, sites using securable
containers will develop and indoctrinate users on

operational procedures associated with their use. Furthermore,
users of securable containers will observe the following precautions:

a. When in use, a physical control zone (controlled
space) around the WIN workstation or terminal will be
established to prevent access or viewing by unauthorized
personnel.

b. TEMPEST countermeasures will be determined in
accordance with NTISSI 7000 and implementing Service
regulations.

c. If the area or room in which the securable container
is used does not meet the conditions of paragraph 3
above, the encryption device (e.g., STU-Ill) used with
the WIN workstation or terminal will be physically
located inside the same securable container as the WIN
workstation or terminal. In addition, no communication
lines connecting the workstation or terminal to the
encryption device will be allowed to run outside the
securable container.

d. When not in use, cryptographic keying material will

be safeguarded in accordance with published DOD COMSEC
policies and procedures.
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5. Protection of WIN Hardware. To guard against sabotage
or bugging, hardware to be connected to the WIN will be
protected at the TOP SECRET level. This hardware will be
protected by one of the following methods:

a. Stored in a TOP SECRET area.

b. If TOP SECRET level protection is not achievable,

WIN hardware must first be downgraded by removing all

WIN data storage media and stored in a TOP SECRET area.
For storage in a non-TOP SECRET area, hardware will be
protected in such a way that tampering with internal

parts is recognizable. In particular, the following

precautions are required:

(1) The non-TOP SECRET area in which equipment is
located must be lockable and must not provide
opportunity for reconnection of the hardware to the
WIN without WASSO action.

(2) For added indication of tampering or bugging,
NSA approved tamper-indicative seals may be used at
the site DAA’'s discretion. If used, the site will
develop local procedures for using and tracking the
lifecycle of the seals.

(3) If, for any reason, a seal has been removed or
appears to have been tampered with, it will be

assumed that the WIN hardware has been tampered with
or bugged. A TSCM inspection of this hardware will

be performed prior to reconnection to the WIN.

NOTE: This policy does not diminish the WIN site
user’'s responsibilities and accountability
for protecting WIN resources when using NSA’s
tamper-indicative seals.

6. Protection of Supporting Utilities. ADP operations of a
WIN component, especially a multiuser host, depend on
supporting utilities. These include electric power,
air-conditioning, communications circuits, fuel supplies, and
water. All site DAAs should consider local threats and
provide suitable protection to these utilities insofar as
possible. Uninterruptable power supplies, auxiliary power
generators, power distribution panels, power filters, and

air handling units should also be considered.
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CHAPTER IX
SOFTWARE SECURITY

1. Introduction. The software security policies contained

in this publication apply to all software used on WIN
computers. They prescribe the amount of security protection
to be provided by and for that software. The requirements
of this chapter must be met by Government-developed
software, software developed by contractors, or SDN-approved
COTS software. The policies in this chapter, except for
paragraph 3, apply primarily to operating systems and
application systems software designed to run on WIN
multiuser host computers. Software for intelligent
workstations is discussed in paragraph 3. If the
requirements of this chapter cannot be met, the risk
analysis report will so state and appropriate waivers will

be requested.

a. Software developed for use on the WIN will have
configuration management controls and will be approved
through the SDN process in accordance with Joint Pub
6-03.11 to protect against and detect unauthorized
alteration.

b. Although most access control mechanisms reside in
the operating system or special security packages,
security considerations will be included in all levels

of software. Software will be thoroughly evaluated to
ensure it does not circumvent system security controls.

c. Security will be considered throughout the life-cycle
process for software. Security added after the

initial development phases is often ineffective and more
expensive.

d. User, operator, and programmer documentation will
include a description and explanation of software
security features to allow for their effective use.

e. Security software features will be included in the
IST to ensure proper security protection of system
operations. Testing will be thorough, because security
controls must protect against both intentional hostile
acts and accidents.

2. Firmware. Firmware is software that is permanently
stored in a memory device. Firmware can be read by a
subject (WIN user) but cannot be written to or modified by a
user. The most common memory for firmware is read-only
memory and it is usually located on a semiconductor chip.
Firmware modifications will follow the approval requirements
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of Joint Pub 6-03.11. Firmware may be modified in the
following ways:

a. By DISA, as a standard upgrade.

b. By contractor field engineers. Field engineers will
notify the WASSO when making a firmware change to other
than test and diagnostic equipment.

3. Intelligent Workstation Software. Software used on a
WIN-connected intelligent workstation will be either:

a. Joint, Service, or Site Developed. This software is
developed by Government or contractor personnel and
controlled in accordance with configuration management
policy set forth in Joint Pub 6-03.11, as well as
applicable Service and Defense agency regulations.

b. COTS Software. COTS applications software may be
used on WIN workstations if approved in writing by the
WASSO. An SDN is required only if the software
interacts with WIN software (e.g., ETC). All data files
created or modified using COTS software on the
workstation will be considered TOP SECRET until
appropriately downgraded in accordance with Chapter XVI
of this publication.

NOTE: Users of workstations using MS-DOS as the
operating system are cautioned about saving or
copying data files to floppy disks. Classified
data may be inadvertently copied in the space
between the "end of file" marker and the end of a
block. This space must be examined before the
floppy disk can be downgraded to the target
classification.

c. Approved Public Domain Software. Because of risks
(such as software viruses) associated with public domain
software, its use is unauthorized unless the source code
has been approved by the J-6, Joint Staff, through an
SDN, in accordance with Joint Pub 6-03.11.

4. Protection of Software. Software developed specifically
for use on the WIN will be protected during its development,
distribution, and maintenance phases. Protection is

required to prevent implanting of software bugs and to
ensure the code is not altered.

a. Software Classification. Software will be

classified at the highest level of information or
aggregation of information that can be derived from the
software (See Appendix B). The classified information
may be contained in:
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(1) Program comments.

(2) Edit criteria, including value of constraints.
(3) Data-field names, descriptions, or tables.
(4) Algorithms or processes.

(5) Aggregation of all or some of the above.

A careful study will be made of software to determine
its classification. Software as described in
subparagraphs 4a(1) through 4a(5) above will be
classified (if appropriate) regardless of how it is

stored or represented. However, if the comments alone
take it to a higher classification, the object code may
have a lower classification if it does not include the
comments.

b. Trusted Software. Trusted software will be
protected at the highest level of information it
processes and placed under configuration control by
security personnel to ensure its trustworthiness.

c. Clearance Requirements for Software Developers.
Government and contractor personnel who develop, modify,
or maintain WIN applications software will possess at

least a US SECRET clearance. COTS software is exempt
from this requirement unless it is modified for WIN

usage.

5. Software Releases. This paragraph pertains to releasing
versions of standard software packages; e.g., JOPES, JOPS,
JDS, multiuser host operating system by a DDA such as DISA,
USTC, and other agencies that serve as DDAs.

a. Development of New Releases

(1) Development and certification of security
specifications by the DDA will be coordinated with
affected Joint Staff OPRs and validated by the WASO
prior to development.

(2) Security specifications should address the
ability of the system to withstand penetration
efforts (if appropriate) and the functional ability
of the system, under normal constraints, to
identify, control, and record individual access to
the system, and to properly mark ADP products.

(3) Design reviews for new system releases will be

conducted by the DDA in coordination with the WASO
to ascertain if the proposed design meets approved
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specifications. Results of the design review will
be fully documented and maintained as official
records by the WASO and the DDA.

(4) The DDA will conduct an IST of new system
releases to demonstrate the functionality and
stability of the new system release. This will
ensure that the system meets the approved security
specifications and that the new system release does
not alter or have a negative impact on existing
security policy implementation. The purpose of
these tests will be to determine that security
features function correctly.

(5) Testing will be conducted on development copies
of the software using test data bases. If

operational user files are required for testing,

only copies of these files will be used. The volume
and variety of test data and the extent of testing

will be sufficient to ensure that the system will
function in a cohesive, identifiable, predictable,

and reliable manner. Upon completion of testing,

test results will be fully documented, protected,

and maintained as part of the official records of

the WASO and the DDA. Before release of the system
to WIN sites, the DDA will certify to the J-6, Joint
Staff, that the system meets documented and approved
security specifications, and that results of the

test demonstrate adequate security provisions are
present and functioning correctly.

b. Distribution of New Releases. Methods provided in
NCSC-TG-008 will be used for all software to ensure that
products delivered operate under a correct implementation
of the security policy of this publication. In

particular:

(1) The DDA will forward new releases of systems
and applications software to the WASSO at each WIN
site through registered mail. (This includes

multiuser host operating system software and its
utilities, joint mission software running on

multiuser hosts, and joint mission software running

on workstations.) Operating system updates for
workstations should be sent directly to the WATASO
or workstation administrator.

(2) Unclassified microfiche and documentation may
be sent through first class mail or courier.

(3) The DDA will enclose within each shipment a

"shipment received" card to be completed by the
WASSO, WATASO, or workstation administrator and
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returned to the DDA. Information on the "shipment
received” card will include shipment number, name,
organization, and address of recipient, as well as
date of receipt.

(4) The DDA will additionally notify each site by
unclassified message indicating the registry or
shipment number as appropriate, method of shipment,
and the date such material was forwarded to the
site.

c. Site Verification of New Releases. Each multiuser
host WASSO will verify the authenticity of software
received by comparing the registry or shipment number of
the software package with that contained in the message
from the originating DDA and return the enclosed
"shipment received" card to the DDA. If, after 15 days
from the forwarding date, the site has not received the
expected software shipment, it will advise the DDA
through message so that the DDA may initiate tracer
action. Each site will notify the DDA upon implementation
of the new software.

d. Virus Screening of COTS. All COTS will be screened
for malicious software before installation on WIN

computing equipment in accordance with Chapter XIX of
this publication.
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CHAPTER X
WIN SITE OPERATING SYSTEM SOFTWARE SECURITY

1. General. All WIN site operating system software will be
approved in accordance with Joint Pub 6-03.11 before
installation and use on any WIN hardware. Before use, all
operating system software will meet the requirements of this
chapter. If the requirements of this chapter cannot be met,
the Risk Analysis report will so state and appropriate
waivers will be obtained.

2. Minimum Requirements for WIN Site Operating Systems
Software Configuration Control. The WASSO will maintain a
site log of verified operating system changes or site option
patches. Modifications to the operating system will be kept
under close control and cross-checked by two appropriately
cleared system programmers. Modifications impacting
functional areas will be coordinated with the local OPR
before implementation. The site log will contain at least
the date, identification of the operating system release,
description of the site option or modification, the exact

code (if appropriate), reason for the modification, modules
affected, and the names of the responsible operating system
programmers who created and cross-checked the modification.
The site log of modifications, along with test results and
data, will be maintained until at least the next major
software release.

a. System Startup Files. A master copy of the system
startup file will be maintained in a secure location
separate from the WIN multiuser host ADPE and under the
control of the WASSO. The startup procedures will be
described in the site Trusted Facility Manual to provide
a known processing environment. The startup file will
be physically protected to ensure that unauthorized
access is precluded. The WASSO staff, in coordination
with system software personnel, will authenticate system
patches by random checks of the patch section in the
system startup file. If a password must be embedded in
the startup file, the file will be protected at the

SECRET level.

b. System Tapes and Disks. System tapes and disks will
be uniquely identified and protected at the TOP SECRET
level, as well as all restrictive categories of data

that the multiuser host is processing or storing

on-line. Subject to the WIN multiuser host site DAA’s
approval, the WASSO will develop a method to control
access to system tapes or disks. Unauthorized requests
for system tapes and disks will be reported to the
WASSO.
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c. System Module Source Listings. System module source
listings will be physically protected as FOUO information.
Access will be controlled on a need-to-know basis.

3. Minimum Requirements for DISA-Released WIN Site
Operating System Software

a. Initial Testing of New Operating System Releases.
Before implementing a new system software release, DISA
will complete testing sufficient to verify that the

system software meets documented and approved security
specifications and complies with existing security

policy. Deficiencies will be documented and made known
to all WASSOs. Initial testing and debugging of new
releases should be performed during dedicated time in a
controlled environment. Operational testing in a
dedicated environment will be conducted with copies of
operational files. Testing will include SDN-approved
patches and modifications to ensure the integrity of the
operating system’s security features.

b. Site Testing and Integration of New Operating System
Releases. WIN site selectable options included in the
DISA operating system release package are customized by
the individual multiuser host sites. WIN sites have the
authority to modify or develop site-unique operating

system modules. Modifications to the standard operating
system, as furnished to the WIN sites by DISA through an
SRB, will be modified only by DISA or under DISA
direction. Site-unique patches that affect operation of

the WIN require prior approval of the WIN DAA through an
SDN. Startup files will not be updated until the WASSO
has verified modifications or patches by testing.
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CHAPTER XI
APPLICATIONS SOFTWARE SECURITY FOR WIN SITES

1. General. The following policy applies to development of
WIN sites’ applications software with the following
characteristics.

a. The software is capable of running on more than one
WIN site computer on the WIN.

b. The software can use privileged functions or enter
privileged states.

c. The software is capable of changing identity during
execution; i.e, it can spawn jobs under a USERID other
than the USERID used to execute the program.

2. Development and Testing of WIN Standard and Service-Unique
Applications Software

a. Security specifications for each new applications
software release will be developed by the DDA,
coordinated with the WASO and affected Joint Staff or
Service OPRs, and approved by the WIN DAA J-6, Joint
Staff, before development of that release.

b. Design reviews for new WIN applications software
releases will be conducted by the DDA to ensure that
proposed designs meet approved specifications and do not
conflict with existing WIN security policy. Results of
these reviews will be fully documented and maintained as
official records of the DDA.

c. The DDA will conduct system tests of new WIN
applications releases to:

(1) Demonstrate their functionality and stability.

(2) Ensure they meet approved operational and
security specifications.

(3) Ensure that security features function

correctly under normal operations. (Test objectives
do not include efforts to show that the software can
withstand penetration attempts.)

d. Testing will be conducted with development copies of
applications using test data bases.

e. The volume and variety of test data and the extent

of testing will be sufficient to ensure that
applications software meets approved security
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specifications, and that the software functions in a
cohesive, identifiable, reliable, and predictable
manner.

f. If operational user files are required for testing,
only copies of these files should be used.

g. Upon completion of testing, test results will be
fully documented and maintained as part of the DDA'’s
official records.

h. DDAs will certify that results of tests demonstrate
that security provisions are adequate and comply with
existing WIN security policy.

i. Before release of applications software to WIN
multiuser host sites, DDAs will certify to the J6, Joint
Staff, that these applications meet approved and
documented security specifications.

J.  With each new applications software release, DDAs
will forward a copy of the applications release test
plan (including both operational and security test
plans), test materials, and test results to each WIN
site to be used by the WIN site to verify correct
installation.

3. Development of Site-Unique Applications Software

a. Security specifications for each new site-unique
application release will be developed and coordinated

with the user, the computer installation manager, and

the WASSM or WASSO before approval of the specifications.

b. Security specifications should focus on the

functional ability of the system under normal

constraints to identify, control, and record individual
access to the system and file and to mark ADP products.

c. Design reviews will be conducted by the site to
ascertain that the proposed design meets the approved
security specifications. The results of the design
review should be fully documented and maintained as
official records of the site.

d. System tests of each new application release will be
conducted to demonstrate that the system meets the
approved security specifications and complies with
existing security policy. For these tests, it will

usually be assumed that the security features of the
software can be penetrated under serious and sustained
efforts. These tests will ascertain whether the
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security features function correctly under normal
constraints. Testing should be conducted with
development copies of the applications using test data
bases. The volume and variety of test data and the
extent of testing should be sufficient to ensure that

the application will meet the approved security
specifications and function in a cohesive, identifiable,
predictable, and reliable manner. If operational user
files are required for testing during this time, only
copies of these files should be used. Upon completion
of the system test of each new release, the test results
should be fully documented and maintained as part of the
official records of the site. Before operational use of
the new application release, officials of the site

should certify that the application release meets the
documented and approved specifications and that results
of the test demonstrate that the security provisions are
adequate and do not alter existing security policy.

4. COTS Applications Software. This paragraph applies to
all COTS software used on WIN multiuser hosts.

a. WIN Standard COTS Applications Software. WIN
standard COTS applications software is that software
available with WIN standard ADP systems. This software
will not be site-modified unless approved by an SDN in
accordance with Joint Pub 6-03.11.

b. Site-Unique COTS Applications Software

(1) Before use on a WIN multiuser host, this
software will be approved by an SDN in accordance
with Joint Pub 6-03.11.

(2) This software will not be site modified and

used on a WIN multiuser host unless the modification
has been approved by an SDN in accordance with Joint
Pub 6-03.11.

5. Public Domain Software and Shareware. Public Domain
software and shareware represent a resource that can
potentially benefit the WIN community. However, their use
presents special risks and can jeopardize operation of the
WIN. The risks stem from the fact that shareware is
developed in an uncontrolled and undisciplined environment,
and is distributed by unsecured means, normally through
public bulletin boards. Some of the perils associated with
using this type of software include viruses, improperly
developed code that does not function as advertised, lack of
documentation, and licensing issues. To ensure that the WIN
is protected from risks associated with use of public domain
software and shareware, their use is prohibited unless the
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source code has been approved by the WIN DAA through an SDN
in accordance with Joint Pub 6-03.11.
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CHAPTER XII
SYSTEM RESOURCE ACCESS AND CONTROL

1. General. Most reported computer crimes are committed by
users with authorized access to the computer system.
Discretionary and mandatory access controls and auditing are
the last line of defense to detect and prevent unauthorized
system and data access. The majority of these controls are
based on user identification and authentication.

2.  Minimum Requirements for System Access Controls

a. User Identification and Authentication. User

identification and authentication is normally

accomplished by use of USERIDs and passwords. Other NSA
approved methods of authentication may be acceptable,

but require SDN approval. All WIN components (multiuser
hosts, Remote Datanet 8s, Concentrators, LANs and
workstations) using passwords to control user access

will use the guidelines of this paragraph.

b. Passwords as User Authenticators. At each WIN
multiuser host site, each WIN user will be assigned a
USERID. The WASSO or AWASSO is responsible for
generating and distributing the initial logon password

for each USERID. This password will be classified
SECRET. Each password should be expired after the
user’s first logon so that a new password, unknown to
the WASSO or AWASSO, can be obtained. Either a program
that follows the CSC-STD-002-85, or a WIN standard
password generation and application program will be used
by the WASSO for this purpose. The following rules
apply to all WIN individual passwords:

(1) Entry of the WIN password on a terminal device
will be protected from disclosure to anyone
observing the entry process.

(2) The number of password entry attempts will be
limited to no more than two successive ftries.

(3) Users are responsible for protecting their
passwords against loss or disclosure and will be
held liable for any improper use of the password.

(4) Logon passwords will not be stored in ADP files
by anyone other than the WASSO for issuance to WIN
users.

(5) Passwords will be deleted or replaced under any
of the following conditions:

Xll-1



Joint Pub 6-03.7

(@) Whenever an individual's access is
withdrawn for any reason (transfer, discharge,
reassignment, temporary or permanent withdrawal
of security clearance, release from group USERID
team duties, etc.) This will be done

immediately if the user’s trustworthiness is
suspect or, under normal circumstances, within 3
working days from the time the owner's access is
terminated, or in the case of a group USERID, if
any one user's access is terminated.

(b) Whenever a password or record of a password
has been, or is suspected of having been,
compromised, immediate notification must be

given to the WASSO and WATASO for password
replacement and any further appropriate

investigative action.

(c) At least semiannually. Local DAAs at their
discretion may require that logon passwords be
changed more frequently.

(6) For LANs, the LAN Security Manager is
responsible for issuing the initial LAN password to
users of the LAN.

(7) For workstations with terminal logon password
features, the WATASO or workstation administrator is
responsible for issuing the initial workstation
passwords to users of that WIN workstation.

3. User Identification. Each user will have an individual
USERID or be a member of an approved group USERID team.

a. Individual USERIDs. Each individual user will have
a unique unclassified USERID.

b. Group USERIDs (General)

(1) Group USERIDs may be approved when use of
individual USERIDs would not allow attainment of
maximum operational efficiency. They will be
assigned by the WIND. Organizations benefitting

from use of group USERIDs include command centers,
logistic readiness centers, crisis action teams

(JCAT), etc. If a group USERID is adopted, a group
team chief will be designated in writing.

(2) The downside of using group USERIDs (previously
termed "Watch-Team" USERIDs) is that they prevent an
automated method of tracking individual activity;

i.e., individual accountability is lost. In order

to fulfill the DOD Directive 5200.28 requirement for
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individual accountability, group USERID team chiefs
will maintain a log of group member access. The log
will contain the date and time the WIN was accessed,
terminal ID, and individual user's name. When group
users change places at a terminal, the date and time
will be noted in the log. The log will be retained

at the discretion of the WASSO.

(3) All team members will possess an interim or
final US TOP SECRET clearance. Foreign nationals
will not be allowed to be a team member of a group
using a group USERID.

(4) The group team chief is responsible for
ensuring proper security practices are followed. He
or she is responsible for information security
associated with the group USERID and will provide a
group access list to the WASSO and WATASO, as
appropriate.  Security vulnerabilities associated

with giving the same logon USERID and password to
several individuals will be stressed to group team
members in a detailed security briefing. Whenever a
group member departs the group, and that member knew
the group USERID password, the WASSO will be
notified. The password will be changed by the team
chief under the conditions prescribed by Chapter

XIl, subparagraph 2b(5) of this publication.

(5) The group USERID concept may be used for formal
group network instruction or training. For this

purpose, the USERID and logon password will be
assigned to the class instructor, who will be

responsible for ensuring that proper security

practices are followed. The logon password will be
changed at the end of each class. Each group USERID
or logon password will be associated with a specific
instructor. The instructor and the WASSO at the
location where training is being conducted will

coordinate to ensure compliance with security

regulations.

c. Group USERIDs (Single Site). Group USERIDs may be
approved by multiuser host DAAs in cases where use of
individual USERIDs would reduce operational or mission
effectiveness. Group USERIDs approved by the local DAA
will not be given WIN access permissions without

approval of the WIND.

d. Group USERIDs (Network). If a group USERID requires
WIN access permissions, the DAA will approve the group
USERID and forward the access request to the WIND for
network access approval. The network access request

will contain:
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(1) Group identity.
(2) Group function.

(3) Name of the group team chief, clearance, and
date of clearance.

(4) Identity of the command element responsible for
supervising the group.

(5) Telephone number for the group point of
contact.

(6) Type of Use. (Daily, peacetime operations
exercises or crises.)

(7) Justification. Specify how use of individual
USERIDs and logon passwords would adversely affect
mission effectiveness.

e. Annual Revalidation of Group USERIDs. Annually,
site WSCs will notify the WIND and other WIN site
WSCs/WASSOs if continued use of the group USERID is
necessary. This notification will include:

(1) Identification of the group.
(2) Group team chief.

(3) The command element responsible for supervising
the group.

f.  WIN Accessible File of Group USERIDs. The NOC will
provide a WIN accessible file of all group USERIDs
approved for WIN access. (Joint Pub 6-03.14)

g. Project USERIDs or Accounts. A project USERID or
account is a directory or catalog that has subordinate
catalogs or directories or files but does not have logon
privilege.

(1) Each project USERID or account will have a
manager designated as the project's OPR.

(2) The project account may be used by anyone to
whom permissions have been given.

(3) The project manager will protect the project
USERID or account password in accordance with
subparagraph 2b of this chapter.

(4) The project manager will ensure that project
directories are assigned the appropriate security
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level and security categories and that files are
assigned the proper security classification. The
project manager will also ensure that access is not
granted to classified files based on general
permissions.

h. Revalidation of Individual USERIDs

(1) General. When personnel no longer require WIN
access, the passwords through which they had access
will be changed. If the associated USERID(s) are no
longer needed, they will also be terminated.

Multiuser host access revalidation will be performed
semiannually by the WSC.

(2) Network. Network access revalidation will be
performed semiannually by each multiuser host site.

Access to System Resources
a. USERIDs and Accounts

(1) Except as indicated under group USERIDs,
logging on to the system will be limited only to
individual USERIDs. Project USERIDs will not be
used to access the WIN.

(2) OPRs will give specific permissions to
individuals and groups for any and all objects to
which the individual or group has justified access.

(3) WIN multiuser host’'s operating system USERIDs

or accounts will not be permitted to log on except
under specific and controlled conditions. If the

site will require terminal access by these system
accounts, the account resources may be modified to
allow terminal access on a case-by-case basis. The
WASSO will approve each such access and ensure that
the resources are withdrawn after each access.

b. Site Access

(1) The WSC is responsible for processing WIN
access requests in accordance with Joint Pub
6-03.14. The requesting site will verify the user’s
TOP SECRET clearance in the WIN access request.
Approved WIN access requests will be granted WIN
access within 5 working days.

(2) When feasible, the user will identify the OPR

for each protected file or program to which access

is desired. This individual's name and business
address or DSN telephone number will be provided to
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the requesting WSC before official access is

granted. Site procedures will address the required
coordination between the WSC, WASSO, and appropriate
OPRs.

(3) Access requests will be addressed to each site
where permissions are desired stating specifically

the justification for needing access at that site.
Blanket access requests may be used only by WSCs,
WASSOs, or their representatives in performing their
system management functions.

c. File and System Permissions. File and data system
access permissions will be governed in accordance with
Joint Pub 6-03.15.

(1) Positive controls will be used to control
access to all classified or special category objects
(catalogs, directories, files, etc.) General access
will not be given to any classified file or to any
file structure containing a classified or special
category file. Personnel who depart or no longer
need access to a file will have their access
permissions deleted as soon as possible by the
project or file OPR.

(2) WIN users will be provided with proper
procedures for requesting access to WIN files at
local and remote sites. The file OPR of the
multiuser host where the file resides verifies the
need-to-know of the requesting user.

d. Permissions to Functions. Positive controls will be
used to control access to all functions that can affect

the security or integrity of the WIN. Access of this

type will be approved by the WASSO and will be kept to
the absolute minimum number of personnel.

5. Audit Requirements

a. General. WIN computers defined in Chapter Il will
meet the following audit requirements, which are based
on DOD 5200.28-STD. Correlation of information on
system usage with its associated user requires
identification of the user together with his or her
activity. If audit analysis detects violations, the

site will take corrective action.

b. Minimum Requirements for Accountability. Safeguards
will be established to ensure persons having access to
the WIN are held accountable for their actions. The
audit trail will be capable of providing sufficient

detail to reconstruct events in case a compromise has
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occurred. To fulfill this requirement, the manual
or automated audit trail will document, at a
minimum, the following:

(1) Logons, logoffs, timeouts, and lockouts that
include time of access and the individual's
identity.

(2) Object accesses, creations, deletions, and
modifications (successful and unsuccessful).

(3) Activities that attempt to modify, bypass, or
negate safeguards or audit data controlled by the
system.

(4) Security relevant actions associated with
periods processing.

(5) Changing of advisory security levels or
categories.

(6) Execution of privileged processes.

(7) Changes in policy rules associated with MLS
connections and the flow of data between the WIN and
other connected AISs.

Cc. Audit Sources. Audit records include automated
accounting files, console logs, and manual logs that
show facility, terminal, and information access.

Because automated accounting files are processor-specific
and may include more information than minimally
required by subparagraph 5b above, the WASSO will
determine which audit records constitute the mandatory
audit trail. Assistance may be available in the form of
an STP that identifies suggested records to be reviewed
and maintained. Audit sources will be determined by the
WASSO.

d. Audit Trail. The audit trail provides a record of
system activity. The WASSO will identify and recommend
appropriate actions on security related events in the

audit trail. System surveillance will be under the

control of the WASSO, who interacts with the computer
center operator, system maintenance programmers,
hardware maintenance personnel, and system users. Audit
trails will be reviewed at least weekly (or less at the
discretion of the WASSO) with follow-up action taken on
all discrepancies. Suspected security incidents that

occur during network processing will be reported to the
local site WASSO for action. The NOC, a support element
of the WASO, will be notified of any serious actions
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planned or taken as a result of the incident
investigation.

e. Review Requirement

(1) Machine-Specific. Audit data defined in the
machine-specific STP will be reviewed periodically.
Incidents will be reported as required in Chapter I.

(2) Network. Network audit reports give detailed
information for each process executed on the network
and provide summary accounting information on each
USERID, account, or process. These reports will be
available for review by the WASSO for each period of
WIN operations. The WASSO will be informed of any
activities that are suspect. The WASO will be
informed by the site WASSO or NOC of security
incidents that are related to network operations.

This cooperative effort among the sites will be
coordinated through the offices of the NOC. The
individual site’s efforts are monitored by the

WASSO.

f. Disposition of Mandatory Audit Records. The site
records, which comprise the audit trail, will be

retained at the discretion of the WASSO. The multiuser
host DAA may authorize conversion of the audit trail to
hard copy or computer output microfilm. Thereafter, the
file will be disposed of in accordance with DOD
Regulation 5200.1-R and applicable site records
management procedures.

6. System Profile and File Structure Management. The WASSO
should analyze the system master profile and file structure
daily for discrepancies. At a minimum, the analysis will
check for the following items:

a. Unauthorized new users or accounts.

b. Increased user resources.

c. System accounts with logon resources.

d. Unauthorized permissions for system privileges.

e. Resources used that are greater than allowed limits.
7. Privileged States and Functions

a. Jobs, processes, or users that require privileged

states or functions will be authorized only by the

multiuser host DAA or a designated representative. A
listing of those jobs, processes, or users will be
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maintained in the site for the operators to verify
approval prior to granting privity.

b. Standard or Service-unique WIN application systems
will not be developed with a privileged-state

requirement unless prior approval of the network DAA has
been received.

8. Shutdown and Restart

a. Scheduled shutdown and restart during a processing
period will follow the procedures described in the site
operations manual. An audit record will be written to

the accounting file uniquely identifying the reason for

system shutdown. A system dump need not be taken unless
requested by the WASSO or the site system analysts. The
system can be restarted with site-dependent warm boot
procedures.

b. A system dump will be taken following any system
crash of unknown cause. An audit record describing the
system condition will be entered in the accounting file.

c. Emergency shutdown will include the necessary site
dependent power-off procedures. Backup copies of user
files will be available for restart.

d. Shutdown procedures at the end of a period are site
dependent. The removable media will be removed,
hardware reconfigured if necessary, output removed,
accounting tape and startup deck returned to the

library, and peripheral subsystems that are not required
will be turned off.

9. Terminal or Workstation Time Out. WIN multiuser host
operating system software parameters will be set so that all
multiuser host-connected terminals and workstations time out
after 10 minutes if they have processed no input or output
transactions to or from the WIN multiuser host. The purpose
of this requirement is to ensure that terminals inadvertently
left unattended, but turned on, are exposed to

minimum risk of unauthorized use. This 10-minute
requirement can be adjusted by the multiuser host DAA when
exercises, crises, or other unusual circumstances are

involved.

10. Split Systems and Periods Processing
a. WIN multiuser hosts can operate in a
periods-processing or a split-system mode, if desired.

Before categories requiring special controls (e.g., SCI,
SIOP-ESI, COSMIC, NATO, or CNWDI) are introduced at a WIN
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site, that system will be physically disconnected from
the WIN and periods processing will be used.

b. Between periods-processing sessions, memory will be
cleared using DISA-evaluated and WIN DAA-approved
software. The clearing will be verified. The system
packs and removable media, classified at the level
appropriate for the period, will be used at system
startup. The peripheral subsystems will be initialized
according to site procedures.
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CHAPTER XIlI
HARDWARE SECURITY

1. Hardware Security Features. Hardware resident
architectural features are important elements in COMPUSEC.
Security requirements will be included as procurement
selection factors. Hardware to be used in the WIN will be
approved through the SDN process, in accordance with Joint
Pub 6-03.11, and will have configuration management controls
to protect it against unauthorized alteration.

2. Hardware Declassification. Hardware will be
declassified in accordance with Chapter XVI of this
publication at the end of each day’s processing unless it is
located in a storage area approved for TOP SECRET open
storage. If the hardware becomes inoperable, it will be
protected at the TOP SECRET level until destroyed and a
destruction certificate is initiated.

3. Nonremovable Magnetic Media. Nonremovable magnetic
media have special security requirements and problems that
affect their use.

a. End of Day. Nonremovable magnetic media will be
declassified at the end of operations each day or kept
in an area approved for open storage of TOP SECRET
information.

b. Maintenance. Nonremovable magnetic media will be
declassified prior to turn-in for maintenance. Clearing

by overwriting with DISA-approved overwrite software is
an acceptable means of declassification for magnetic
media where the destination is a Government or contract
maintenance facility with eventual return to use on the
WIN. If the nonremovable magnetic media is inoperable,
the overwrite will fail. In this case, the nonremovable
media would have to be removed before turn-in,
potentially causing maintenance contractual problems.

c. Decommissioning. Hardware that is to be
decommissioned and no longer operated on the WIN will
have its nonremovable magnetic media declassified.
Magnetic media to be decommissioned will be purged to
achieve declassification. Clearing by using overwrite
software together with a low-level format of the media
may be used for purging if approved by the WASSO.
WASSOs should consider the media’s history as a factor
in making the decision on how to declassify. Media
known to have stored large quantities of classified data
should be degaussed, whereas media known to have had
minimal exposure to classified data may be declassified
by overwriting.
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4. Test and Diagnostic Equipment. Security considerations
for using T&DE are discussed in Chapter XVI, paragraph 9.

5. Spare Parts. Memory component spare parts (such as
memory boards) for WIN hardware will be protected at the TOP
SECRET level when they are on-site and identified as WIN
hardware spare parts. Vendors will be instructed not to
specifically identify WIN hardware spare parts as such when

the spare parts are off-site in the vendor's possession.

6. Foreign Vendor Hardware and Firmware

a. Hardware. WIN hardware end items, such as CPUs,
stand-alone disk drives, and workstations will not be
procured from foreign vendors even though manufactured
in CONUS, unless previously approved by the Joint Staff,
J-6.

b. Firmware. ROMs, PROMs, and other varieties of
precoded memory chips identified for use on the WIN will
not be procured from a foreign vendor without Joint

Staff J-6 approval.

7. Hardware Modification. There will be no modifications
to WIN hardware without prior notification of the WASSO.
Generally, there will be no modifications to the hardware

unless they are:

a. Part of a maintenance contract.

b. Site unique and preapproved by an SDN in accordance
with Joint Pub 6-03.11.

8. Distribution of WIN Hardware

a. Hostile attacks may occur on WIN multiuser host
computers when they are in use. But, it is also
possible for them to be attacked before they are
installed. Hardware intended for use in the WIN will be
protected to minimize hostile attacks. Precautions will
be taken to ensure that all hardware, firmware, and
software products delivered from a contractor or another
site are operating under a correct implementation of the
system’s security policy. This includes assurance that:

(1) The product evaluated is the one the
manufacturer built.

(2) The product built is the one that is sent.

(3) The product sent is the one that is received.
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(4) The product received is the one that is
installed.

b. For distribution of multiuser host hardware,

peripherals, or workstations, the sender will use either
registered mail or courier in accordance with

NCSC-TG-008. In either case, the products delivered

will be marked for attention of the WASSO. The WASSO or
WATASO will inspect the incoming shipment to validate

that no tampering has occurred.

c. If the WASSO's inspection of the received hardware
reveals evidence of tampering, it will be assumed the
hardware received has been tampered with or bugged. A
TSCM inspection of this hardware will be performed
before it is installed. A security incident report will

be initiated in accordance with Chapter |, paragraph 8,

of this publication.
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CHAPTER XIV
EMANATIONS SECURITY

1. Emanations Security Policy. All electronic information
processing devices radiate electromagnetic energy that can
be received and exploited using proper equipment. To guard
the WIN against this type of exploitation, the following

policy is set forth.

a. WIN users will comply with the measures to control
compromising emanations provided under DOD Directive
C5200.19, "Control of Compromising Emanations."

b. The risk of using equipment that produces
compromising emanations will be different at each WIN
site. The countermeasures to be implemented for WIN
sites will be determined in accordance with NTISSI 7000.
In all instances, a security and cost analysis of the
possible countermeasures should be made before making a
final decision. On-site vulnerability analysis, tests,

and inspection or other appropriate verification

procedures will be used to demonstrate TEMPEST
countermeasures acceptability. After evaluating the

risk and considering the cost of effective counter-measures,
the WIN multiuser host DAA may elect to accept

a higher risk by not implementing countermeasures to the
level determined in accordance with NTISSI 7000. If

this decision is made, it will be documented, with
justification, in the site Risk Analysis.

2. TEMPEST. The primary documents that will be used to
determine the degree of TEMPEST protection against
emanations are NTISSP 300, "National Policy on Control of
Compromising Emanation” and NTISSI 7000, "TEMPEST
Countermeasures for Facilities” or implementing Service
regulations. Implementation of these policies is mandatory.
Furthermore:

a. Where use of equipment meeting national standards
contained in the National TEMPEST Standard, NTISSAM
TEMPEST/1-91, is indicated, products on the ETPL should
be used.

b. Devices that have no known TEMPEST profile will be
tested before being installed on site to determine the

CS required, minimum essential countermeasures required,
or possible equipment modification. If the equipment
model has not been previously tested (i.e., has no known
TEMPEST profile), it may be tested by sending the
equipment to the appropriate Service or Defense agency
or, preferably, by having an on-site survey.
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3. TEMPEST Maintenance Considerations. Device emanation
characteristics are sensitive to the manner and quality of

repair and to changes or modifications accomplished.

Maintenance and service personnel will be made aware of this
sensitivity. When repairs or changes are made to meet
prescribed emanation requirements, every effort should be

made to use exact replacement components or components known
to possess equivalent or superior TEMPEST characteristics.

If this cannot be done, a new TEMPEST survey will be
accomplished.

4. COMSEC and EMSEC OPR. Each Service has an office that
is the designated OPR for COMSEC and EMSEC matters.
Questions concerning the scheduling of TEMPEST tests,
applicability of NACSIM 5203 RED/BLACK criteria,

requirements for filtered power, options concerning the

installation of telephone instruments and lines, shielding,

and other such problems may be forwarded through the
appropriate channels to the designated Service or Defense

agency COMSEC/EMSEC OPR.
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CHAPTER XV
COMMUNICATIONS SECURITY

1. COMSEC Policy. Transmission and communications lines
and links that provide secure data communications among WIN
devices or among WIN sites will be secured in a manner
appropriate for TOP SECRET material, transmitted through
such lines or links under the provisions of DOD Directives
C-5200.5 and 5200.1.

2. Data Communications Links. Communication links among
WIN sites will meet the security requirements for the
transmission of TOP SECRET data as well as all restrictive
categories of material processed by attached devices.

a. Security Control and Protection. To ensure the
required security control and protection, the WASSO will
determine the restrictive categories that may be
transmitted on each communications circuit.

b. Red Side Circuit. For WIN devices (e.g., terminals,
workstations.) connected to other devices (e.g.,
multiuser hosts, LAN interface units) over dedicated
communications lines, the red-side circuit will be
capable of being disconnected (e.g., at a patch panel)
at each location. The connection will be labeled to
identify the specific device, level of information

access authorized, and restrictive categories of
information that are authorized for access from the
specific device.

3. Dial-Up Devices. The initial installation of dial-up

devices at a WIN multiuser host will be specifically

accredited by the WIN DAA prior to operation. Use of
dial-up devices for encrypted data transmission requires the
dial-up devices to be physically located in the same TOP
SECRET control zone as the system component to which it is
attached and be afforded the same protection as other WIN
components. Connecting secure dial-up devices to a WIN
multiuser host requires:

a. Thorough evaluation by the multiuser host DAA of the
risks involved.

b. All communications connections will be in compliance
with NACSIM 5203, "Guidelines for Facility Design and
Red/Black Installation."

c. When the device, crypto, and associated modem are
connected, physical security will be provided in
accordance with requirements established in Chapter VIII
of this publication.
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d. Supplementary control will be established to audit
the identity of the device making the connection.
Examples of such controls include the use of:

(1) Dial-back modems.
(2) Approved authenticator systems.

(3) A machine-readable, unique-device identifier
stored within the device or its associated
communications equipment.

e. A list of approved dial-up devices will be
maintained at the hosting WIN site and will contain:

(1) The device identifier.
(2) The level of information access authorized.

(3) All restrictive categories of information that
are authorized for access from the specific device.

f. All terminal access attempts will be audited.

Telephone numbers and devices with call forwarding
capability will not be used.

4. STU-Nll. The Type 1 STU-Ill is a dual-purpose telephone
capable of transmitting classified voice and data over the
public telephone network. Because it represents a
cost-effective alternative to installing expensive crypto
equipment and protected wiring distribution systems into
remote facilities where WIN terminals may be required, the
Type 1 STU-Ill is authorized for data communications between
remote terminals and WIN multiuser hosts. To ensure proper
use of the STU-lIl when employed with the WIN, users will
comply with the operational security doctrine of NTISSI No.
3013. In addition, the following policy is set forth.

a. Use Within a TOP SECRET Control Zone. The normal
location for WIN remote terminals is in an area

complying with the physical security requirements of
Chapter VIII of this publication. Use of the Type 1

STU-IlIl under these conditions is authorized and will

comply with the following conditions:

(1) The Type 1 STU-llI will be equipped with the
SACS. This capability permits users to operate the
device in either an attended or unattended mode
(with restrictions listed below) by providing
automatic and unattended authentication for data
connections.
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(2) Operating in the Attended Mode. Operating the
STU-lll data port in the attended mode is acceptable
under the following conditions:

(@8 The STU-III will be physically located in

the same TOP SECRET control zone as the WIN
terminal/workstation/multiuser host to which it

is attached. Other security precautions

afforded the WIN terminal/workstation/multiuser
host also will be provided.

(b) The STU-lI will be programmed to accept
only TOP SECRET connections. This capability
causes the telephone to reject connections with
other STU-llIs that are not also programmed as
TOP SECRET.

(c) The STU-III will not be allowed to be
connected to another STU-IlIl for more than 24
hours in a single session. After 24 hours, the
session will be terminated, and a new session
can be initiated, if necessary.

(3) Operating in the Unattended Mode. Operating
the STU-IIl data port in the unattended mode is
permitted by meeting the above conditions, combined
with the use of DAO codes that specify department,
agencies, or organizations. This procedure enables
the user to further restrict access by specifying

that the STU-III accept calls only from specific DAO
codes.

b. Use Outside a TOP SECRET Protected Control Zone.
When used outside a TOP SECRET control zone, a securable
container such as the Secure Desk (KWS-5203) that meets
the physical security requirements of Chapter VIII of

this publication will be used. Use of the STU-III in

these securable containers is authorized subject to the
following conditions:

(1) The conditions of subparagraph 4a above are
observed, except that the STU-Ill will not be
operated in the unattended mode.

(2) The securable container has been authorized for
use by the multiuser host DAA.

(3) Operation of the WIN terminal in the securable
container conforms to the conditions specified in
Chapter VIII of this publication.

(4) While in use, the STU-IIl will be located
inside the securable container. This will ensure
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that no communication lines between the WIN terminal
and the STU-Ill are exposed and subject to a threat
attack.

c. Use of the STU-IIl on the DSN. Use of STU-llIs on
the DSN will comply with CJCS MOP 8. CJCS MOP 8 states
that the DSN will not normally be used for data
transmission, because this function is primarily the
responsibility of DDN. However, CJCS MOP 8 does state
that "Data processing equipment may use DSN voice
circuits only when DDN and other transmission media,
either commercial or government owned, do not exist or
are required for emergencies or reasons of national
security and are authorized in subparagraph 1a(6)(b)2 of
MOP 8. Use of the DSN switched voice (dial-up) circuits
to transmit digital data will not be detrimental to

voice users." This subparagraph specifies approval
authority, coordination requirements to determine

network impact, and the requirement for annual
revalidation. The approval authority for OCONUS data
transmission through DSN voice dial-up circuits is the
CINC. The CONUS approval authority is the CINC, Chief
of the Service, or Director of the Defense agency
concerned.

d. Portable Terminals. STU-llls may be used to provide
communications for portable WWMCCS workstations or
terminals. The terminals will be protected in

accordance with the policy of this publication.

5. AUTODIN Interface. AUTODIN is a telecommunications
network complying with all COMSEC requirements for the
transmission of classified information up to and including

TOP SECRET. WIN connections to AUTODIN will ensure that the
security protection of AUTODIN is not diminished.

Connection to AUTODIN requires that the AUTODIN connection

be accredited as described in Chapter V.
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CHAPTER XVI
INFORMATION SECURITY

1. General. The WIN operates in a TOP SECRET system-high
mode. As such, all features of the system, including output
products and storage media, will be classified TOP SECRET
until determined otherwise.

2. Accountability of Output Products

a. Output Products. Output products include, but are
not limited to, such items as printed listings,
microfilm, microfiche, and CRT displays.

b. Formal Accountability. Formal accountability of WIN
output products as TOP SECRET documents (DOD Regulation
5200.1-R) is not required unless the user producing the
output verifies actual TOP SECRET data is present. The
one exception to this is a computer dump, which will be
handled and marked as "TOP SECRET Working Papers" until
reviewed by a qualified analyst for the actual

classification of the content. Organizations with

on-line printers, whether in the central computer

facility or in a terminal area (remote line printer),

will require that users and customers sign for output.

A log identifying the output product by unique

identifier, date, and the user or customer may be used

for this purpose. (The log should be retained for one

year.) Users and customers will protect output products

as if they were TOP SECRET until they have been reviewed
and the actual classification confirmed. Formal

accountability of TOP SECRET output products is the

user's or customer’s responsibility.

3. Marking Output Products. WIN output products will be
marked with the proper classification for the data present.
Normally, unclassified material will not be marked or

stamped "UNCLASSIFIED" unless it is essential to convey to a
recipient of such material that it has been examined to
determine its classification. When feasible, the products

should be marked by the ADP system that generated it and
should include the originator, a unique identifier,

classification authority, and downgrade instructions.

a. Printed Paper Products. Printed paper products will
be marked with the user’'s intended security
classification on the top and bottom of each page.
Unless technically or operationally infeasible, the

first page of the product will be marked with the
safeguard statement shown in Figure 16-1, as well as
declassification instructions of DOD 5200.1-R. Each
page of a multipage product will be sequentially
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numbered. The user is responsible for ensuring the
continuity of page numbering after receiving the
product.

*** SAFEGUARD ***

HANDLE AS TOP SECRET INFORMATION UNTIL SIGNED BY AN
INDIVIDUAL WHO HAS DETERMINED THAT THE SECURITY
CLASSIFICATION OF THIS DOCUMENT IS APPROPRIATELY

MARKED AND THAT THE DOCUMENT CAN ASSUME THE HANDLING
REQUIREMENTS FOR THAT CLASSIFICATION. REPORT

UNUSUAL OR UNREQUESTED OUTPUT DISCREPANCIES
IMMEDIATELY TO: (WASSO, ROOM NUMBER, PHONE NUMBER).

| HAVE REVIEWED THIS DOCUMENT AND, BASED ON THE
CONTENT, FOUND IT SHOULD BE

CLASSIFIED:
SIGNATURE: DATE:
Figure 16-1. Safeguard Statement

b. Microfilm and Microfiche. These products will be
conspicuously marked (i.e., eye readable) with the
highest security classification of the data contained
therein, date of creation, and unique identifier.
Information identifying product originator, as well as
downgrading and declassification instructions or
exemptions will be either displayed in the first image
or printed on the special container or envelope provided
for storage. Each image will have a security
classification marking that is clearly visible on the
top and bottom when the image is magnified.

c. CRT Displays. Operating system software should
provide classification screen markings for CRT report
products. If this does not occur, the printed listing

of a CRT screen produced on a screen printer will have
classification markings added manually by the user
except when the printed listing is unclassified. In
addition, the CRT should be physically marked (i.e.,
place a sticker or other physical label on the CRT case)
TOP SECRET.

4. Accountability of ADP Storage Media
a. Media. ADP storage media include items such as
magnetic tapes, disks, diskettes, disk packs, and
removable hard disk cartridges.

b. TOP SECRET Accountability Requirements. Removable
ADP storage media used on hardware attached to the WIN
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does not require formal TOP SECRET accountability in
accordance with DOD 5200.1-R unless it leaves the
boundaries or confines of the WIN TOP SECRET central
computer facility or terminal areas and has not been
downgraded to a lower classification.

NOTE: The terms "boundaries” or "confines" of an
approved ADP system refer to the outer perimeters
of the continuously protected areas housing the
central computer facility and connected remote
terminals as prescribed in DOD Manual 5200.28-M.

5. Marking ADP Storage Media

a. Marking. Removable ADP storage media used on
hardware attached to the WIN will be externally marked
TOP SECRET until declassified or downgraded. This
marking will be written and color-coded orange. The use
of color-coded media or media labels is required.
Additionally, the media will be externally marked:

(1) With special access restrictions, if
applicable.

NOTE: This should not be confused with special
access programs prohibited by Chapter | of
this publication.

(2) With a permanently assigned identification or
control number to aid in inventory control.

(3) If the media is a nonremovable disk drive, the
cabinet housing the disk will be conspicuously
marked TOP SECRET.

b. Exceptions. Exceptions to the marking requirements
of subparagraph 5a above are:

(1) UNCLASSIFIED, CONFIDENTIAL, or SECRET removable
magnetic media used for uploading data to the WIN

that have a "Write Protect” mechanism installed each

time the floppy disk is used on a WIN workstation.

(2) UNCLASSIFIED, CONFIDENTIAL, or SECRET reel-to-reel
tapes used for uploading data to the WIN that
do not have "Write Enable Rings" installed.

(3) UNCLASSIFIED, CONFIDENTIAL, or SECRET cassettes
or streaming tapes used for uploading data to the
WIN that have a "Write Protect” mechanism in place.

6. Clearing, Declassification, and Downgrading of WIN
Magnetic Storage Media
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a. General. The terms "clearing" and "declassification”
are functional definitions referring to the method

and result of removal of classified data from magnetic
storage media. The distinction between the two
procedures lies in the purpose for which each is
performed, as well as the techniques and procedures
employed. Downgrading of magnetic media refers to the
lowering of its classification after an administrative

review has validated the actual classification of the

data residing on the media to be the lower classification.
The terms "clearing” and "declassification" are

defined as follows:

(1) Clearing of Magnetic Media. Clearing of
magnetic media is the removal or erasure of

classified data recorded on that media in such a way
that there is assurance, proportional to the

sensitivity of the data, that the data may not be
reconstructed using normal system capabilities;

i.e., through the keyboard. (This includes use of
advanced diagnostic utilities.) The procedure may

be accomplished by overwriting the media with
software that writes to every addressable location
(including bad sectors) on the media with a
complement pair (e.g., a binary "one" and then a
binary "zero,” and a random pattern). Clearing is
normally used when magnetic media will be reused for
another purpose within the WIN, will continue to be
safeguarded, and will remain either within the same
secure WIN computer facility or another WIN computer
facility. The media may remain connected to the WIN
during the procedure.

(2) Purging. Purging is the removal or erasure of
classified data recorded on that media in such a way
that there is assurance, proportional to the
sensitivity of the data, that th

e data may not be
reconstructed using an open-ended laboratory
techniques. Purging may be accomplished by
overwriting, degaussing, or destruction. If
overwriting is selected, the software used must be
SDN approved and capable of overwriting all sectors
of the disk as described above under "Clearing."
The media must be removed from the WIN prior to the
procedure.

(3) Declassification of Magnetic Media. Declassification
of magnetic media is the removal or erasure

of classified data recorded on that media by

clearing or purging followed by the administrative

action of removing the classification. An

administrative review is required to provide

assurance that the declassification procedure is
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certified to perform its function and that it was
used properly, or that the destruction procedure was
carried out correctly. The declassification is
complete only after submission to the appropriate
authority (e.g., WASSO) a decision memorandum
stating the procedure is complete and verified.
Declassification may render the media unusable.

(4) Downgrading of Magnetic Media. Downgrading
magnetic media used in the WIN is defined as the
lowering of the classification of the media from TOP
SECRET to the level of the actual classification of
the data contained therein. This is not to be
confused with the definition of information
downgrading contained in DOD Regulation 5200.1-R,
which refers to lowering of the classification level

of data. If the information contained on the media
can be determined to be classified at less than TOP
SECRET, then the media may be downgraded to that
level. Downgrading WIN magnetic media does not
normally involve a downgrading of data.

b. Policy

(1) Clearing of Magnetic Media. Clearing of
magnetic media will be used when data stored on the
media is no longer required by the data owner, but
the media will continue to be used for the WIN.
Clearing of magnetic media is the responsibility of

the data owner and will be executed by computer
operations personnel upon receipt of an official
request by the data owner. Clearing will be
accomplished with overwrite software that has been
approved by the WASO.

(2) Declassification of Magnetic Media. To
provide the highest degree of assurance that
classified information has been removed from the
media, purging (validated overwriting, degaussing,
or destruction) must be used.

(@) Declassification will be used when the

media is to be decommissioned or released into a
less than TOP SECRET or nongovernment-controlled
environment.

(b) Declassification of WIN magnetic storage

media is a security auditable event. Accordingly,
upon completion of the declassification

procedure, a written Declassification Audit

Report will be submitted to the WASSO or WASSM.
It will be retained for a period of 1 year. The
report will include:
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1. Identification, last location used on
the WIN, and destination of the media that
was declassified.

2. ldentification of the person who
performed the declassification procedure.

3. Date, time, and location where the
declassification procedure was performed.

4. ldentification of the declassification
procedure used and a description of the
validation process.

(3) Downgrading of Magnetic Media. Frequently,
there exists a need to transfer WIN data to other
AISs classified at levels lower than TOP SECRET. To
effect transfer and downgrade of this data, the
following actions will be accomplished:

(@) The WIN data to be transferred will be
identified and determined to be actually
classified at or below the classification level
of the AIS to which it is targeted.

(b) This data will be copied to new unclassified
or declassified media.

(c) Upon completion of the copy, the new media
will be reviewed to ensure that only the data
intended was copied to the new media. To set
the classification level of the new media, two
actions are necessary:

1. A record count or file size of the files
copied to the new media will be compared to
that of the old media to ensure no aberrations
occurred during the copy process.

2. A random sample composed of not less
than 10 percent of all media storage
locations (including those that are beyond
the end-of-file marks) will be output to
hardcopy or CRT and reviewed by someone
competent to determine the actual classification
of the data. The media can then be
marked with the actual classification of the
data therein. The DISA will be responsible
for developing software to meet this output
requirement for media used on standard WIN
hardware.
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(4) Approved Procedures. Clearing and declassification
procedures contained in "A Guide to

Understanding Data Remanance in Automated
Information Systems (NCSC-TG-025), Version 2," are
acceptable methods for use on WIN equipment.

c. DISA Responsibilities. DISA will provide each WIN
site with SDN-approved overwrite and output software and
will serve as the configuration manager for that

software.

d. WASSO/WASSM Responsibilities. WASSOs or WASSMs will
ensure that SDN-approved software, NSA approved hardware
(degaussers), and procedures are available for media

clearing and declassification.

7. Declassification of Nonmagnetic Permanent Storage Media.
Destruction is the only approved method of declassifying
nonmagnetic storage media. An example is the WORM optical
drive. As other nonmagnetic permanent storage media become
available, requests to declassify these media by means other
than destruction will be submitted to the WASO for approval.

8. Declassification of Semiconductor Memory

a. Volatile Semiconductor Memory. Semiconductor memory
will be declassified by removing all power (external and
battery) for a period not less than 5 minutes.

b. Nonvolatile Semiconductor Memory. Nonvolatile
semiconductor memory devices such as ROM, EPROM, EEPROM,
etc., will be declassified either by overwrite or

destruction, as applicable.

9. Test and Diagnostic Equipment. WIN hardware and
software maintenance personnel (both Government and
contractors) sometimes use T&DE to perform their maintenance
function. If this T&DE is connected to WIN equipment, there
is a risk that classified WIN data could be transferred to

the T&DE. Therefore, T&DE and its removable media, such as
floppy diskettes, will be considered to contain TOP SECRET
data and will be declassified or downgraded to UNCLASSIFIED
before being removed from the WIN site. For all T&DE,
contractors will provide the site WASSO with written

verification from the contractor's company that the T&DE can
be declassified or downgraded and the procedure for
declassification; e.g., removal of power. The site WASSO

will review the procedure and ensure that only T&DE so
verified is used on WIN equipment. Unless the T&DE is to be
continuously connected to the WIN, TEMPEST requirements do

not apply.

XVI-7



Joint Pub 6-03.7
(INTENTIONALLY BLANK)

XVI-8



Joint Pub 6-03.7

CHAPTER XVII
WORKSTATION SECURITY

1. General. Workstations differ sufficiently from
multiuser hosts in function, operation, resource allocation,
and access control to warrant special consideration in this
