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PREFACE

1. Scope 3. Application

Military deception operations are a. Doctrine and guidance established in
conducted by the commanders of combatdhis publication apply to the commanders
commands and subordinate joint forces af combatant commands, subunified
support of overall campaign objectives. Th®mmands, joint task forces, and subordinate
publication provides fundamental guidanammponents of these commands. These
and principles for the planning and executigminciples and guidance also may apply when
of military deception at the combatandignificant forces of one Service are attached
command and/or subordinate joint force levéb forces of another Service or when

significant forces of one Service support
2. Purpose forces of another Service.

This publication has been prepared unde. The guidance in this publication is
the direction of the Chairman of the Joirguthoritative; as such, this doctrine (or JTTP)
Chiefs of Staff. It sets forth doctrine to govemill be followed except when, in the judgment
the joint activities and performance of thefthe commander, exceptional circumstances
Armed Forces of the United States in joirdictate otherwise. If conflicts arise between
operations and provides the doctrinal basis fbie contents of this publication and the
US military involvement in multinational andcontents of Service publications, this
interagency operations. It provides militargublication will take precedence for the
guidance for the exercise of authority bactivities of joint forces unless the Chairman
combatant commanders and other joint foroé the Joint Chiefs of Staff, normally in
commanders and prescribes doctrine for joirordination with the other members of the
operations and training. It provides militaryoint Chiefs of Staff, has provided more
guidance for use by the Armed Forces turrent and specific guidance. Commanders
preparing their appropriate plans. It is not tioé forces operating as part of a multinational
intent of this publication to restrict thgalliance or coalition) military command
authority of the joint force commander (JFGhould follow multinational doctrine and
from organizing the force and executing th@ocedures ratified by the United States. For
mission in a manner the JFC deems makictrine and procedures not ratified by the
appropriate to ensure unity of effort in thEnited States, commanders should evaluate
accomplishment of the overall mission.  and follow the multinational command’s

doctrine and procedures, where applicable.

For the Chairman of the Joint Chiefs of Staff:

s biia

WALTER KROSS
Lieutenant General, USAF
Director, Joint Staff
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EXECUTIVE SUMMARY
COMMANDER’S OVERVIEW

* Discusses Fundamental Principles of Military Deception

*  Covers Military Deception and Command and Control

Warfare

*  Explains Roles, Coordination, and Training

*  Outlines the Military Deception Planning Process

*  Covers Military Deception Planning and the Joint Planning

Process

Military deception is
applicable at each level of
war and across the range
of military operations.

General

Military deception is defined as beittgpse actions executed

to deliberately mislead adversary military decision makers

as to friendly military capabilities, intentions, and
operations, thereby causing the adversary to take specific
actions that will contribute to the accomplishment of the
friendly mission. Military deception can be employed during
all phases of military operations. Joint force commanders
(JFCs) use military deception to accomplish their missions by
attaining surprise, security, mass, and economy of f@oe.
principles of military deception provide guidance for planning
and executing deception operations. These principles include
focus, objective, centralized control, security, timeliness,
and integration. Military deception efforts should be
coordinated with civil affairs (CA) and with those
psychological operations (PSYOP) activities that support CA
to ensure that deception does not inadvertently undermine the
relationships with civilian population or with host-nation
military authorities. Deception operations that have activities
potentially visible to the media or the public should be
coordinated with the appropriate public affairs officers to
identify any potential problems.




Executive Summary

Military Deception and Command and Control Warfare

When supporting joint Command and control warfare (C2W)is the integrated use
operations, military of operations security (OPSEC), military deception, PSYOP,
deception is done in electronic warfare (EW), and physical destruction, mutually
conjunction with the supported by intelligence to deny information to, influence,
overall command and degrade, or destroy adversary command and control (C2)
control warfare effort. capabilities while protecting friendly C2 capabilities against

such actions Military deception conducted in support of

joint operations seeks to influence adversary military
commanders and to degrade their C2 capabilities.
Intelligence and counterintelligence are critical to deception
during the planning, execution, and termination phases of every
deception operatioMilitary PSYOP is a systematic process

of conveying tailored messages to a selected aud®R&EC

is the process for denying adversaries information about
friendly capabilities and intentions by identifying, controlling,
and protecting the generally unclassified evidence of the
planning and execution of sensitive activitieEW is any
military action involving the use of electromagnetic and
directed energy to control the electromagnetic spectrum or to
attack an adversaryPhysical destruction can support
deception by shaping an adversary’s intelligence collection
capability through destroying or nullifying selected intelligence
systems or sites.

Roles, Coordination, and Training

Military deception and its  Commanders, operational planners, military deception planners
supporting actions must be and other planners must coordinate their actions and plans to
coordinated with higher,  ensure unity of the overall missiomhe JFC is responsible
adjacent, subordinate, and for providing guidance concerning the dissemination of
supporting staffs. deception-related information.Deception planners develop
need-to-know criteria that permit necessary coordination while
limiting the number of individuals with knowledge of the
deceptionJoint force commanders should ensure that their
staffs and units receive training in deceptionStaff training
can be accomplished during command post exercises, war
games, and conceptual exercises during the preparatory and
execution periods of field exercises or routine forward
deployments. Deception planners must possess fertile
imaginations and the ability to be creative while using and
understanding each component of deception and C2W
capabilities.

Vi Joint Pub 3-58



Executive Summary

Military Deception Planning Process

The key factor that must
be considered during
deception planning is risk.

Military Deception

Deception planning is an
integral part of the joint
planning processes.

Deception planning ian interactive process that requires
continual reexamination of its objectives, target, stories,

and means throughout the planning and execution phases.
Deception planners must be prepared to respond to the
dynamics of the situation and of their own headquarters and
they can not solely rely on diagrams and flow charts. At each
stage of planning, theleception planners must carefully
consider the risks involved versus the possible benefits of
the deception. Determining factors include deception failure,
exposure of means or feedback channels, and unintended
effects. Mission analysis, guidance, staff deception estimates,
commander’s deception estimates and plan development
(including completing the story, identifying the means,
developing the event schedule, identifying feedback channels,
and developing the termination concept) are all important steps
in the military deception process. A sixth step of reviewing
and approving the completed deception plan is overseen by
the commander as part of the normal operation plan review
and approval process.

Planning and the Joint Planning Processes

The need to conduct adequate coordination during
deception planning must be balanced against the need to
maintain the secrecy required for effective deception
operations. Deliberate planning involves the Joint Operation
Planning and Execution System process, normally used during
peacetime to develop operation plans and operation plans in
concept format. Crisis action planning is used during time-
sensitive situations to rapidly develop plans and orders. A
campaign plan describes how tactical, operational, and strategic
actions are connected in time, space, and purpose. Campaign
plans are normally not created until the Execution Planning
Phase of crisis action planning.

Vii



Executive Summary

CONCLUSION

Military deception is used to deliberately mislead adversary
military decision makers as to friendly military capabilities,
intentions, and operations and is employed during all phases
of military operations. Military deception is done in
conjunction with the overall command and control warfare
effort. Commanders, operational planners, and military
deception planners must work together to ensure unity of the
overall mission. The military deception planning process is
prepared by following six steps of mission analysis, guidance,
staff deception estimates, commander’s deception estimates,
plan development, and review and approval. Deception
planning must also be an integral part of the joint planning
process.

viil
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CHAPTER |
GENERAL

“I make the enemy see my strengths as weaknesses and my weaknesses
as strengths while | cause his strengths to become weaknesses and discover
where he is not strong . . . | conceal my tracks so that none can discern
them; | keep silence so that none can hear me.”

Sun Tzu
The Art of W ar, c. 500 BC

1. Policy increase the potentialfor successful
defense against anticipated adversary
The Chairman of the Joint Chiefs of Staff actions or to increase the potential for the
(CJCS) Instruction 3211.01A, “Joint Military  successful initiation of offensive action.
Deception,” provides joint policy guidance for ~ Theprehostilities phase starts withthe
military deception. Reference should be made notification to commanders to ready
to that document for information concerning  forces for military operations (e.g., recall
responsibilities relating to military deception  of personnel; fueling units; loading of
and for specific procedures and restrictions weapons; improving materiel readiness;
relating to military deceptions planned and mission-related exercises and rehearsals;
conducted in support of joint operations. and deployments, build-ups, and

2. Definition

- o _ CATEGORIES OF
Military deception is defined as being MILITARY DECEPTION

those actions executed to deliberatel
mislead adversary military decision
makers as to friendly military capabilities,

intentions, and operations, thereby causing Strategic Military
adversary to take specific actions (¢ Deception
inactions) that will contribute to the

accomplishment of the friendly missicFhe Operational Military

five categories of military deception are Deception
shown in Figure I-1.

- Tactical Militar
3. Applicability Deception y

a. Military deception is applicable at eac . -
level of war and across the range of milita Service Military

operations. Deception

b. Military deception can be employed

duringall phasesof military operations. SITELR DEEDIET T

Support of Operations
« Prehostilities Phase: Deceptions Security

conducted during the prehostilities pha:
of military operations aréntended to

Figure I-1. Categories of Military Deception

-1



Chapter |

Deception was a critical factor in the success of the Normandy invasion,
causing the German command to commit several critical errors in judgement.

disposition of forces and sustainment withdrawal operations, to protect
resources). Deceptions during this phase sensitive operational capabilities from
may be used to mislead adversaries asto being revealed, and to establish favorable
the strength, readiness, locations, and conditions for subsequent military
intended missions of friendly forces. operations.

« Lodgment, Decisive Combat and 4. Deception and the Principles
Stabilization, and Follow-Through of War
Phases: These phases of military
operations start when forces move to  Military deception is a tool to be used by
execute assigned missions and engbint force commanders (JFCs) to assist them
when the objectives of the operation in accomplishing their missions. Military
are achieved Deceptions in these phasedeceptionassistsa commander in attaining
may be used to mislead the adversarysasgprise, security, mass, and economy of force.
to the time and location of theMilitary deception supports military
introduction of forces into the theater abperations by causing adversaries to
operations, the location of the main effortnisallocate resources in time, place, quantity,
and the command’'s operationadr effectiveness.
objectives.

5. Principles of Military

« Posthostilities and Redeployment Deception
Phase: The posthostilities and
redeploymerphase starts when forces  Just ashe principles of war provide general
redeploy or withdraw or consolidate guidance for the conduct of military
control over an area It may merge with operations,six principles of military
the prehostilities period of the nextleception (see Figure I-2) provide guidance
military operation. Deceptions may béor planning and executing deception
conducted to support redeployment aperations.

[-2 Joint Pub 3-58



General

the deception are portraying the same story
and are not in conflict with other operational
PRINCIPLES OF objectives Execution of the deception may
MILITARY DECEPTION however,be decentralizedso long as all
participating organizations are adhering to a
single plan.
Focus
d. Security. Knowledge of a force’s intent
Objective to deceive and the execution of that intent must
be denied to adversaries. Successful deception
operations requirstrict security. Need-to-
know criteria must be applied to each
deception operation and to each aspect of
Security that operation. Along with an active
operations security (OPSEC) effort to deny
Timeliness critical information about both actual and
deception activitieknowledgeof deception
plans and ordersust be carefully protected

Centralized Control

Integration

e. Timeliness. A deception operation
requires careful timing. Sufficient time
Figure I-2. Principles of Military Deception must be provided forits portrayal; for the
adversary’s intelligence system to collect,
a. Focus. The deception musarget the analyze, and report; for the adversary decision
adversary decision makercapable of taking maker to react; and for the friendly intelligence
the desired action(s). Thadversary's system to detect the action resulting from the
intelligence system is normally not the adversary decision maker's decision.
target. Itis only the primary conduit used by
deceivers to get selected information to thef. Integration. Eachdeception must be
decision maker. fully integrated with the basic operation that
it is supporting. The development of the
b. Objective. The objective of thedeception concept must occur as part of the
deception must lte cause an adversary to development of the commander’s concept of
take (or not to take) specific actionsnot operationsDeception planningshould occur
just to believe certain things. simultaneously with operation planning

“It is very important to spread rumors 6. Coordination with Civil and

among the enemy that you are plannin, ; ;

one ti?ing; then :;o an)c/l do so,r]nething Public Affairs

else...” . .

a. Civil Affairs
The Emperor Maurice
The Strategikon, c. 600 AD » Civil Affairs (CA) operations are
conducted as part ofthe overall US

c. Centralized Control. A deception political, military, economic, and

operation must béirected and controlled informational effort and may occur

by a single element This approach is before, during, or subsequent to other
required in order to avoid confusion and to military operations. CA operations are
ensure that the various elements involved in  conducted togain maximum support for

-3




Chapter |

US forces from the civilian population.
CA contributes to the success of military
operations and projects a favorable US
image throughout the operational area.

Military deceptionefforts should be
coordinated with CA and with those
psychological operations (PSYOP)
activities that support CA to ensure that
deception does not inadvertently o
undermine the relationships with the
civilian population or with host-nation
military authorities. Additionally,
failure to consider CA could result in
the compromise of deception plans.

intentionally target or mislead the US
public, the US Congress, or the US
news mediaMisinforming the media
about military capabilities and
intentions in ways that influence US
decision makers and public opinitn
contrary to Department of Defense

policy.

Deception operationsthat have
activities potentially visible to the
media or the public should be
coordinated with the appropriate public
affairs oficers to identify any
potential problems. Coordination will

reduce the chance that public affairs
officers will inadvertently reveal
information that could undermine
ongoing or planned deception
operations.

b. Public Affairs

e Deception operations will not

OPERATION BODYGUARD

The use of deception preceding and throughout the invasion of Normandy
were in fact a combination of deception operations intended to deceive
Germany regarding where the actual location of the invasion would occur. In
this regard, the primary intent was to deceive regarding one’s intentions,
although certainly the use of deception regarding capabilities was employed
as well. The overall deception strategy for a number of cover and deception
operations for the invasion of Normandy was code-named “BODYGUARD.”

The intent of BODYGUARD was twofold. First, it would cause Hitler to disperse
his forces throughout Europe so that he would have insufficient strength to
defeat the amphibious assault on Normandy. Second, it would delay Hitler’s
response to the actual invasion by confusing and suppressing German signals
intelligence (SIGINT) and administrative systems. In order to achieve these
objectives bodyguard would fabricate an extremely credible war plan which
would ultimately mislead Hitler regarding the time and place of the invasion.
Certainly an overall war plan could not simply be handed over to the Germans,
but would have to be leaked in small and subtle ways if was to be believed.
BODYGUARD consisted of 36 subordinate plans and associated strategies
that were ultimately designed to convince the Germans that the allies would
continue a peripheral strategy and would be unable to attempt a cross channel
attack prior to July 1944.

The primary operational deception plan for BODYGUARD was “OPERATION
FORTITUDE,” which was the most ambitious of the deception operations in
WW II. This broad plan, covering deception operations in the European theater,
had three formally defined objectives.

-4 Joint Pub 3-58



General

These objectives were: to cause the Wehrmacht (German intelligence) to make
faulty strategic dispositions in north-west Europe before NEPTUNE (Normandy
invasion) by military treats against Norway; to deceive the enemy as to the
target date and the target area of NEPTUNE; and to induce (the enemy to make)
faulty tactical dispositions during and after NEPTUNE by threats against Pas
de Calais.

To accomplish these objectives, FORTITUDE was divided into two parts.
FORTITUDE NORTH was aimed at Norway and other Scandinavian countries
and was designed to tie down twenty-seven German divisions by leading the
Germans to expect a joint British, Russian and American invasion. FORTITUDE
SOUTH was aimed at projecting an invasion force towards Pas de Calais while
also convincing the Germans that Normandy was only a diversion.

SOURCE: John C. Scorby Jr.
Operational Deception: Historical Retrospect and Future Utility
Naval War College, 1993
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CHAPTER II
MILITARY DECEPTION AND COMMAND AND
CONTROL WARFARE

“Though fraud [deception] in other activities be detestable, in the management
of war it is laudable and glorious, and he who overcomes an enemy by fraud
is as much to be praised as he who does so by force.”

Niccolo Machiavelli
Discourses, 1517

1. Command and Control situation in the operational area with respect
Warfare (C2W) to friendly force dispositions, capabilities,
vulnerabilities, and intentions. It may only be
a. C2W is the integrated use of OPSEQiecessary for a deception to cause the
military deception, PSYOP, electronic warfar@adversary commander to hesitate in making
(EW), and physical destruction, mutuallgecisions during a critical time in the
supported by intelligence to deny informatiopperations in order for a deception to
to, influence, degrade, or destroy adversadsucceed.”
command and control (C2) capabilities while
protecting friendly C2 capabilities against a. Military Deception in C2-attack. The
such actions. The synergistic application eflversary commander is the targetfor
the five C2W tools magnifies their combanilitary deception in support of C2-attack.
power. Thissynergism is the essence ofSome of the military deceptigoals of C2-
Cc2w. attack should be to instigate the following.

b. While theobjective of C2Win many e« Causethe adversary commander to
situations may be to “decapitate the enemy’s employ forces (including intelligence) in
command structure from its body of combat ways that are advantageous to the joint
forces” (CJCS memorandum of policy [MOP]  force.

30, “Command and Control Warfare”), this

is not always the case. There will be situationss Causethe adversary to reveal strengths,
where it is more advantageous to leave dispositions, and future intentions.
adversary commanders, who are known to be

vulnerable to being influenced by deceptione Overload the adversary’s intelligence
operations, in complete control of their forces. and analysis capability to create
In these situationsieception may be the confusion over friendly intentions to
main thrust of the C2W operation, while achieve surprise.

the other C2W tools would be used to control

the adversary commander’s ability to see thee Condition the adversary to particular

battlefield. patterns of friendly behavior that can be
exploited at a time chosen by the joint
2. Military Deception as an force.

Element of C2W
» Causethe adversary to waste combat

Military deception as an element of C2W  power with inappropriate or delayed
should focus on causing the adversary actions.
commander to incorrectly estimate the

-1



Chapter lI

b. Military Deception in C2-protect.
Military deception can help protect the joint

force from adversary C2-attack efforts.

Deception that misleads an adversary
commander about friendly C2 capabilities
and/or limitations contributes to C2-protect.
An adversary commander who is deceived
about friendly C2 capabilities and limitations
may be more likely to misallocate resources
in an effort to attack or exploit friendly C2

systems.

« Intelligence and counterintelligence

are critical to deception during the
planning, execution, and termination
phases of every deception operation.
Intelligence and counterintelligence
perform the followingessential
functions for deception planners.

*« |dentify adversary decision makers
and assess the vulnerability of the
decision makers to deception.

The use of deception on the part of General Schwartzkopf's staff was a critical
factor in the outcome of Operation DESERT STORM.

3. Deception’s Relationship to
Intelligence and the Other
C2W Tools

As part of the C2W warfighting strategy,
military deception conducted in support of

joint operationseeks to influencedversary
military commandersand to degradetheir

C2 capabilities. When supporting joint

operations, military deception done in
conjunction with the overall C2W effort.

It reinforces and is reinforced by the execution

of other C2W tools. (See Figure II-1.)

a. Deception and Intelligence

e« Determine the adversary’'s
perceptionsof friendly capabilities and
possible courses of action.

s Provide estimates of adversary
actionsunder differing scenarios and war
game possible outcomes with the
deception planner.

s Establish and monitor feedback
channelsto evaluate success of the
deception operation through observation
of the adversary’s reaction.

e« |dentify adversary information
gathering capabilitiesand communication

-2
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Military Deception and Command and Control Warfare

COMMAND AND CONTROL WARFARE TOOLS

- seeks to influence
adversary military
commanders and degrade
their C2 capabilities

Psychological
Operations

- produces the desired
foreign attitudes and
behaviors that can
augment US efforts to
achieve specific objectives

Physical
Destruction

- protects the development,
acquisition, and
deployment of physical
destruction systems

Operations
Security

- denies adversaries
information about friendly
capabilities and intentions

Electronic Warfare

- uses electromagnetic
and directed energy to

control the

electromagnetic spectrum

Figure II-1. Command and Control Warfare T  ools

systems to determine the best deceptiorb. Deception and PSYOP

conduits.

¢ Similar to military deceptionmilitary

e« Penetrate adversary OPSEC
measures and deceptions in support of
C2-protect.

Deception planners must keep
intelligence analysts aware of ongoing
deception operations. The analysts must
look for feedback about the operation
andconsider the impact both intended
and unintended, of those operations as
they seek to identify possible future
adversary courses of action.

PSYOP is a systematic process of
conveying tailored messages$o a
selected foreign audience. It promotes
particular themes that result in desired
foreign attitudes and behaviors that can
augment US efforts to achieve specific
objectives. PSYOP normally targets
groups while deception targets specific
individuals. An individual targeted by
deception may also be part of a PSYOP
target group.

-3



Chapter lI

e Groups that might be suitable for
targeting by PSYOP in support of

deception operationisclude adversary
command groups, planning staffs,
specific factions within staffs,
nonmilitary interest groups who can e
influence military policies and decisions,
and intelligence systems analysts.

Through the skillful use of associated
truths PSYOP can magnify the effects

of and reinforce the deception plan.
Dedicated PSYOP dissemination assets
can discretely convey intended
information to selected target audiences
through appropriate “key communicator”
backchannel networks. .

PSYOP actions convey information
not only to the intended target audiences
but alsdo foreign intelligence systems.
Therefore, PSYOP objectives and
actions must be consistentith the
other C2W objectives and actions.

« Additionally, some deception actions will

not only convey information to the
deception target but also to the PSYOP
audience. This provides thgportunity .
for mutual support if deception and
PSYOP are carefully coordinated.

. Deception and Operations Security

OPSEC is the process for denying
adversaries informationabout friendly
capabilities and intentions by identifying,
controlling, and protecting the generally
unclassified evidence of the planning and
execution of sensitive activities. This
unclassified evidence (called OPSEC
indicators) is created by friendly
detectable actions or is available in open-
source information. .

OPSEC measuresre those actions that
organizations take to control their
OPSEC indicators. This is done to deny

critical information to an adversary.
Critical information is that information
an adversary requires to counter friendly
operations.

OPSEC and deceptionhave much in
common. Both require the management

of indicators. OPSEC seeks to limit

an adversary’'s ability to detector
derive useful information from
observing friendly activitiedDeception
seeks to creater increase tHikelihood

of detection of certain indicatorsin
order to cause an adversary to derive an
incorrect conclusion.

Deception can be used to directly
support OPSEC. Cover stories provide
plausible explanations for activities that
cannot be hidden. False vehicle or
aircraft markings disguise the
deployment of specific forces. Major
deception operationsreate numerous
false indicators,making it more difficult
for adversary intelligence analysts to
identify the real indicators that OPSEC
is seeking to control.

The OPSEC process supports
deception. The OPSEC process
identifies the key questionsabout
friendly capabilities and intentions to
which adversary commanders need
answers in order to effectively prepare
to counteract friendly operations. The
process alsddentifies the critical
information that answers many of those
guestions. Deception planners set out to
provide another set of answers to those
guestions—answers that provide the
adversary with plausible information that
induces certain desired actions.

An OPSEC analysisof a planned
activity or operationwill identify
potential OPSEC vulnerabilities.
Those vulnerabilities may be useful to
deception planners as possible conduits

-4
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Military Deception and Command and Control Warfare

for passing deceptive information to an « EW planning should be closely
adversary. coordinated with deception and
intelligence planners emsure that EW

 Deception actions often need their own does not disruptany adversary C2

OPSEC protection. The existence ofa  systems that are being used as deception

deception operation in and of itself may  conduits or that are providing intelligence

convey OPSEC indicators that reveal to  feedback.

the opposing commander the actual

friendly intentionsAn OPSEC analysis  e. Deception and Physical Destruction

of the planned deception is needei

protect against just such an inadvertents The relationship of deception and

or unintentional outcome. physical destructionis very similar to
that of deception and EV\Deception
d. Deception and EW used in conjunction with OPSEEan

be used to protectthe development,

» EW is any military action involving the acquisition, and deployment of physical
use of electromagnetic and directed destruction systems. It can mislead an
energy to control the electromagnetic adversary as to the true capabilities and
spectrum or to attack the enemy. purpose of a weapon system.

» Deception in conjunction with OPSEC, < Physical destruction can support
supports EW operationsby being used deception by shaping an adversary’s
to protect the development, acquisition, intelligence collection capability through
and deployment of sensitive EW destroying or nullifying selected
capabilities. Deception can also be used intelligence systems or sites Attacks
to support the employment of EW units  can be used to mask the main effort from
and systems. the adversary.

* In turn, EW can be used to support 4. C2W Planning and Deception
deception Electromagnetic deception
is a form of electronic attack and a a. The organizationsatructure to plan and
technical means of deception. EW camoordinate C2Wshould be sufficiently
be wused in support of feintsflexible toaccommodate a variety of planning
demonstrations, and displays. Thend operational circumstances. To be
positioning of a majority of a command'successful, C2W should be iategral part
EW systems in a particular area can lo¢all joint military operations . This requires
used to create an indicator of thextensive planning and coordination among
command’s intended main effort. Theany elements of the joint headquarters,
disruption of an adversary’s intelligenceomponent staffs, and other US Government
and command communicationglepartments and agencies to ensure that C2W
capabilities can facilitate the insertion abperations are fully integrated with other
deceptive informationEW attacks on portions of operation and campaign plans.
intelligence collection and radar systems
can be used tshape and control the  b. How the staff is organized to plan and
adversary’s ability to see certaincoordinate C2W is the joint force
activities. commander’s prerogative. Since joint force
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commanders are supported by staffs withe Conduct C2W planningduring existing

diverse structure, scope of responsibilities, and

supporting infrastructure, there ii® single
“correct” way to organize personnelto plan
and execute C2W.

¢. Theprincipal types of joint staffsthat

may be involved in C2W planning are the
combatant command staffs, subordinate
unified command staffs, and the joint task
force staffs. The circumstances in which theses
types of staffs conduct C2W planning may
affect the optimal organization required to

carry out their duties.

d. Joint force staffs already have

organizations (staff elements and/or

components) that are taskedntanage the

elements of C2W The JFC should establish
mechanisms to effectively coordinate the
efforts of these organizations to build and
execute a synergetic C2W plan that supports
the commander’'s mission and concept of
operations. There are a number of ways for
the JFC to organize the staff to ensure that

daily planning meetings, such as the
Operations Planning Group used on some
staffs. This is done tensure macro-
level synchronizationof the elements of
C2W. After macro-level synchronization
is accomplished, detailed coordination
could be conducted directly between
affected staff elements and components.

Form a C2W cell of select
representativesfrom each of the staff
elements and components responsible for
the five elements of C2W, other staff
representatives as required, and
supporting agency augmentees. This cell
would conduct brainstorming to
successfully merge the five elements of
C2W into a synergistic plan. The cell
would be a coordinating body and rely
on the staff elements and/or components
that are represented in the C2W cell to
carry out the detailed support necessary
to plan and execute C2W.

C2W efforts are fully coordinated. Some of e. Joint Pub 3-13.1, “Joint Doctrine for
the staff organization options for C2W Command and Control Warfare (C2W),”

include the following.

describes th€2W planning processn detail.
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THE 5th WIRELESS GROUP - ELECTRONIC DECEPTION

During the period just prior to the allied invasion of German-held territory at
Normandy, a special electronic unit, the 5th Wireless Group, was formed to
help with the deception plan for the invasion. By this point in the war the
Germans had no air cover available for aerial reconnaissance and were relying
completely on wireless transmissions. The 5th Wireless Group utilized a newly
developed transmitter which allowed a group of people to effectively simulate
an entire network of people taking part in exercises.

Before writing the scripts for transmission, 5th Wireless Group observed
genuine exercises, both land and amphibious, taking place in Yorkshire and
off the coast of Scotland. Scripts were then prepared, rehearsed, and
“performed” using troops stationed in the area to record the exercises. Great
care was taken in ensuring authenticity including, interestingly enough, taking
care that it was not “too perfect.” In real conversation, script writers noticed,
there were phrases missed, requests for repetition, conversations overlapping,
etc. Every attempt was made to make the exercises seem genuine, even if it
meant adding a little confusion.

These exercises were an integral part of FORTITUDE SOUTH, the operation
designed to convince the German command of the invasion from the Pas de
Calais. Once the deception was completed and the invasion of Normandy
proven successful, 5th Wireless Group was also deployed to Europe to assist
in deception regarding troop movements. It continued to serve as an important
factor in deception until the defeat of the German forces.

SOURCE: Martin Young and Robbie Stamp
Trojan Horses: _Deception Operations in the Second W orld W ar
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CHAPTER IlI
ROLES, COORDINATION, AND TRAINING

“In his movements the general should act like a good wrestler; he should
feint in one direction to try to deceive his adversary and then make good use
of the opportunities he finds, and in this way he will overpower the enemy”.

The Emperor Maurice
The Strategikon, c. 600 AD

1. Roles 2. Coordination

a. Commanders JFCs make military “Success in war is obtained by
deception an integral part of their planning. anticipating the plans of the enemy, and
They assign C2W and military deception by diverting his attention from our own

7 . o designs.”
objectives direct coordination among .
subordinate, supporting, and component Francesco Guicciacardini
commanders, andedirect and organize 1483-1540

forces to ensure unity of the overall effort.
a. Military deception and its supporting
b. Operational Planners Operational actions must be coordinated withhigher,
plannersoversee C2W and deceptionadjacent, subordinate, and supporstaifs.
planning. Theyincorporate C2-attack and
C2-protect concepts (including deception) b. Within a joint staff, coordination is
into operations estimates. Thegommend required between the deception and C2W
C2W courses of action to commanders fptanners on the operations staff and the
consideration. Thegupervisethe planning planners and analysts in the intelligence staff
and execution of deceptions. (see Figure 111-1). Also, within the constraints
of the need-to-know criteria, deception
c. Military Deception Planners. Deception plannersnay need to coordinate with other
planners take the JFC’s guidance @exkelop staff elementssuch as logistics and/or
it into a detailed deception plan They command, control, communications, and
integrate the deception plan with the bastomputer (C4) systems.
operation plan and with the other C2W tools.
Deception planners ensure that theirc. Despite coordination requirements,
command’s deception capabilities are useddaowledgeof information relating to planned
the fullest extent possible. and ongoing deception operatiomaist be
restricted to only those personnel who meet
d. Other Planners Alljoint staff planners, the strictly defined need-to-know criteria.
not just the deception planners, consider using
military deception when they develop their « The JFC is responsible forproviding
courses of action. Additionally, they support guidance concerning the dissemination
deception planning byroviding subject of deception-related information. During
matter expertise multinational operations, the JFC must
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COORDINATION WITHIN A JOINT STAFF

Operations _
Staff Deception and Intelligence
Command Staff Planners and
& Control Warfare Analysts
Planners

Coordinates with other staff elements
within the constraints of the need-to-
know criteria

Figure IlI-1. Coordination Within a Joint Staff

be particularly sensitive to information  individuals require access to the entire

requirements and concerns of the non- deception plan. Others require only

US members. knowledge of limited portions of the

plan. The need-to-know criteria should

» During planning, deception planners address these different levels of required

develop need-to-know criteriathat access.

permit necessary coordination while

limiting the number of individuals with d. Deception operations can benefit from

knowledge of the deception. Only a fewormally occurring activity provided that the

e
Care must be taken that normally occuring activity fits the deception story;
deception and OPSEC planners must take these activities into account
in their planning.
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activity fits the deception story. Converselyliscretely convey tailored messages to
actual operations have the potential to creatected target audiences through appropriate
OPSEC indicators that pose a threat to they communicators” backchannel networks.
effectiveness of deception operationsese Deception planners should conduct the
real indicators may conflict with the coordination required to obtain the necessary
deception story. Deception and OPSEGsupport from those organizations and to
planners will have to coordinate withntegrate, coordinate, and deconflict deception
organizations that create these indicatorsand actual operations.
limit potential adverse effects or to maximize
their deception potential. f. Deception planners shouldsgported
by assigned liaison officerfrom intelligence

e. In some situations, jaint force may and counterintelligence organizations. The
lack the capability to convey certain types liaison officers will provide all-source
of deceptive information to the adversary estimates upon which to base plans and real-
Other organizations, however, may have ttieme all-source feedback about the
required capability. PSYOP organizations caffectiveness of deception actions.

PLANNED DECEPTION - BATTLE OF ALAMEIN

General Charles Richardson, a member of General Montgomery’s staff given
responsibility for planning deception before the Battle of ElI Alamein,
considered several factors in executing the operation.

Richardson’s first priority was to create a deception to convince General
Rommel that the attack would be coming from the south; secondly, that it
would occur later than the actual target date. To that end, Richardson put
together a plan of concealment and deception. In order to create the illusion
of a southern attack, “spoof’ assembly areas were put together in rear areas,
while preparations in the forward area such as petrol and ammunition dumps
were camouflaged. Petrol, which was provided in tins of two feet by ten inches
square, was brought up at night and arranged to resemble fire trenches rather
than lying on the ground in a dump as usual.

Water pipelines played a major role in clouding the time factor. Richardson
knew that the enemy would be watching such construction and using it as a
judge for when work would be completed; in order to use this observation to

their advantage, the camouflage crew used empty petrol tins to create the
effect of a pipeline gradually being completed. To enemy surveillance cameras
it appeared that construction on the water pipelines would not be completed

until ten days after D-Day.

Other deception plans were being carried out simultaneously. A dummy petrol,
food and ammunition dump was placed in the rear in the south in order to
bolster Rommel’s impression of a southern attack; meanwhile, ammunitions
dumps at the front were enlarged and camouflaged. Legitimate armored
formations were moved to the front at night, where they were concealed from
detection by sunshields. They were replaced by dummy formations. Dummy
artillery units placed in the south not only served in the initial deception but,
when they were discovered to be shams during the battle, were promptly
replaced with genuine artillery and mounted a surprise counterattack.
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In addition to the planned deception, the RAF kept the Luftwaffe's Technical

Reconnaissance from gaining a clear picture of the ground operations. The

German command was so completely fooled by the deceptions that General

Rommel was away when the battle started. It was several days before
reinforcements could be moved up from the northern sector.

SOURCE: Martin Young and Robbie Stamp
Trojan Horses: Deception Operations in the Second W orld W ar

3. Training + The processfor addressing military
deception during preparation of staff and
Joint force commanders should ensure commanders estimates and the
that their staffs and units receive training origination of courses of action (COAS).
in deception. Additionally, joint operational
and deception planners should receives The broadange of what can and cannot
appropriate deception training. Stafftraining reasonably be executed as deception.
can be accomplished during command post
exercises, war games, and conceptuab How the other C2W tools support
exercises during the preparatory and execution deception.
periods of field exercises or routine forward
deployments. Seminars, briefings, and other Deception’sole in military history.
such activities can also be used for training
both individuals and staffs. Unit training can c. Deception PlannersThe selection and
be conducted during exercises. training of deception planners are critical.
It is essential that military deception planners
a. Joint Force Commanders and Staffs. possess fertile imaginations, because the
To effectively plan and execute militaryability to create and execute an effective
deceptions, commanders and their staffeception often depends upon the creativity
shouldunderstand the following. used to develop and maintain a story.
Deceptionplanners must possess the
* Therole of military deception in C2W. following abilities.

« Deception’svalue as a force multiplier « Understand each component’s
and as a cost effective tool for achieving deception and other C2%éapabilities
operational objectives.

* Be intimately familiar with their

* What is required to plan and execute  command’s assigned missions and

effective deception. operational area.

* The policies that govern the use of ¢ Understand the concepts ofenters of
deception. gravity, calculated risk, initiative,
security, and surprise.
b. Joint Operational Planners. Those
assigned as operational planners should Understand friendly and adversary
understand the following. intelligence systemsand how they
function.
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» Possess technical understandingsf ¢ Understand potential adversaries’
intelligence sensors, the platforms on planning and decision making processes
which they deploy, their reporting  (both formal and informal).
capabilities, and associated processing
methodologies. * Understand the specialized C2W

devicesand weapon systems that are

» Understand the psychological and available to support the deception.
cultural factors that might influence the
adversary’s planning and decision
making.
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CHAPTER IV
MILITARY DECEPTION PLANNING PROCESS

“To achieve victory we must as far as possible make the enemy blind and
deaf by sealing his eyes and ears, and drive his commanders to distraction

by creating confusion in their minds.”

1. Deception Planning

a. As with all joint planningdeception
planning is an iterative process thatjuires
continual reexamination of its objectives

target, stories, and means throughout the

planning and execution phases. Although

diagrams of planning processes are useful in

aiding the understanding of the relationship
of the individual elements of the process, it
must be remembered that processes are

seldom as linear as diagrams or flow charts

may imply. Deceptiorplanners must be
prepared to respond to the dynamicsf the
situation and of their own headquarters.

b. Chapter V, “Military Deception

Planning and the Joint Planning Process,”

discusses how thenilitary deception

planning processrelates to the major joint

planning processe#Appendix B, “Explanation
of Military Deception Terminology,”
discusses thenique deception terminology
used in this chapter.

c. A key factor that must be considered
during deception planning is risk. At each

stage of deception planning, the deception

planners must carefully consider the risks
The
overriding consideration in risk analysis is the
comparison between the risk taken and the

involved with using deception.

possible benefits of the deception Major
determining factors include the following.

Mao Tse-Tung
On Protracted W ar, 1938

Deception Failure. Deceptions may fail
for many reasons It is possible that the
target will not receive the story, not
believe the story, be unable to act, be
indecisive even if the story is believed,
act in unforeseen ways, or may discover
the deception. The failure exposure

of the deceptioncan significantly affect
the friendly commander’s operational
activities. For this reasoncammander
must understand the risks associated
with basing the success of any
operation on the anticipated success of
a deception

Exposure of Means or Feedback
Channels. Even if a deception is
successful, the deceptiomeans or
feedback channelghat were useghay

be compromised The risk of
compromise of sensitive means and
feedback channelmust be carefully
weighed against the perceived benefits
of a deception operation.

Unintended Effects. Third parties (e.g.,
neutral or friendly forces not read into
the deception) may receive and act on
deception information intended for the
deception target. Deceptigrianners
must ensurethat they are knowledgeable
about friendly operational planning at the
joint and multinational force level and at
the component level in order to minimize
the risk to third parties.

V-1



Chapter IV

DECEPTION OPERATIONS PLAN IN THE PERSIAN GULF

Throughout the planning process [during DESERT SHIELD and DESERT
STORM], CINCCENT emphasized the need for a comprehensive plan to deceive
Iragi forces regarding Coalition intentions and to conceal the Coalition scheme
of maneuver. The deception plan was intended to convince Iraq that the
Coalition main attack would be directly into Kuwait, supported by an
amphibious assault. The plan also sought to divert Iragi forces from the
Coalition main attack and to fix Iragi forces in eastern Kuwait and along the
Kuwaiti coast.

Among the activities planned to support the deception were Navy feints and
demonstrations in the northern Persian Gulf, Marine landing exercises along
the Gulf and Omani coast, positioning of a large amphibious task force in the
Gulf, and air refueling and training activity surges that desensitized the Iragis
to the real pre-attack buildup. The absence of air attacks on some western
targets was also to contribute to the impression that the Coalition main attack
would come from the vicinity of the Saudi-Kuwaiti border and from the sea.
This impression was to be reinforced by USMC and Joint Forces East
operations south of Kuwait to fix Iragi divisions along Kuwait’s southern border.
Raids and some SOF activities were expected to contribute to Saddam
Hussein’s confusion as the most likely location for the main attack.

SOURCE: Final Report to Congress
Conduct of the Persian Gulf W __ar, April 1992

2. The Deception Planning analysis, thecommander issues planning
Process guidance to the staff In addition to other
) guidance, the commander statesl#eeption
See Figure IV-1. objective for the operation. The commander

may go on to provide additional guidance
concerning specific deception COAs that the
&Rff should address when preparing estimates.

a. Step 1: Deception Mission Analysis.
Deception mission analysis is conducted
part of the overall mission analysighat is
done by a JFC following receipt of a new . . .
mission. The JFC, assisted by the staff, studieg' Step 3: Staff Deception Estimate
all available information about the mission, | The deception estimate is conducted

botentil acversares, Duting the analyss, e 25 PaTt f the operations estime.
\FJ)FC considers how oiece tign can suy o’rt Working with the operational planners,
P P the other C2W planners, and intelligence

g]eE}cea(t:igr?rrnnz“thoTt?en; OTic;T)Iee tr(r;l:\zon. analysts, thdeception planners gather
p y PP Yy and analyze information relating to the

situation, but it must be considered, especially adversary. They identify the key

P P information relating to their backgrounds

inappropriate, there will normally be a role and . .
. L psychological profiles. They
for military deception in support of OPSEC. consider the adversary’s C2 system and

decision making process. They study its
intelligence collection and analysis
capabilities. They identify any

b. Step 2: Deception Planning
Guidance. After completion of the mission
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THE DECEPTION
PLANNING PROCESS

Deception Mission Analysis

Deception Planning
Guidance

Staff Deception
Estimate

Commander's Deception
Estimate

Deception Plan
Development

Deception Plan Review and
Approval

Figure IV-1. The Deception Planning
Process

preconceptions that the adversary
leadership may have about friendly
intentions and capabilities. With the
intelligence analysts, thdeception
planners seek to identify any COAs
that the adversary may have adopted
or has under consideration

Intelligence analysts from the Joint
Staff Intelligence Directorate play a
critical role in developing the
deception estimate.

s They identify the current possible
(and, when justified by the evidence,
probable) adversary COAs and the
adversary’s rationale for taking those
actions.

e Analysts help the deception
planners understand how the adversary
decision makers, their staffs, and trusted
advisors perceive friendly capabilities
and intentions and how the adversary is
likely to react to the deception.

s They explain how the adversary
processes, filters, ascribes meaning to,
and uses information.

General Eisenhower's thorough analysis of the German High Command was a
crucial element of the deception planned in support of the Normandy Invasion.
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< Onthe basis of the information developed ¢
during the initial estimate process, the
deception planners working directly
with the operation planners and the other
C2W planners, develop several
deception COAs The proposed
deception COAs must each be capable
of accomplishing the commander’s
deception objective.They must be
integrated with the operational COAs
that are being developed.

In the final phase of the estimate process,
the operationalplanners consider
deceptionduring their comparison of the
proposed friendly operational COAs.
Theability of deception along with the
other C2W toolto support a particular
friendly COA should be one of the
factors considered when determining
which proposed COA should be
recommended for adoption by the JFC.

d. Step 4: Commander’s Deception
A deception COA will restate theEstimate

deception objectiveand identify the
proposedieception targetand thelesired
perception It will outline thedeception
story that would be used to create the
desired perception and identify, in
general terms, possibldeception
means

In many casesctual COAsdeveloped

by the operational planners willovide ¢
the basis for deception COAs Using
COAs developed by operational planners
helps to ensure that the deception COAs
will be feasible and practical military
options. Additionally, the proposed
deception COAs should seek to
promote actions that the adversary is
already conducting or is believed to be
considering.

The strengths and weaknesses each

of the proposed deception COAs are
analyzed Some of the major
considerations are feasibility, impact on
actual operations, and securijow the
deception COAs support the overall

Using the staff estimates as a basis, the
JFC conducts an estimate. The JFC
selects an operational COA for
development into an operation plan or
order and issues any necessary additional
guidance. At the same time, the JFC
selects the supporting deception COA.

The JFC’s decision becomes the
basis for the development of the
selected deception COA into a
complete plan or order. As in the other
steps in the process, the deception
planners work very closely with other
planners to ensure that the deception plan
and the operational plan are mutually
supporting.

Thecomponent deception plannersf

not already participating, should be
brought into the planning process at this
point to ensure that their units can support
the plan.

e. Step 5: Deception Plan Development.

C2W concept of operations is also Developing a complete deception plan is the
considered. Planners preparing logisticsmost time-consuming part of the planning
personnel, and intelligence estimatgsocess. There dfige major actionsin this
must also determine if the concepts theyep: complete the story, identify the means,
are examining can support the proposeévelop the event schedule, identify feedback
deception COAs and to determine thehannels, and develop the termination
potential impact of the deceptions on theioncept.

ability to support the operational mission.
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» Complete the Deception Story

e« During the estimate, an outline
deception story was developed. That
outline now needs to be transformed into
a fully developed story. Thaeception
planners must identify all the actions
that the adversary’s intelligence system
would expect to see if friendly forces
were actually executing the deception
story. The deception planners will
require the assistanceof operational,
logistics, and C4 systems planners to
ensure that all normal activities are
identified.

s A key element to be considered in
developing the deception storytise.
The deception planners must determine

how much time is available to present

the deception storyand estimatdow
long will be required for the deception
target to make the decisido take the
desired action The available time may
determine the scope and depth of the
story. The followingime related issues
should be analyzed during the
development of the deception story: (1)
Time of Maximum Disadvantage.
When is the adversary’s action (or
inaction) required: tomorrow, next week,
or next month? The scope of the
deception operation may be limited by
the amount of time available for its
planning and execution. (2Jhe
Deception Target. s the target cautious
or bold? Will the target react to initial
indicators, or will the target demand
extensive confirmation through other
intelligence sources before reaching a
decision? How long does it normally
take the target to make a decision? (3)
Opposing Force Execution. Once the
decision is made, how long will the target
need to formulate and issue an order?
How long will it take the adversary to
perform the desired action? For example,
if the deception objective is the

movement of an enemy squadron to some
distant point, time must be allowed for
the deception target to issue the
movement order and for the squadron to
receive and execute the order. (4)
Intelligence Processing. How much
time should be allowed for the
adversary’s detection and collection
systems to collect, analyze, and provide
the deception target the false intelligence
created by the deception? This will vary
depending of the target's level of
command. (5) Execution of the
Deception Tasks.When must displays,
demonstrations, feints, and other actions
begin to be observable by the adversary’s
intelligence system? How long should
each last?

Identify the Deception Means. Once
the story is fully developed, the deception
planners identify the means that will be
used to portray the story. This action
requires a detailed understanding of the
adversary’s intelligence system and of
friendly force operations.

s Determine Adversary's Detection
and Collection Capabilities. The first
action in means selection is determining
the adversary’s detection and collection
capabilities. (1) Adversary detection and
collection systemsary greatly in their
capabilities. The intelligence staff can
provide multidiscipline counterintelligence
products that will identify a particular
adversary’s capabilities. (2) Most
intelligence collectiorsystems include

at a minimum human intelligence, open-
source intelligence, and some signals
intelligence (SIGINT) capabilities. More
sophisticated systems will include aerial
and satellite reconnaissance as well as
extensive SIGINT capabilities. (3) Each
adversary must be studied to determine
itsparticular collection capabilities. If
possible, a determination should also be
made as to which intelligence capability
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the deception target most relies upon for
information during decision making.

e¢ |dentify Indicators. The second
action in means selection is to determine
the specific indicators that are associated
with the activities needed to portray the
deception story. The collection of
indicators associated with a particular
unit or activity is commonly referred to
as aunit profile. The profile is more
than just a listing of equipment. The
operational patterns(where, when, and
how normal activities occur) associated
with a unit or activities are also part of a
profile. (1) This action requires
detailed knowledge of friendly
operations. If, for example, the plan calls
for the electronic portrayal of a carrier
task force, the deception planners must
know what emitters are normally
associated with that element. (2) If the
main command post of an Army heavy
maneuver brigade is to be portrayed
electronically and visually, then the
planner will need to know not only what
communications systemsare found in
the command post but alémw many
vehicles and of what types, how many
tents, and where and in what pattern the
vehicles and tents are normally located.
(3) Units of similar sizes can have very
different profiles. Marine air-ground
task forces (MAGTFs) and Army
mechanized brigades have different
profiles because of different equipment
and communications systems. A
logistics brigade’s profile differs from
both not only because of equipment
differences but also because of where and
how it normally operates on the
battlefield. (4) Indicator and profile
information should be available from the
component deception planners An
additional source iSOPSEC program
officers. They are also concerned about
indicator and unit profiles. (5) To
facilitate planning, joint deception

planners, working with component
planners and OPSEC program officers,
shoulddevelop friendly unit indicator
and profile data bases

= Compare Capabilities to Indicators.
The next action is to compare the
adversary’s intelligence collection
capabilities to the appropriate indicators.
Those indicators that cannot be collected
by the adversary will not require
portrayal. If it is known that the
adversary places a higher value on
information received from certain
intelligence sources than from others,
then those indicators that can be collected
by the valued sources should be
emphasized.

s Select Means. Using the results of
the previous actions in this step,
deception planners now select the
specific means that will be used to portray
the deception story. (1) In esserite,
selection of deception means is the
opposite of selecting OPSEC measures
While the goal of OPSEC is normally to
reduce the adversary’s ability to see
certain indicatorsgeception normally
seeks to increase the visibility of
selected indicators Both seek to
manage what indicators are being seen
by the adversary. OPSEC and deception
planners must work closely to ensure
coordinated indicator management. (2)
During means selectioopordination is
also requiredwith the EW, PSYOP, and
targeting planners to ensutmity of
effort. If the deception story depends
on the use of certain means, then the EW
and targeting planners need to know not
to target for destruction or disruption the
particular adversary intelligence system
that will collect against those means. For
example, if the portrayal of the deception
story is dependent upon false
communications, then attacks on the
adversary’s SIGINT system must be
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carefully coordinated with the deception
planners. Similarly, PSYOP themes must
be coordinated with the deception story
to ensure that they are sending the same
message to the deception target.

Develop the Deception Event Schedule

e« |nthis action, the deception means are
developed intaleception events.This
requiresdentifying when specific means
will be employed. Thebjective isto
ensure that the deception target’s
perceptions are influenced in time for the
desired action (the deception objective)
to be completed at the most operationally
advantageous time.

e« The deception planners, in
coordination with the operational
planners and the other C2W planners,
develop detailed execution schedules
for the means that were identified in the ¢
previous action. Theehedule identifies
what is to occur, when it is to take place,
where it is to occur, and who is to
execute it.

e Factors to be considered during
scheduling include: (1) The timing of

actual friendly activities; (2) The time
required for friendly forces to conduct
the deception activity; (3) Where a
particular activity fits in the normal
sequence of events for the type operation
being portrayed; (4) The time required
for the adversary intelligence system to
collect, analyze, and report on the
activity; (5) The time required for the
deception target to make the desired
decision and order the desired action; (6)
The time required for desired action to
be executed.

s Events may be grouped to portray
deception actionssuch asfeints and
demonstrations

e« The deception event schedule is
published as part of the deception plan.
Figure 1V-2 is an example.

Identify the Deception Feedback
Channels

e« Deception planners requiravo
major types of feedbackabout their
operations. Operational feedback
identifies what deception information is
reaching the deception targ@nalytical

ID#

29

DECEPTION EVENT SCHEDULE

Objective Date-time Action Unit Remarks

to Initiate
Simulate 131500 1. Establish HQ Initiate counter
preparation for traffic control 2nd Division surveillance
movement points. measures to
south. prevent enemy

2. Install radio

nets.

3. Pass scripted
message traffic
per scenario.

visual photo recon
of notional route.

Figure IV-2. Deception Event Schedule
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feedback identifies what actions the
target is taking because of that
information.

e« All-source intelligence and
counterintelligence about the adversary’s
intelligence interests and activities
provide indications of theeceipt of
deception information.

= Observations biyiendly intelligence
provide information about changes in the
adversary’'s dispositions and actions.
Those dispositions are normally ey
determinant of the success of the
deception. Once operations commence,
the adversary’s reactions to friendly
initiatives are indicators of whether the
deception story is still being believed by
the deception target.

s Deception planners mushordinate
with the intelligence planners to ensure
that the intelligence needs of deception
are reflected in the command’s priority
intelligence requirements. Additionally,
deception planners should work with the
appropriate intelligence analysts to make
them aware of the type of information that
is being sought. Reporting channels should
be established between the analysts and
deception planners to facilitate the rapid
passage of feedback information.

e« Deception planneres must also
coordinate with EW and targeting
planners to ensure that critical sources
of deception feedback information are f.
not targeted.

Develop the Termination Concept .

= Each deception plan must address how
the deception operation will be
terminated. Termination planning
ensures the controlled, orderly release of
information relating to the deception.
Planning the termination of a deception

operation requires the same care and
attention to detail that went into planning
the deception’s executiofermination
planning should includecontingencies
for unforeseen events such as the
deception’s premature compromise
forcing its early termination.

e Controlling the exposure of the
existence of a deception operation or of
elements of a deception may be difficult
because of the nature of the operation.
The deception target will know that it has
been fooled. In some cases, it may be
useful to announce the contribution of
deception to operational successes, if a
PSYOP goal is to denigrate the
effectiveness of the deception target or
the adversary leadership.

¢ |In most cases, howevéhne fact that
deception was useduring an operation
should be protected, both to allow use of
the same deception tactics and techniques
during later operations and to protect
sensitive deception means.

e« The termination concepshould
identify what information about the
deception may be released and when. It
may provide a cover story should
guestions be raised about the role of
deception in a particular operation.
Classification and dissemination
instructions for deception-related
information should be provided.

Step 6: Deception Plan Review and

Approval

The commander reviews and approves
the completed deception plan as part of
the normal operation plan review and
approval process. The need-to-know
criteria remain in effect, however, and
only dimited number of personnelwill
participate in the deception plan review
and approval process.
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* CJCS Instruction 3211.01A, “Joint
Military Deception,” provides the
procedures for obtaining higher level
approval of deception plans. All joint

deception planners must be familiar with
the procedures in this instruction to
ensure that their plans are properly
reviewed.
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CHAPTER YV
MILITARY DECEPTION PLANNING AND THE JOINT
PLANNING PROCESSES

“Always mystify, mislead, and surprise the enemy, if possible; and when you
strike and overcome him, never give up the pursuit as long as your men
have strength to follow . . .”

Lieutenant General Thomas ‘Stonewall’ Jackson, 1862

1. Integration process In each planning procedsception
is addressed as part of C2W in the
Deception planning, as part of the C2\Wbmmander’s overall concept of operations.
planning process, is an integral part of the joifihe specific deception plan will be part of
planning processes. It is part of effectiv&nnex C, “Operations,” of any operation plan
operational planning and should not bar order.
attempted as an “add on” to the existing

planning processes. b. The need to conduct adequate
coordination during deception planning must
2. Planning Considerations be balanced against the need to maintain the

secrecy required for effective deception

a. Joint Pub 5-03.1, “Joint Operatiooperations Strict need-to-know criteria
Planning and Execution System Vol Ishould be established and used to determine
(Planning Policies and Procedures)” contaimgich individuals should be allowed to
the detailed requirements for preparing participate in deception planning. The criteria
joint operation plans and orders Joint Pub may specify separatevels of accesso
5-0, “Doctrine for Planning Joint Operations facilitate coordination, allowing more
and Joint Pub 5-00.1, “JTTP for Campaigndividuals access to the less sensitive aspects
Planning,” describe theampaign planning of the deception plan.

The need to conduct adequate coordination during deception must be balanced
against the need to maintain secrecy.




Chapter V

3. Deception Planning and the
Joint Planning Processes

a. The Deliberate Planning Process.

Deliberate planning is the Joint Operation and
Execution System (JOPES) process, used

normally during peacetime tdevelop
operation plans and operation plans in

concept format Deception planning relates o
to the JOPES deliberate planning process as

shown in Figure V-1.

b. The Crisis Action Planning Process.

Crisis action planning is used during time-

sensitive situations tapidly develop plans

and orders. Deception planning relates to
the JOPES crisis action planning process as

shown in Figure V-2.
¢. The Campaign Planning Process

» A campaign isa series of related joint

major operations that arrange tactical,
operational, and strategic actions to
accomplish strategic and operational

objectives. Acampaign plandescribes
how these operations are connected in
time, space, and purpose. Within a
campaign, major operations consist of
coordinated actions in a single phase of
a campaign and usually decide the course
of the campaign.

Campaign plans are normally not created
until the Execution Planning Phase
(Phase V)of crisis action planning.
However, the campaign planning process
begins during crisis action planning,
when the supported commander
develops the course of action
recommendation for the national
command authorities (NCA) (Phase Ill).
After the COA is approved by the NCA
(Phase 1V), the supported commander
provides specific guidance to the staff.
That COA becomes the basifor the
development of a operation order (Phase
V). Deception planning implementation
is similar to crisis action planning, as
shown in Figure V-2.
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DELIBERATE PLANNING PROCESS

Phase Il

Phase I

Phase Il

Phase IV

Phase V

Mission Analysis
Deception Mission Analysis

Planning Guidance
Deception Planning Guidance

Staff Estimates
Staff Deception Estimate

Commander's Estimate
Commander's Deception Estimate

Commander's Concept

Chairman of the Joint Chiefs of Staff
Concept Review

Figure V-1. Deliberate Planning Process
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CRISIS ACTION AND/OR
CAMPAIGN PLANNING PROCESS

Phase |

Phase I

Phase llI

Phase IV

Phase V

Phase VI

Figure V-2. Crisis Action and/or Campaign Planning Process
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APPENDIX A
EXPLANATION OF MILITARY DECEPTION TERMINOLOGY

1. Deception Terms

Knowledge of military deception

b. Deception Target

terminology is necessary for understandings The deception tget is theadversary

the deception planning process.
following paragraphs explain they terms

used in the Chapter IV, “Military Deception

The

Planning Process,” discussion of the planning

process.
a. Deception Objective

» The deception objective is thaesired

result of a deception operation expressed
in terms of what the adversary is to do or
not to do at the critical time and/or
location.

Military deception planners must
distinguish between the JFC’s
operational objective and the
deception objective The JFC's
operational objective is what the JFC «
wants achieved as the result of friendly
force operations. The deception
objective is the action(s) (or inaction) that
the JFC wants the adversary to take.

C.

A deception objective is always stated
in terms of specific actions,such as
“have the adversary move its reserve
force from Point A to Point B prior to H-
Hour.”

A statement such as “have the adversary
think that we will make our main attack
on its left flank” is not a deception
objective. Itis aesired perception(see
below). Having the adversary decision
maker think a certain way is important ¢
only as a step toward getting that decision
maker to make the decision that will
result in the desired action that is the
deception objective. Thoughts without
action are of little military value.

decision maker with the authority to
make the decision that will achieve the
deception objective.

Each situation must be analyzed to
identify the adversary commander
who has the authority to take the desired
action. For example, if the deception
objective is to move an enemy reserve
division from its current position to a
position more favorable to intended
friendly operations, then the deception
target would be the enemy corps or army
commander. Subordinate commanders
do not normally have the authority to
direct their own positioning. They must
be directed to do so by their commanders.

The adversary’s intelligence system is
normally not the deception target. It

is a conduit that is used to get deceptive
information to the target.

Desired Perception

The desired perception iswhat the
deception target must believe in order for
it to make the decision required to
achieve the deception objective.

Deception operations seeko identify
and then create or reinforce those
perceptions that will lead the deception
target to make certain decisions.

Determining the desired perception is
difficult. It requires understanding the
target's historical, cultural, and personal
background. Generally:




Appendix A

e« |tis mucteasiet and historically more
effectivefo reinforce an existing belief
than to establish a new one; and

s Thetarget must believethat it is in
its best interest to take the action required
by the deception objective.

d. Deception Story

The deception story is scenario that
outlines the friendly actions that will be
portrayed to cause the deception target
to adopt the desired perception.

A deception storyidentifies those
friendly actions, both real and simulated,
that when observed by the deception
target will lead it to develop the desired
perception.

The story normally takes the form of a
concept of operation statement “We
will portray that we are preparing to
attack the enemy’s left flank in 3 days
with two armored divisions reinforced by
a MAGTF.” The story does not address
the means that will be used to portray
the outlined actions.

Thestory must be believablgverifiable,
consistent, and executable.

e« Believable. The story must
correspond to the deceptidarget's
perceptions of the friendly force’s
mission, intentions, and capabilities. e.
Notional plans or forces that grossly
distort actual friendly capabilities will
likely be discounted. Stories that closely
copy past and already exposed deception
operations may not be believed.

« \erifiable. The adversary must be
able toverify the veracity of the story
through multiple channels. The story
must, therefore, take into accoatitof
the adversary’s intelligence sources

The story must be made available
through all or many of those sources.
“Windfall” or single-source inputs that
would provide the entire story, should be
avoided. Multiple conduits should be
used, with each providing the target a
small piece of the deception story. The
deception target should perceive that
verification of the story has required full
use of its intelligence collection and
analysis resources.

= Consistent. Deception stories should
be consistent with the deceptianget’s
understanding of actual friendly
doctrine, historical force employment,
campaign strategy, battlefield tactics, and
the current operational situation. This
calls for the deception element to have
as complete a picture as possible of the
deception target’s level of knowledge
and belief in these areas. The deception
story must beconsistentwith related
activities that condition the target to
patterns of friendly activity.

e Executable. As with any course of
action, the course of action that forms the
deception storymust be within the
capabilities of the friendly force as the
deception target perceives them. The
target must believe that the friendly force
has the capability to execute the
operations that are being portrayed by the
deception story.

Deception Means

Deception means areghe methods,
resources, and techniques that can be
used to convey information to the
deception target. There atbree
categoriesof deception means: physical,
technical, and administrative. (See
Glossary)

Deception means ansed to portray the
deception story They are used to create

A-2
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Explanation of Military Deception Terminology

a complete adversary intelligence picture
that supports all aspects of the deception
story. Means aretailored to the
adversary’s intelligence collection -
capabilities.

Whether or not the deception target relies
upon any particular intelligence source

should be considered when selecting

means. |If the target is known to trust

one intelligence source over all others, «
then means should be selected to exploit
that trust.

Physical meansnclude displays of troop
movements and concentration, feints and
demonstrations by maneuver units, false

answers the questions: who, what,
where, when, how, and why.

Deception COAs ardeveloped by the
deception planners working closely
with the intelligence, operations, and
other C2W planners, simultaneous with
the development of the actual operational
COAs.

In many cases, the deception COAs will
be based on operational COAsthat
were developed by the operations
planners to ensure that the deception
stories meet the criteria listed in the
preceding paragraph.

logistic activity, and false headquarters. g. Deception Events

Technical means include false
communications nets, false radar e

The deception event isa deception

emissions, and the use of smoke and other means executed at a specific time and

obscurants. Administrative means
include the staged compromise or loss
of classified documents.

Successful deceptions use tharious
means in combinationto present the
adversary’s intelligence system with
what appears to be a complete picture of
friendly activities and intentions. For
example, a friendly intent to conduct an
attack at a particular time and location
could beportrayed by demonstrations

location in support of a deception
operation.

For example, a deception means is the
passing of false messages over radio nets.
A deception evenidentifies what unit
would pass the desired message, when
the unit would broadcast the message,
and from where. Deception events are
developed during the deception
planning process

conducted by combat units (physical), h. Deception Action

false radio traffic (technical), and the
deliberate loss of portions of the «
operation order (administrative).

. Deception Courses of Action

Deception COAs are thechemes
developedduring the estimate process
in sufficient detail to permit decision
making. At a minimum, aleception
COA will identify the deception
objective, target, desired perception,
story, and, in general terms, means. |t

A deception action isa collection of
related deception events that form a
major component of a deception
operation.

A deception action is @ombination of
related deception eventshat are used
to portray a main element of a deception
story. Thdéour major types of deception
actions are feints, demonstrations,
displays, and ruses. (See Glossary)
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2. Relationship of the be supported by a Marine amphibious assault
Deception Terms on the Kuwaiti coast.

The deception operation conducted inc. As the deception COA was developed
support of Operation DESERT STORNNto a deception plan, it was determined that
provides an example of how the decepti@ll three categories déception meansvould
terms relate to each other. be used to portray the stoigpecific means

such as using electronic and physical decoys

a. Commander in Chief, US Centralo portray notional unit locations and
Command’s (USCINCCENTsfleception publicizing the preparations and training for
objective was to “use operational deceptioamphibious operations were selected.
to fix or divert Republican Guard and other
heavy units away from the main effort.” The d. The execution of the selected means was
deception targetwas the Iraqi senior militarycoordinated to ensureensistent and logical
leadership. Thdesired perceptionwas that portrayal. Assigned specific times and
“the Coalition would attack frontally throughocations for execution, the means were
Kuwait.” included in the deception plan dsception

events Some events were used in

b. Various deception COAs were combination to createception actionsuch
considered. Thealeception storyfor the as the 1st Cavalry Division’s feints and
course of action approved by USCINCCENd@emonstrations in the Wadi al-Batin area
portrayed the main ground attack as occurridgring the 30 days before the start of the
in the Wadi al-Batin area. That attack woulgkound operation.
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APPENDIX B
SUGGESTED BACKGROUND READINGS

1. Deception planning is a creative processg. Deception in World War Iby Charles
that requires imagination and creativity on thf@ruickshank (Oxford University Press, 1979).
part of its practitioners. Additionally,

deception plans must be carefully tailored forh. Strategic Military Deceptiordited by
each situation. For these reasons, tlbd®nald C. Daniel and Katherine L. Herbig
publication has not provided a list of possib{@egamon, 1981).

deception schemes or otherwise attempted to

suggest potential deception courses of actions D-Day by Jock Haskell, (Times Books,
for particular situations. 1979).

2. Deception planners and others can benefitj. Practice to Deceivéoy David Mure
however,from the experiences of earlier (William Kimber, 1977).

deception operationsand from the theoretical

work being done by academicians on thek. Master of Deceptiody David Mure
topics of deception and surprise. (William Kimber, 1980).

3. The following is a selectdabliography I. Soviet Operational Deception: The Red
of books and periodicals that deal with th@éloak by LTC Richard N. Armstrong
subject of deception. (Combat Studies Institute, U.S. Army
Command and General Staff College, 1989).
a. The Art of Deception in Wéy Michael
Dewar (David and Charles, 1989). m. Pastel: Deception in the Invasion of
Japanby Dr. Thomas M. Huber (Combat
b. War, Strategy and Intelligeneglited by Studies Institute, U.S. Army Command and
Michael I. Handel (Frank Cass, 1989). General Staff College, 1988).

c. Strategic and Operational Deceptionin n. "British Intelligence in the Second
the Second World Waadited by Michael I. World War" by Sir Michael Howard, in
Handel (Frank Cass, 1989). Strategic Deceptignwblume 5 (Cambridge

University Press, 1989).

d. "Military Deception in War and Peace"
by Michael |. Handel irderusalem Papers o. The War Magicianby David Fisher
on Peace Problemblumber 38 (The Leonard(Coward-McMann, 1983).

Davis Institute for International Relations,
1985). p. The WWzard Warby R. V. Jones (Coward,
McMann, and Geoghegan, 1972).

e. Soviet Military Deception in the Second
World Warby David M. Glanz (Frank Cass, q. Masqueradeby Seymour Reit (NAL
1989). Books, 1978).

f. The Double Cross System in the War ofr. Codeword BARBAROSS#y Barton
1939 to 1945y J. C. Masterman (YaleWhaley (MIT Press, 1973).
University Press, 1972).
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APPENDIX D
ADMINISTRATIVE INSTRUCTIONS

1. User Comments

Users in the field are highly encouraged to submit comments on this publication to
the Joint Warfighting Center, Attn: Doctrine Division, Fenwick Road, Bldg 96, Fort
Monroe, VA 23651-5000. These comments should address content (accuracy,
usefulness, consistency, and organization), writing, and appearance.

2. Authorship

The lead agent and the Joint Staff doctrine sponsor for this publication is the Director
for Operations (J-3).

3. Supersession

This publication supersedes Joint Pub 3-58, 6 June 1994, "Joint Doctrine for Military
Deception.”

4. Change Recommendations
a. Recommendations for urgent changes to this publication should be submitted:

TO: JOINT STAFF WASHINGTON DC//333//
INFO: JOINT STAFF WASHINGTON DC//J7-JDD//

Routine changes should be submitted to the Director for Operational Plans and
Interoperability (J-7), JDD, 7000 Joint Staff Pentagon, Washington, D.C. 20318-
7000.

b. When a Joint Staff directorate submits a proposal to the Chairman of the Joint
Chiefs of Staff that would change source document information reflected in this
publication, that directorate will include a proposed change to this publication as an
enclosure to its proposal. The Military Services and other organizations are requested
to notify the Director, J-7, Joint Staff, when changes to source documents reflected in
this publication are initiated.

c. Record of Changes:

CHANGE COPY DATE OF DATE POSTED
NUMBER NUMBER CHANGE ENTERED BY REMARKS
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5. Distribution

a. Additional copies of this publication can be obtained through Service publication
centers.

b. Only approved pubs and test pubs are releasable outside the combatant commands,
Services, and Joint Staff. Release of any classified joint publication to foreign
governments or foreign nationals must be requested through the local embassy
(Defense Attache Office) to DIA Foreign Liaison Office, PSS, Room 1A674, Pentagon,
Washington, D.C. 20301-7400.

c. Additional copies should be obtained from the Military Service assigned
administrative support responsibility by DOD Directive 5100.3, 1 November 1988,
“Support of the Headquarters of Unified, Specified, and Subordinate Joint
Commands.”

By Military Services:

Army: US Army AG Publication Center
2800 Eastern Boulevard
Baltimore, MD 21220-2898

Air Force: Air Force Publications Distribution Center
2800 Eastern Boulevard
Baltimore, MD 21220-2896

Navy: CO, Naval Inventory Control Point
700 Robbins Avenue
Bldg 1, Customer Service
Philadelphia, PA 19111-5099

Marine Corps:  Marine Corps Logistics Base
Albany, GA 31704-5000

Coast Guard: Coast Guard Headquarters, COMDT (G-OPD)
2100 2nd Street, SW
Washington, D.C. 20593-0001

d. Local reproduction is authorized and access to unclassified publications is
unrestricted. However, access to and reproduction authorization for classified joint
publications must be in accordance with DOD Regulation 5200.1-R.
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GLOSSARY

PART I—ABBREVIATIONS AND ACRONYMS

Cc2
c2w
C4
CA
CJCS
COA
EW

JFC
JOPES

MAGTF
MOP

NCA

OPSEC

PSYOP

SIGINT

USCINCCENT

command and control

command and control warfare

command, control, communications, and computers
civil affairs

Chairman of the Joint Chiefs of Staff

course of action

electronic warfare

joint force commander
Joint Operation Planning and Execution System

Marine air-ground task force
memorandum of policy

National Command Authorities
operations security
psychological operations

signals intelligence

Commander in Chief, US Central Command
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PART II—TERMS AND DEFINITIONS

civil affairs. The activities of a commander distortion, or falsification of evidence to
that establish, maintain, influence, or exploit induce him to react in a manner prejudicial
relations between military forces and civil to his interests. (Joint Pub 1-02)
authorities, both governmental and
nongovernmental, and the civilian populaaeception action. A collection of related
in a friendly, neutral, or hostile area of deception events that form a major
operations in order to facilitate military component of a deception operation. (Joint
operations and consolidate operationalPub 1-02)
objectives. Civil affairs may include
performance by military forces of activitiesleception concept.The deception course of
and functions normally the responsibility action forwarded to the Chairman of the
of local government. These activities may Joint Chiefs of Staff for review as part of
occur prior to, during, or subsequent to otherthe CINC's Strategic Concept. (Joint Pub
military actions. They may also occur, if 1-02)
directed, in the absence of other military
operations. (Joint Pub 1-02) deception course of action. A deception
scheme developed during the estimate
command and control warfare. The process in sufficient detail to permit
integrated use of operations secumiiitary ~ decision making. At a minimum, a
deception, psychologicabperations, deception course of action will identify the
electronic warfare, and physical destruction, deception objective, the deception target,
mutually supported by intelligence, to deny the desired perception, the deception story,
information to, influence, degrade, or and tentative deception means. (Joint Pub
destroy adversary command and control1-02)
capabilities, while protecting friendly
command and control capabilities againdeception event. A deception means
such actions. Command and control executed at a specific time and location in
warfare is an application of information support of a deception operation. (Joint Pub
warfare in military operations and is a 1-02)
subset of information warfare. Command
and control warfare applies across the rangeception means.Methods, resources, and
of military operations and all levels of techniques that can be used to convey
conflict. Also called C2W. C2W is both information to the deception target. There
offensive and defensive: a. C2-attack --are three categories of deception means:
Prevent effective C2 of adversary forces by
denying information to, influencing, a. physical means. Activities and resources
degrading, or destroying the adversary C2used to convey or deny selected information
system. b. C2-protect -- Maintain effective to a foreign power. (Examples: military
command and control of own forces by operations, including exercises,
turning to friendly advantage or negating reconnaissance, training activities, and
adversary efforts to deny information to, movement of forces; the use of dummy
influence, degrade or destroy the friendly equipment and devices; tactics; bases,
C2 system. (Joint Pub 1-02) logistic actions, stockpiles, and repair
activity; and test and evaluation activities).
deception. Those measures designed to
mislead the enemy by manipulation,
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Glossary

b. technical means. Military materiatlisplay. In military deception, a static
resources and their associated operatingportrayal of an activity, force, or equipment
techniques used to convey or deny selectedhtended to deceive the adversary’s visual
information to a foreign power through the observation. (Joint Pub 1-02)
deliberate radiation, reradiation, alteration,
absorption, or reflection of energy; thelectromagnetic deception.The deliberate
emission or suppression of chemical orradiation, reradiation, alteration,
biological odors; and the emission or suppression, absorption, denial,
suppression of nuclear particles. enhancement, or reflection of
electromagnetic energy in a manner
c. administrative means. Resources,intended to convey misleading information
methods, and techniques to convey or denyto an enemy or to enemy electromagnetic-
oral, pictorial, documentary, or other dependent weapons, thereby degrading or
physical evidence to a foreign power. (Jointneutralizing the enemy’s combat capability.
Pub 1-02) Among the types of electromagnetic
deception are: a. manipulative
deception objective. The desired result of a electromagnetic deception—Actions to
deception operation expressed in terms ofeliminate revealing, or convey misleading,
what the adversary is to do or not to do atelectromagnetic telltale indicators that may
the critical time and/or location. (Joint Pub be used by hostile forces. b. simulative
1-02) electromagnetic deception—Actions to
simulate friendly, notional, or actual
deception story. A scenario that outlines the capabilities to mislead hostile forces. c.
friendly actions that will be portrayed to imitative electromagnetic deception—The
cause the deception target to adopt thentroduction of electromagnetic energy into
desired perception. (Joint Pub 1-02) enemy systems that imitates enemy
emissions. (Joint Pub 1-02)
deception target. The adversary decision
maker with the authority to make thelectronic warfare. Any military action
decision that will achieve the deception involving the use of electromagnetic and
objective. (Joint Pub 1-02) directed energy to control the
electromagnetic spectrum or to attack the
demonstration. 1. An attack or show of force enemy. Also called EW. The three major
on a front where a decision is not sought, subdivisions within electronic warfare are:
made with the aim of deceiving the enemy. electronic attack, electronic protection, and
See also amphibious demonstration;electronic warfare support. a. electronic
diversion; diversionary attack. (DOD) 2. attack—That division of electronic warfare
In military deception, a show of force in an involving the use of electromagnetic or
area where a decision is not sought madedirected energy to attack personnel,
to deceive an adversary. It is similar to afacilities, or equipment with the intent of
feint but no actual contact with the degrading, neutralizing, or destroying
adversary is intended. (Joint Pub 1-02)  enemy combat capability. Also called EA.
EA includes: 1) actions taken to prevent or
desired perception. In military deception, reduce an enemy’s effective use of the
what the deception target must believe forelectromagnetic spectrum, such as jamming
it to make the decision that will achieve the and electromagnetic deception, and 2)
deception objective. (Joint Pub 1-02) employment of weapons that use either
electromagnetic or directed energy as their
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primary destructive mechanism (lasers, support of senior military commanders to
radio frequency weapons, particle beams)result in adversary military policies and
or antiradiation weapons. b. electronic actions that support the originator’s
protection—That division of electronic strategic military objectives, policies, and
warfare involving actions taken to protect operations.
personnel, facilities, and equipment from
any effects of friendly or enemy b. operational military deception. Military
employment of electronic warfare that deception planned and executed by and in
degrade, neutralize, or destroy friendly support of operational-level commanders
combat capability. Also called EP. c. to result in adversary actions that are
electronic warfare support—That division favorable to the originator’s objectives and
of electronic warfare involving actions operations. Operational military deception
tasked by, or under direct control of, an is planned and conducted in a theater of war
operational commander to search for,to support campaigns and major operations.
intercept, identify, and locate sources of
intentional and unintentional radiated c. tactical military deception. Military
electromagnetic energy for the purpose ofdeception planned and executed by and in
immediate threat recognition. Thus, support of tactical commanders to resultin
electronic warfare support provides adversary actions that are favorable to the
information required for immediate originator’s objectives and operations.
decisions involving electronic warfare Tactical military deception is planned and
operations and other tactical actions suchconducted to support battles and
as threat avoidance, targeting, and homingengagements.
Also called ES. Electronic warfare support
data can be used to produce signalsd. Service military deception. Military
intelligence (SIGINT), both communications deception planned and executed by the
intelligence (COMINT), and electronics Services that pertain to Service support to
intelligence (ELINT). (Joint Pub 1-02)  joint operations. Service military deception
is designed to protect and enhance the
feint. In military deception, an offensive combat capabilities of Service forces and
action involving contact with the adversary systems.
conducted for the purpose of deceiving the
adversary as to the location and/or time ofe. military deception in support of OPSEC.
the actual main offensive action. (Joint Pub Military deception planned and executed
1-02) by and in support of all levels of command
to support the prevention of the inadvertent
military deception. Actions executed to compromise of sensitive or classified
deliberately mislead adversary military activities, capabilities, or intentions.
decision makers as to friendly military Deceptive OPSEC measures are designed
capabilities, intentions, and operations, to distract foreign intelligence away from,
thereby causing the adversary to takeor provide cover for, military operations and
specific actions (or inactions) that will activities. (Joint Pub 1-02)
contribute to the accomplishment of the
friendly mission. The five categories obperations security. A process of identifying
military deception are: critical information and subsequently
analyzing friendly actions attendant to
a. strategic military deception. Military military operations and other activities to:
deception planned and executed by and ira. Identify those actions that can be
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observed by adversary intelligence systemspsychological operations is to induce or
b. Determine indicators hostile intelligence reinforce foreign attitudes and behavior
systems might obtain that could be favorable to the originator's objectives.
interpreted or pieced together to derive Also called PSYOP. (Joint Pub 1-02)
critical information in time to be useful to

adversaries. c. Selectand execute measyradlic affairs. Those public information and
that eliminate or reduce to an acceptablecommunity relations activities directed
level the vulnerabilities of friendly actions toward the general public by the various
to adversary exploitation. Also called elements of the Department of Defense.
OPSEC. (Joint Pub 1-02) (Joint Pub 1-02)

psychological operations. Planned ruse. In military deception, a trick of war
operations to convey selected information designed to deceive the adversary, usually
and indicators to foreign audiences toinvolving the deliberate exposure of false
influence their emotions, motives, objective information to the adversary’s intelligence
reasoning, and ultimately the behavior of collection system. (Joint Pub 1-02)
foreign governments, organizations,
groups, and individuals. The purpose of
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