Joint Publication 3-13




PREFACE

1. Scope

This publication provides doctrine for information operations planning, preparation,
execution, and assessment in support of joint operations.

2. Purpose

This publication has been prepared under the direction of the Chairman of the Joint Chiefs
of Staff. It setsforthjoint doctrineto govern the activities and performance of the Armed Forces
of the United States in operations and provides the doctrina basisfor interagency coordination
and for US military involvement in multinational operations. It provides military guidance for
the exercise of authority by combatant commanders and other joint force commanders (JFCs)
and prescribes joint doctrine for operations and training. It provides military guidance for use
by the Armed Forcesin preparing their appropriate plans. It isnot the intent of this publication
to restrict the authority of the JFC from organizing the force and executing the misson in a
manner the JFC deems most gppropriate to ensure unity of effort in the accomplishment of the
overdl objective.

3. Application

a Joint doctrine established in this publication applies to the commanders of combatant
commands, subunified commands, joint task forces, subordinate components of these commands,
and the Services.

b. The guidancein this publication is authoritative; as such, this doctrine will be followed
except when, in the judgment of the commander, exceptiona circumstances dictate otherwise.
If conflictsarise between the contents of this publication and the contents of Service publications,
this publication will take precedence unless the Chairman of the Joint Chiefs of Staff, normally
in coordination with the other members of the Joint Chiefs of Staff, has provided more current
and specific guidance. Commanders of forces operating as part of amultinationa (aliance or
coalition) military command should follow multinational doctrine and procedures ratified by
the United States. For doctrine and procedures not ratified by the United States, commanders
should evaluate and follow the multinational command's doctrine and procedures, where
applicable and consistent with US law, regulations, and doctrine.

For the Chairman of the Joint Chiefs of Staff:

7 ;;,%:

WALTERL. SHARP
Lieutenant General, USA
Director, Joint Staff
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SUMMARY OF CHANGES
REVISION OF JOINT PUBLICATION 3-13
DATED 9OCTOBER 1998

Alignsjoint infor mation oper ations(l O) doctrinewith thetransfor mational
planning guidance as specified by the 30 October 2003 Department of Defense
I nformation Oper ationsRoadmap

Discontinuesuse of theterms* offensive |O” and “ defensive |O” but retains
therecognitionthat 1O isapplied to achieve both offensiveand defensive
objectives

Removesinformation warfareasaterm fromjoint 10 doctrine

Updatesthedescriptionsand interrelationship of thefivecorel O capabilities
(electronicwarfare, computer networ k oper ations, psychological oper ations,
operationssecurity, and military deception) and their associated supporting
and related capabilities

Establishesthe cor e capability of computer network oper ations, consisting of
computer network attack, computer networ k defense, and computer networ k
exploitation

Addscombat cameraand realignsphysical attack, infor mation assurance, and
counterintelligenceunder supporting | O capabilities

Addsdefensesupport to public diplomacy and realignspublic affairsand civil
military operationsunder related | O capabilities

Addsadescription of theinfor mation environment and discussesits
relationship tol O and other military operations

Addsadiscussion of therelationship of 1O to strategic communication

Addsaseparate chapter on intelligenceand communicationssystem support to
[

Expandsthechapter on 10O planningtoaddress| O consider ationsin joint
planning, situational aspectsof 10 planning, | O measur esof perfor manceand
effectiveness, and theimportanceof interagency coor dinationin 1O planning

Addsadiscussion on the planning aspectsof 1O and theater security
cooper ation planning

Addsa separ atechapter on multinational considerationsin 1O
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EXECUTIVE SUMMARY
COMMANDER’SOVERVIEW

» Discussesthe Information Environment and Its Relationship to Military
Operations

* Discussesthe Information Operations (10) Core Capabilities Necessary to
Successfully Plan and Execute 10 to include Supporting and Related
Capabilitiesin a Joint/Multinational Environment

« AlignsJoint 1O Doctrine with the Transformational Planning Guidance as
Specified by the Department of Defense 1O Roadmap for Achieving
Information Superiority on the Battlefield

« Providesan Organizational Framework for Integrating, Deconflicting, and
Synchronizing 10 Planning and Execution Activities for Supporting and
Supported Combatant Command Staffs, National I ntelligence Agencies, and
Other Federal Agencies asApplicable

e Outlines Planning Considerations for Developing an IO Career Force
through Joint Education, Training, Exercises, and Experimentation

Military Operations and the Infor mation Environment

Tosucceed, itisnecessary  Information isastrategic resource, vital to national security, and
for USforcestogainand  military operations depend on information and information
maintain information systems for many simultaneous and integrated activities.
superiority.
Information operations (I0) are described as the integrated
employment of electronic warfare (EW), computer network
operations (CNO), psychologica operations (PSY OP), military
deception (MILDEC), and operations security (OPSEC), in
concert with specified supporting and related capabilities, to
influence, disrupt, corrupt, or usurp adversarial human and
automated decision making while protecting our own.

The purpose of thisdoctrineisto providejoint force commanders
(JFCs) and their staffs guidance to help prepare, plan, execute,
and assess 1O in support of joint operations. The principal goal
isto achieve and maintain information superiority for theUSand
itsallies.




Executive Summary

The information environment is the aggregate of individuals,
organizations, and systems that collect, process, disseminate, or
act on information. The information environment is made up of
three interrelated dimensions: physical, informational, and
cognitive.

Core, Supporting, and Related Information Operations Capabilities

Core capabilities.

Supporting capabilities.

Related capabilities.

IO consists of five core capabilities which are: PSY OP,
MILDEC, OPSEC, EW, and CNO. Of thefive, PSY OP, OPSEC,
and MILDEC have played amgor part in military operationsfor
many centuries. 1n this modern age, they have been joined first
by EW and most recently by CNO. Together these five
capabilities, used in conjunction with supporting and related
capabilities, provide the JFC with the principal means of
influencing an adversary and other target audiences (TAS) by
enabling thejoint forces freedom of operation in theinformation
environment.

Capabilitiessupporting | O includeinformation assurance (1A),
physical security, physica attack, counterintelligence, and combat
camera. These are ether directly or indirectly involved in the
information environment and contribute to effective 10. They
should be integrated and coordinated with the core capahilities,
but can also serve other wider purposes.

There are three military functions, public affairs (PA), civil-
military operations (CMO), and defense support to public
diplomacy, specified as related capabilities for 10. These
capabilitiesmake significant contributionsto |O and must always
be coordinated and integrated with the core and supporting 10
capabilities. However, their primary purpose and rules under
whichthey operate must not be compromised by 1O. Thisrequires
additiona care and consideration in the planning and conduct of
|O. For this reason, the PA and CMO déffs particularly must
work in close coordination with the O planning staff.

JP 3-13



Executive Summary

Intelligence and Communications System

Successful planning,
preparation, execution,
and assessment of
information operations
(10) demand detailed and
timely intelligence.

Nature of 1O intelligence
requirements.

I ntelligence
considerationsin
planning 1O.

Support to Information Operations

Before military activitiesin the information environment can be
planned, the current “state” of the dynamic information
environment must be collected, analyzed, and provided to
commandersandtheir saffs. Thisrequiresinteligenceonrelevant
portions of the physical, informational, and cognitive properties
of theinformation environment, which necessitates collection and
analysis of awide variety of information and the production of a
wide variety of intelligence products.

Inorder to understand the adversary or other TA decision-making
process and determine the appropriate capabilities necessary to
achieve operational objectives, commandersandtheir staffsmust
have current data. Thisincludesrelevant physical, informational,
and cognitive properties of the information environment aswell
as assessment of ongoing 10 activities.

Intelligence Resources are Limited. Commanders and their
intelligence and operations directorates must work together to
identify 10 intelligence requirements and ensure that they are
given high enough priority in the commander’s requests to the
intelligence community (IC).

Collection Activities are Legally Constrained. The IC must
implement technical and procedural methods to ensure
compliance with the law. Additionally, intelligence may be
supplemented with information legally provided by law
enforcement or other sources.

Intelligence Support tol O Often RequiresLong Lead Times.
The intelligence necessary to affect adversary or other TA
decisions often requires that specific sources and methods be
positioned and employed over time to collect the necessary
information and conduct the required analyses.

I nfor mation Environment isDynamic. Commandersand their
staffsmust understand both thetimeliness of theintelligencethey
receive and the differing potentialsfor change in the dimensions
of the information environment.

Xi



Executive Summary

Propertiesof thel nfor mation Environment Affect I ntelligence.
Collection of physical and electronic information is objectively
measurable by location and quantity. Commandersand their staffs
must havean gppreci ation for the subjective nature of psychologica
profilesand humannaure.

Responsibilitiesand Command Relationships

Joint Saff.

Combatant commands.

Components.

The Chairman of the Joint Chiefs of Staff’s (CJCS's)
responsibilitiesfor 10 areboth generd (such asthoseto establish
doctrine, provideadvice, and makerecommendations) and specific
(such asthose assigned in the Department of Defense [DOD] 10
policy). TheOperationsDirectorateof the Joint Staff (J-3) servesas
the CJCS's foca point for 1O and coordinates with the other
organizationswithinthe Joint Staff that havedirect or supporting 10
responsihilities. ThelOdivisonsof the Joint Staff J-3 providel O
specific advice and advocate Joint Staff and combatant commands
IO interests and concerns within DOD and interact with other
organizationsandindividua son behdf of the CICS.

Commander, United States Strategic Command’'s
(USSTRATCOM's) specific authority and responsibility to
coordinate O acrossareaof responsibility (AOR) and functional
boundaries does not diminish the imperative for other
combatant commandersto employ |O. These efforts may be
directed at achieving nationa or military objectivesincorporated
in theater security cooperation plans, shaping the operational
environment for potential employment during periods of
heightened tensions, or in support of specific military operations.
It is entirely possible that in a given theater, the combatant
commander will be supported for select 10 while concurrently
supporting USSTRATCOM 10 activities across multiple theater
boundaries.

Componentsare normally responsiblefor detailed planning and
execution of 10. 10 planned and conducted by functional
componentsmust be conducted within the parameters established
by the JFC. At the sametime, component commandersand their
subordinates must be provided sufficient flexibility and authority
to respond to loca variations in the information environment.
Component commandersdetermine how their staffsare organized
for 10, and normally designate personnd to liaise between the
JFC's headquarters and component headquarter staffs.

Xii
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Executive Summary

Subordinate joint force
commanders.

Organizng for joint | O.

| O planning follows the
same principles and

processes established for
joint operation planning.

Planning considerations.

Subordinate JFCs plan and execute | O asan integrated part of joint
operations. Subordinate staffs normally share the same type of
relationship with the parent joint force 10 staff asthe Serviceand
functional components. Subordinate JFC staffs may become
involved in IO planning and execution toasignificant degree,
to include making recommendations for employment of specific
capabilities, particularly if most of the capabiility needed for acertain
operationresdesinthat subordinatejoint task force.

Combatant commanders normaly assign responsibility for 1O
to the J-3. When authorized, the director of the J-3 has primary
staff responsibility for planning, coordinating, integrating, and
assessing joint force 10. The J-3 normally designates an 10
cell chief to assist in executing joint 10 respongbilities. The
primary function of the 10 cell chief is to ensure that 10 are
integrated and synchronized in al planning processes of the
combatant command staff and that 10 aspects of such processes
are coordinated with higher, adjacent, subordinate, and
multinational staffs. To integrate and synchronize the core
capabilitiesof IO with 10-supporting and related capabilitiesand
appropriate staff functions, the 10 cell chief normally leads an
“1O cdl” or smilarly named group as an integrated part of the
staff’s operational planning group or equivalent. The
organizational relationships between the joint 10 cell and the
organizations that support the O cell are per JFC guidance.

Planning and Coor dination

Thel O gaff coordinatesand synchronizescapabilitiesto accomplish
JFC objectives. Uncoordinated |O can compromise, complicate,
negate, or harm other JFC military operations, aswell asother US
Government (USG) information activities. JFCsmust ensure 1O
plannersarefully integrated into the planning and targeting process,
assigning them to thejoint targeting coordination boardin order to
ensurefull integrationwith al other planning and execution efforts.
Other USG and/or codition/alied information activities, when
uncoordinated, may complicate, defegt, or render DOD |Oineffective.
Successful execution of aninformation strategy al so requiresearly
detailed JFC 10 gtaff planning, coordination, and deconflictionwith
UGinteragency dfortsintheAORtodfectivdy synergizeandintegrate
1O capatilities.

1O planning must beginat theear liest stageof aJFC'scampaign or
operationsplanning and must beanintegrd part of, not an additionto,
theoverd| planning effort. 10 areusedinal phasesof acampaignor
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Executive Summary

Commander’sintent and
information operations.

operation. Theuseof 10 during early phasescansggnificantly influence
theamount of effort required for theremaining phases.

The use of 10 in peacetime to achieve JFC objectives and to
preclude other conflicts, requires an ability to integrate 10
capabilitiesinto a comprehensive and coherent strategy through
the establishment of information objectives that in turn are
integrated into and support the JFC's overall mission objectives.
The combatant commander’s theater security cooperation plan
serves as an excellent platform to embed specific long-term
information objectives

1O planning requires early and detailed preparation. Many 10
capabilitiesrequirelong lead-timeintelligence preparation of the
battlespace (IPB). 10 support for |PB development differsfrom
traditional requirements in that it may require greater lead time
and may have expanded collection, production, and dissemination
requirements. Consequently, combatant commandersmust ensure
that 10 objectives are appropriately prioritized in their priority
intelligence requirements (PIRs) and requests for information
(RFl9).

As part of the planning process, designation of release and
execution authority is required. Release authority provides the
approvd for |0 employment and normally specifiesthedlocation
of specific offensive means and capabilities provided to the
execution authority. Execution authority is described as the
authority to employ 10 capabilities at a designated time and/or
place. Normdly, the JFCisthe oneexecution authority designated
in the execute order for an operation.

O may involve complex lega and policy issuesrequiring careful
review and national-level coordination and approval.

Thecommander’svision of 1O’ sroleinan operation should begin
beforethespecific planningisinitiated. A commander that expects
to rely on 10 capabilities must ensure that 10 related PIRs and
RFIsare given high enough priority prior to acrisis, in order for
theintelligence productsto beready intimeto support operations.
Ataminimum, thecommander’svisonfor 1O should beincluded
intheinitial guidance. Ideally, commandersgiveguidanceon|O
as part of their overall concept, but may elect to provide it

Separately.

Xiv
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Executive Summary

Measuresof performance
and measures of
effectiveness.

M easur esof per for mance (M OPs) gauge accomplishment of IO
tasksand actions. M easur esof effectiveness(M OES) determine
whether 10 actionsbeing executed arehaving thedesired effect toward
missionaccomplishment: theattainment of end Satesand objectives.
MOPsmeasurefriendly 10 effort and M OEs measure battl espace
results. |OMOPsand MOEsarecrafted and refined throughout the
planning process.

Multinational Considerationsin Information Operations

Every ally/coalition
member can contribute to
| O by providing regional
expertiseto assst in
planning and conducting
1O.

Allies and codlition partners recognize various 10 concepts and
some have thorough and sophisticated doctrine, procedures, and
capabilitiesfor planning and conducting |O. Themultinational
force commander isresponsbleto resolve potential conflicts
between each nation’s 10 programs and the 10 objectives and
programsof thecodition. Itisvitd tointegratedliesand codlition
partnersinto 10 planning asearly aspossible sothat anintegrated
and achievablel O strategy can bedevel oped early inthe planning
process.

Integration requirements include clarification of allied and
coalition partner’s10 objectives, understanding of other nations
information operations and how they intend to conduct 10;
establishment of liaison/deconfliction procedures to ensure
coherence; and early identification of multinational force
vulnerabilitiesand possible countermeasuresto adversary atempts
to exploit them.

Information Operationsin Joint Education, Training,

A solid foundation of
education and training is
essential to the
development of 10 core
competencies.

Exercises, and Experiments

Thedevelopment of 10 asacoremilitary competency and critica
component to joint operations requires specific expertise and
capabilities at al levels of DOD. At the highest professional
levels, senior leadersdevel op joint warfighting core competencies
that are the capstone to American military power. The Services,
United States Specia Operations Command, and other agencies
develop capabilitiesoriented on thelr core competenciesembodied
inlaw, policy, and lessonslearned. At each level of command, a
solid foundation of education and training is essential to the
development of a core competency. Professiona education and
training, in turn, are dependent on the accumulation,
documentation, and validation of experiencegainedin operations,
exercises, and experimentation.
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| O education
considerations.

IO training
considerations.

Thel O career forceshould conss of both capability specialists
(EW, PSYOP,CNO, MILDEC,and OPSEC) and IO planners.
Both groupsrequirean understanding of theinformationenvironment,
therdeaof IOinmilitary affars how 10 differsfromother information
functionsthat contribute to information superiority, and specific
knowledgeof each of thecorecapabilitiesto ensureintegration of 10
intojoint operations.

| O plannersarerequired at both thecomponent and thejoint
level.

Senior military and civilian DOD leader srequirean executive
level knowledge of the information environment and the role of
1O in supporting DOD missions.

Joint military training is based on joint policies and doctrine to
preparejoint forces and/or joint staffsto respond to strategic and
operational requirements deemed necessary by combatant
commanders to execute their assgned missions.

IO trainingmust support thel O career forceand beconsstent
with thejoint assgnment process. Joint 1O training focuses on
joint planning-specific skills, methodologies and tools, and
assumes a solid foundation of Service-level 10 training.

The Services determine applicable career training
requirements for both their 10 career personnel and generd
military populations, based on identified joint force mission
requirements.

CONCLUSION

This document provides the doctrinal principles for DOD
employment of 1O. It hasbeen designed to provide overarching
guidance in the planning and execution of 10 in today’s joint/
multinational security environment. It's primary purpose is to
ensure al of the capabilities comprising 1O are effectively
coordinated andintegrated into our nation’ swarfighting capability
against current and future threats.

XVi
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CHAPTER |
INTRODUCTION

“The dogmas of the quiet past are inadequate to the stormy present. The occasion
is piled high with difficulty, and we must rise with the occasion. As our case is
new, so we must think anew and act anew.”

Abraham Lincoln, Message to Congress 1 December 1862

1. Introduction

Information operations (10) areintegra to the successful execution of military operations.
A key god of 10 isto achieve and maintain information superiority for the US and its dlies.
I nformation superiority providesthejoint forceacompetitiveadvantage only whenitiseffectively
trandated into superior decisons. 10 are described as the integrated employment of electronic
warfare (EW), computer network operations(CNO), psychologica operations (PSY OP), military
deception (MILDEC), and operations security (OPSEC), in concert with specified supporting
and related capabilities, to influence, disrupt, corrupt or usurp adversaria human and automated
decision making while protecting our own. The purpose of thisdoctrineisto providejoint force
commanders (JFCs) and their staffs guidance to help prepare, plan, execute, and assess 10 in
support of joint operations. To gpply 10 acrosstherange of military operations, the JFC integrates
hismilitary actions, forces, and capabilities throughout the domains (air, land, sea, and space) of
the operating environment in order to create and/or sustain desired and measurable effects on
adversary leaders, forces (regular or irregular), information, information systems, and other
audiences, while protecting and defending the JFC's own forces actions, information, and
information systems. The commander assessesthe nature of the mission and developstheintent
for 10 in all phases of an operation or campaign.

2. Thelnformation Environment

a. Theinformation environment isthe aggregate of individuals, organi zations, and systems
thet collect, process, dissaminate, or act on information. The actors indude leaders, decison makers,
individuals, and organizations. Resourcesincludethe materia sand systemsemployedto collect,
analyze, apply, or disseminateinformation. Theinformation environment iswhere humans and
automated systemsobserve, orient, decide, and act upon information, and isthereforethe principal
environment of decison making. Eventhough theinformation environment isconsidered distinct,
it resides within each of the four domains. The information environment is made up of three
interrelated dimensions: physica, informational, and cognitive (see Figure I-1).

(1) ThePhysical Dimension. The physica dimensioniscomposed of the command
and control (C2) systems, and supporting infrastructuresthat enableindividua sand organizations
to conduct operationsacrosstheair, land, sea, and spacedomains. Itisasothedimensionwhere
physical platforms and the communications networks that connect them reside. Thisincludes
themeansof transmission, infrastructure, technol ogies, groups, and populations. Comparatively,
the eements of this dimension are the easiest to measure, and consequently, combat power has
traditionally been measured primarily in this dimension.




Chapter |

THE INFORMATION ENVIRONMENT

® Where the information environment overlaps
with the physical world
. ® |nformation systems and networks
I_’hysw_al ® Key characteristics: computers and
Dimension communications systems, and supporting
infrastructures

® Where information is collected, processed,
stored, disseminated, displayed, and protected
Informational ® Dual nature - information itself and the medium
. . ® Links physical and cognitive dimensions
Dimension ® Key characteristics: information content and
flow, information quality
® Where automated decision making takes place

® Where human decision making takes place
e ® Dimension of intangibles such as morale, unit
C_°gn't'_ve cohesion, public opinion, situational awareness
Dimension ® Key characteristics: perceptions, emotions,
awareness, and understanding

Figure I-1. The Information Environment

(2) Thelnformational Dimengon. Theinformationa dimensioniswhereinformationis
collected, processed, stored, disseminated, displayed, and protected. Itisthedimensonwherethe C2
of modern military forcesiscommunicated, and wherecommander’sintentisconveyed. 1t congstsof
the content and flow of information. Consequently, itistheinformational dimensionthat must be
protected.

(3) The Cognitive Dimension. The cognitive dimension encompasses the mind of
the decision maker and the target audience (TA). Thisisthe dimension in which people think,
perceive, visualize, and decide. Itisthemost important of thethreedimensions. Thisdimension
isalso affected by acommander’s orders, training, and other persona motivations. Battlesand
campaigns can be lost in the cognitive dimension. Factors such as leadership, morale, unit
cohesion, emotion, state of mind, level of training, experience, Situational awareness, aswell as
public opinion, perceptions, media, public information, and rumorsinfluence this dimension.

b. Advancementsin technology have enabled infor mation to be collected, processed,
stored, disseminated, displayed, and protected outside the cognitive processin quantities
and at speedsthat werepreviousy incomprehensble. Whiletechnology makesgreat quantities
of information availableto audiencesworl dwide, perception-affecting factors providethe context
which individuals use to trand ate data into information and knowledge.
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c. Therearecriteriathat definethequality of information rdativetoitspurpose. Informetion
qudity ariteriaareshowninFgurel-2. Thevarying purposesof informetionreguiredifferent goplications
of thesecriteriatoqudify it asvaluable. Additiondly, eech decisonrdiesonadifferent weighting of the
information qudity criteriato makethebest decison.

d. Thefinite amount of time and resour ces available to obtain information must be
considered. Whether decisionsare made cognitively or pre-programmed in automated systems,
the limited time and resources to improve the qudity of available information leaves decison
making subject to manipulation. Additionally, there are real costs associated with obtaining
quality information — that is, information well-suited to its purpose —such asthose to acquire,
process, store, trangport, and distributeinformation. Theoveral impact of successful |Oimproves
the quality of friendly information while degrading the qudity of adversary information, thus,
providing friendly forcesthe ability to make faster, more accurate decisions. Quality criteriaare
shown in Figure |-2.

3. Military Operations and the Information Environment

a Information is a strategic resource vital to national security. Dominance of the
information environment is a reality that extends to the Armed Forces of the US at al levels.
Military operations, in particular, are dependent on many simultaneous and integrated activities
that, in turn, depend on information, and information systems, which must be protected.

INFORMATION QUALITY CRITERIA

ACCURACY

Information that conveys the true situation

RELEVANCE
Information that applies to the mission, task, or situation at hand

TIMELINESS
Information that is available in time to make decisions

USABILITY

Information that is in common, easily understood format and displays

COMPLETENESS

Information that provides the decision maker with all necessary data
BREVITY

Information that has only the level of detail required

SECURITY
Information that has been afforded adequate protection where required

Figure I-2. Information Quality Criteria
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b. Inmodernmilitary oper ations, commander sfaceavariety of infor mation challenges.
Technicd chdlengesind udeestablishing and maintaining connectivity, particularly inaustereand didributed
locations. Operationd chdlengesindudethecomplexitiesof modern combat againgt adversarieswith
growing information cgpabilities. For example, regardiessof their 9ze, adversaries, indudingterrorist
groups, can counter US effortsthrough propagandacampaigns, or devel op, purchase, or download
fromthelnternet tool sand techniquesenabling themto attack USinformation andinformation systems
whichmay resultintangibleimpactson USdi plomatic, economic, or military efforts Theglabd information
environment and itsassoci ated technol ogiesis potentially availableto everyoneand asaresult, US
military commandersfaceancther chdlenge. Our adversariesnow havethecgpahility to passinformation,
coordinate, exchangeideas, and synchronizethar actionsingantaneoudy.

c. The commander visualizes, plans, and directs operations — 1O are a part of those
operations. The commander’s intent should specify a visudization of the desired effects to be
achieved with 10 and other operations for the staff to develop 10 objectives. The commander
must not only be ableto visualize the desired effects to be achieved with 10 but aso understand
the adversary’s capabilities to limit the impact of US operations while the adversary strives to
acquire information superiority from the US. These effects can vary based on the objectives of
themission, ranging from disrupting an enemy commander in combat to assuring friendly nations
through combined/multinationa military training/exercises during peacetime. The role of the
military and thedesired end state or effect, isdependent onthe nature of theconflict. If conducting
a humanitarian assistance mission, then generating goodwill for the services rendered and
departing with a favorable impression of US activities becomes a primary objective. The
commander’s intent must include the concept of how these effects will help achieve force
objectives.

d. Military forces operate in an information environment of constantly changing
content and tempo. Thisevolution addsanother layer of complexity to thechallengeof planning
and executing military operations at a specific time and in a specific location. A continuum of
long-, medium-, and short-term factors shape the information environment for which military
operations are planned and in which such operations are executed. Commanders and 10 cell
chiefs must be prepared to adapt or modify 10 plansto meet their desired 10 effects.

(1) Long-term factors which may shape the information environment include the
various ways by which humans:

(& Organize (nation states, tribes, families, etc.).

(b) Govern.

(o) Interact as groups (culture, sociology, religion, etc.).

(d) Areregiondly influenced (stability, alliances, economic relationships, €tc.).

(e) Aretechnologically advanced.
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(2 Mediumtermfactorsmay indudetheriseandfal of leaders competition between groups
over resourcesor gods, incorporation of specifictechnologiesintoinformationinfrastructure; andthe
employment of resourceshby organi zati onstotake advantageof informationtechnol ogy andinfrastructure.

(3) Short-term factors may include weather; availability of finite resourcesto support
or employ specific information technologies (ITs); and ability to extend/maintain sensors and
portable information infrastructure to the specific location of distant military operations.

e. Thepervasivenessof theinformation environment in human activity combined with the
speed and processing power of modern I T enhancesand complicates military effortsto organize,
train, equip, plan, and operate. Today, technology has opened the way to an ever-increasng
gpan of control.

f. US forces perform their missions in an increasingly complex information
environment. To succeed, it is necessary for US forces to gain and maintain information
superiority. In Department of Defense (DOD) palicy, information superiority isdescribed asthe
operational advantage gained by the ability to collect, process, and disseminate an uninterrupted
flow of information while exploiting or denying an adversary’s ability to do the same.

(1) The forces possessing better information and using that information to more
effectively gain understanding have a mgjor advantage over their adversaries. A commander
who gains this advantage can use it to accomplish missions by affecting perceptions, attitudes,
decisons, and actions. However, information superiority is not static; during operations, al
sides continually attempt to secure their own advantages and deny useful information to
adversaries. The operational advantages of information superiority can take severd forms,
ranging fromtheability to cresteacommon operationd picturetotheability todday anadversary’s
decision to commit reinforcements.

(2 Recognizinginformationsuperiority canbedifficult toatainover certain adversaries, but
itsadvantagesaresgnificant. Whenitexigts, theinformeation availableto commandersdlowsthemto
accuratdy visudizethestuation, anticpateevents and mekegppropriate, timdy decisonsmoreeffectivey
than adversary decisonmakers. Inessence, informeation superiority enhancescommanders freedom of
action and allowsthem to execute decisions, and maintaintheinitiative, whileremaining insdethe
adversary’sdecisoncycle. However, commandersrecognizethat without continuous| O designedto
achieveand maintai ninformetion superiority, adversariesmay counter thoseadvantagesand possibly
ataininformationsuperiority themsdves Commeanderscanachieveinformationsuperiority by mantaining
accuratestuationa understanding whilecontrolling or affecting theadversaries or TAS perceptions.
Themoreacommander can shagpethisdisparity, thegreater thefriendly advantage.

g. Potentid information adversariescomeinmany shgpes: traditiondly hostilecountrieswhowish
toganinformationon USmilitary cgpabilitiesand intentions; maicioushackerswhowishtosted from
or harmtheUS Government (USG) or military; terrorists; and economic competitors, just tonamea
few. Potentid adversarid information attack techniquesarenumerous. Some, particularly eectronic
means, can be prevented by the cons stent application of encryption, firewalls, and other network
security techniques. Othersare considerably moredifficult to counter. Possiblethreat information
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techniquesinclude, but arenot limited to, deception, dectronic attack (EA), computer network attack
(CNA), propagandaand psychol ogica operations, and supporting signasintelligence (SIGINT)
operations.

h. Withthefreeflow of information presentindl theaters, such astelevison, phone, and Internet,
conflicting messages can quickly emerge to defeat the intended effects. Asaresult, continuous
synchronization and coordination between 1O, publicafars(PA), publicdiplomacy (PD), andour dlies
isimperative, andwill hd pensurethat information themesempl oyed during operationsinvolving neutral
or friendly populationsremain consstent.

i. Legal CongderationsinlO. 10 may involvecomplex legal and policy issuesrequiring
car eful review. Beyond strict compliancewith legdities, USmilitary activitiesintheinformation
environment asin the physical domains, are conducted as amatter of policy and societal vaues
on abasis of respect for fundamental human rights. US forces, whether operating physically
from bases or locations overseas or from within the boundaries of the US or elsewhere, are
required by law and policy to act in accordance with US law and the law of armed conflict
(LOAC).

4. Principlesof Information Operations

a Successinmilitary operationsdependson collecting and integrating essentid information
while denying it to the adversary and other TAs. 1O encompass planning, coordination, and
synchronization of the employment of current capabilities to deliberately affect or defend the
information environment to achieve the commander’s objectives. Figure -3 describes how 10
isintegrated into joint operations.

(1) Core capabilities (EW, CNO, PSYOPR, MILDEC, and OPSEC) are integrated
into the planning and execution of operationsin the information environment.

(2) Supportingl O capabilities(information assurance[lA], physical security, physica
attack, counterintelligence [Cl], and combat camera| COM CAM]) have military purposes other
than 10 but either operate in the information environment or have impact on the information
environment.

(3) Reated IO capabilities(PA, civil-military operations| CM O], and defense support
to public diplomacy [DSPD]) may be constrained by US policy or legal considerations. While
these capabilities have common interfaceswith 1O, their primary purposes and rules make them
separateand distinct. Asaresult, itisessentia that commandersand their staffs coordinate their
efforts when exercising their functions within the information environment.

b. 10 areprimarily concer ned with affecting decisonsand decision-making pr ocesses,
whileat thesametimedefending friendly decison-making processes. Primary mechanisms
used to affect theinformation environment include: influence, disruption, corruption, or usurpation.
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c. 10’s ability to affect and defend decison making is based on five fundamental
assumptions. Although each of these assumptionsis an important enabling factor for 1O, they
will not al necessarily betruefor every operation. For any specific operation whereoneor more of
theseassumptionsare not met, therisk assessment provided to the commander would be adjusted
accordingly.

(1) Generally, the quaity of information that is considered valuable to human and
automated decision makersisuniversal. However, therelativeimportance of each quality criterion
of information (Figure 1-2) may vary based on the influences of geography, language, culture,
religion, organization, experience, or persondlity.

(2) Decisions are made based on the information available at the time.

(3) Itispossble withfiniteresources, to undersand therd evant aspectsof theinformeation
environment toincludethe processesdecison makersuseto makedecisons.

(4) It is possible to affect the information environment in which specific decision
makers act through psychological, eectronic, or physica means.

(5) Itispossbleto measuretheeffectivenessof 10 actionsin relation to an operational
objective.

d. Sincehuman activity takesplacein theinformation environment, it ispotentialy subject
to10. However, only mission-related critical psychological, eectronic, and physical points
in the information environment should be targeted, directly or indirectly, by 10. The
planning methodol ogies used to identify and prioritize such pointsin planning 10 are discussed
in Chapter V, “Planning and Coordination.”

e. 10 capabilities can produce effects and achieve objectives at all levels of war and
acrosstherange of military operations. The nature of the modern information environment
complicates the identification of the boundaries between these levels. Therefore, at all levels,
information activities, including 1O must be consstent with broader national security
policy and strategic objectives.

f. Becausel O areconducted acr osstherangeof military oper ations, and canmakesgnificant
contributionsbeforemgor operationscommence, thel O environment should be prepared and assessed
through avariety of engagement andintdlligenceactivities, dl desgnedtomakel O moreeffective. In
additiontoimpeacting theenvironment prior totheonset of military operations, |0 areessentia to podt-
combat operations. Therefore, integration, planning, employment, and assessment of core, supporting,
andreated |O arevitd toensuring arapidtrangtionto apeaceful environment.

g. Theultimate strategic objective of |O isto deter apotential or actual adversary or
other TA from taking actionsthat threaten US national interests. Additionaly, 1O actions
executed through civilian controlled portions of the globa information environment, or which
may cause unintended reactionsfrom US or foreign populaces, must account for US policy and
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legd issues, aswd| aspotentidly disruptiveinfrastiructureissues, throughcvil-military coordingtionat all
levels

() 10 may target human decison makingor automated decison support systems
with specific actions. Technology alows automated decision making to be targeted with
increasing precision and affords more sophisticated ways to protect it. However, targeting
automated decison making, at any level, is only as effective as the human adversary’s
reliance on such decisions.

(2) Thefocusof IOisonthedecison maker and theinformation environment in order
to affect decis on making and thinking processes, knowledge, and understanding of the Situation.
IO can affect data, information, and knowledge in three basic ways.

(8 By taking specific psychological, electronic, or physical actions that add,
modify, or removeinformation fromthe environment of variousindividuasor groupsof decision
makers.

(b) By taking actions to affect the infrastructure that collects, communicates,
processes, and/or storesinformation in support of targeted decision makers.

(c) By influencing the way people receive, process, interpret, and use data,
information, and knowledge.

h. All 1O capabilities may be employed in both offensve and defensive operations.
Commanders use 10 capabilities in both offensive and defensive operations simultaneously to
accomplish the mission, increase their force effectiveness, and protect their organizations and
systems. Fully integrating | O capabilitiesfor offensve and defensve operationsrequires planners
totreat IO asasinglefunction. Commanderscan use O capabilitiesto accomplish thefollowing:

(1) Destroy. Todamageasystemor entity so badly that it cannot perform any function
or be restored to a usable condition without being entirely rebuilt.

(2) Disrupt. To break or interrupt the flow of information.

(3) Degrade. To reduce the effectiveness or efficiency of adversary C2 or
communications systems, and information collection efforts or means. 10 can aso degrade the
morale of aunit, reduce the target’sworth or value, or reduce the quality of adversary decisions
and actions.

(4) Deny. To prevent the adversary from accessing and using critical information,
systems, and services.

(5) Deceve. Tocauseapersontobelievewhat isnot true. MILDEC seeksto midead
adversary decision makers by manipulating their perception of reality.
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(6) Exploit. Togainaccesstoadversary C2 systemsto collectinformationor toplantfase
ormideadinginformation.

(7) Influence. Tocauseothersto behaveinamanner favorableto USforces.

(8) Protect. Totakeactiontoguard against espionageor capture of sendtive equipment
and information.

(9) Detect. Todiscover or discern the existence, presence, or fact of anintrusoninto
information systems.

(10) Restore. To bring information and information systems back to their original
state.

(11) Respond. To react quickly to an adversary’s or others 10 attack or intrusion.
5. Srategic Communication

a Strategic Communication constitutesfocused USG effortsto understand and engage key
audiencesinorder to cregte, srengthen, or preserve conditionsfavorablefor theadvancement of USG
interests, policies, and objectivesthrough theuse of coordinated programs, plans, themes, messages,
and productssynchronized with theactionsof al dementsof nationd power.

b. DOD effortsmust bepart of agovernment-wideapproach to develop and implement amore
robust strategic communication capability. DOD must a so support and participatein USG drategic
communication activitiesto understand, inform, andinfluencerd evant foreign audiencestoinclude:
DOD'’strangtionto and from hogtilities, security, military forward presence, and stability operations.
Thisisprimarily accomplishedthroughitsPA, DSPD, and 10 cgpabilities.

c. DOD PA, DSPD, and IO aredistinct functionsthat can support strategic communication.
Synchronization of strategic communication-related PA, 1O, and DSPD activitiesisessential for
effective strategic communication.

d. Combatant commanders should ensure planning for 10, PA, and DSPD are consistent
with overdl USG strategic communication objectives and are approved by the Office of the
Secretary of Defense (OSD). Combatant commanders should integrate an information Strategy
into planning for peacetime and contingency situations. Combatant commanders plan, execute,
and assessPA, DSPD, and | O activitiesto implement theater security cooperation plans(TSCPs),
to support USembassies’ information programs, and to support other agencies’ public diplomacy
and PA programs directly supporting DOD missions.

6. Importance of Information Operationsin Military Operations

a. History indicates that the speed and accuracy of information available to military
commandersisthe significant factor in determining the outcome on the battlefield. 10 enables
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theaccuracy and timeliness of information required by USmilitary commandersby defending our
systemsfromexploitation by adversaries. |O areused to deny adversariesaccesstothar C2information
and other supporting automated infrastructures.

b. Adversaiesareincreasngly exploringandtesting | O actionsasasymmetricwarfarethat canbe
usedtothwart USmilitary objectivesthat areheavily reliant oninformation systems. Thisrequiresthe
USmilitary toemploy defens vetechnol ogiesand utili zel eading-edgetacticsand proceduresto prevent
our forcesand systemsfrom being successfully attacked.
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CHAPTER 11
CORE, SUPPORTING, AND RELATED INFORMATION
OPERATIONS CAPABILITIES

“The instruments of battle are valuable only if one knows how to use them.”
Charles Ardant du Picq 1821 - 1870

1. Introduction

1O coordinatesand synchroni zesthe employment of thefive core capabilitiesin support of the
combatant commander’ sobyjectivesor to prevent theadversary fromachieving hisdesired objectives.
The core capabilitiesare: PSY OPF, MILDEC, OPSEC, EW, and CNO. Therearefive supporting
capabilities 1A, physical security, physicd attack, Cl, and COMCAM, and threereated capabilities:
PA, CMO, and DSPD. Together these capabilitiesenablethecommander to affect and influencea
gtuaion. However, thepotentia for conflict betweeninterrd ated capabilitiesrequirestheir employment
becoordinated, integrated, and synchronized.

2. Corelnformation Operations Capabilities

a Of the five core 10 capabilities, PSY OP, OPSEC, and MILDEC have played a mgor
part inmilitary operationsfor many centuries. Inthismodern age, they have been joinedfirst by
EW and most recently by CNO. Together these five capabilities, used in conjunction with
supporting and related capabilities, provide the JFC with the principa means of influencing an
adversary and other TAs by enabling the joint forces freedom of operation in the information
environment.

b. Psychological Operations

(1) PSYOPareplanned operationsto convey sdected truthful information and indicatorsto
foreignaudiencestoinfluencetheir emations, matives, objectivereasoning, and ultimately, thebehavior
of their governments, organizations, groups, andindividuas. The purposeof PSY OPistoinduceor
reinforceforeign attitudesand behavior favorabletotheoriginator’ sobjectives. PSY OPareavitd part
of thebroad range of USactivitiesto influenceforeign audiencesand arethe only DOD operations
authorizedtoinfluenceforeign TAsdirectly throughtheuseof radio, print, and other media PSY OP
personne advisethe supported commander on methodsto capitaize onthe psychologica impactsof
every aspect of force employment, and how to develop astrategy for devel oping and planning the
dissamination of specific PSY OPprograms, toachievetheoverdl campaignobjectives. Duringacriss,
aPSY OPassessment team (POAT) deploysat the request of the supported commander. A POAT is
asmdl, talloredteam of PSY OP planners, product distribution/dissemination, and logigticsspecidids.
The POAT assessesthe Stuation, deve ops PSY OPobjectives, and recommendsthe gppropriatelevel
of support to accomplishthemission. A POAT can augment aunified command or joint task force
(JTF) gaff and provide PSY OP planning support. Thesenior PSY OP officer intheoperationd area,
normally thejoint psychol ogica operationstask force (JPOTF) commander, may dso serveasthede
factojoint force PSY OPofficer. Working through thevarious component operationssteffs, thejoint
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force PSY OP officer ensurescontinuity of psychologica objectivesandidentifiesthemesto stressand
avoid.

(2) PSYOPasan|O CoreCapability. PSY OPhasacentrd roleintheachievement of 1O
objectivesin support of the JFC. Intoday’sinformation environment even PSY OPconducted & the
tactical level can have strategic effects. Therefore, PSY OP hasan approval processthat must be
understood and the necessity for timely decisionsisfundamentd to effective PSY OPand1O. Thisis
particularly important inthe early stagesof an operation giventhetimeit takesto develop, design,
produce, digtribute, disseminate, and evd uate PSY OPproductsand actions. All PSY OPareconducted
under theauthority of interagency-coordinated and OSD gpproved PSY OP programs. ThePSY OP
programgpprova processat thenationd leve requirestimefor sufficient coordination and resolution of
issues; hence, JFCs should begin PSY OP planning asearly as possi ble to ensure the execution of
PSY OPinsupport of operations. A JFC must havean gpproved PSY OPprogram, execution authority,
and ddlegation of product gpprovd authority before PSY OP execution can begin. JFCsshould request
PSY OP plannersimmediately during theinitid crigsstagesto ensurethe JFC hasplenty of lead timeto
obtaintheproper authority to execute PSY OP. PSY OPassetsmay beof particular vduetothe JFCin
pre-/post-combat operationswhen other meansof influencearerestrained or not authorized. PSY OP
must becoordinatedwith Cl, MILDEC, and OPSEC to ensuredeconflictionand control, Cl operations
arenot compromised, and that all capabilitieswithin O are coordinated to achieve the objectives
established in planning. Theremust be close cooperation and coordination between PSY OPand PA
gaffsinorder tomaintain credibility with their respectiveaudiences, whichisthe purposeof thel O cdl.
PSY OP€ffortsaremost effectivewhen personnel with athorough understanding of thelanguageand
cultureof the TA areincludedin thereview of PSY OPmaterialsand messages. Astheinformation
environment evolves, thedissemination of PSY OP productsisexpanding fromtraditiond print and
broadcast to more sophisticated use of the Internet, facs mile messaging, text messaging, and other
emergingmedia. Theeffectivenessof PSY OPisenhanced by the synchroni zation and coordination of
the core, supporting, and reated capabilitiesof 10; particularly PA, MILDEC, CNO, CMO, and EW.

For morediscussion on PSYOP, see Joint Publication (JP) 3-53, Joint Doctrinefor Psychological
Operations.

c. Military Deception

(1) MILDEC isdescribed asbeingthoseactionsexecutedto ddiberatdy midead adversary
decisonmakersastofriendly military cgpahilities, intentions, and operations, thereby causngtheadversary
totakespecific actions(or inactions) that will contributeto the accomplishment of thefriendly forces
misson. MILDEC and OPSEC arecomplementary activities— MIL DEC seekstoencourageincorrect
andyss, causngtheadversary to arriveat specificfa sedeductions, while OPSEC seeksto deny redl
informationtoanadversary, and prevent correct deduction of friendly plans. Tobeeffective aMILDEC
operation must be susceptibleto adversary collection systemsand “ seen” ascredibleto theenemy
commander and gtaff. A plausibleapproachto MILDEC planningisto employ afriendly courseof
action (COA) that can beexecuted by friendly forcesand thet adversary intdlligencecanverify. However,
MILDEC plannersmust not fal intothetrap of ascribing tothe adversary particular attitudes, values,
andreactionsthat “mirrorimage” likely friendly actionsinthesamesituation, i.e., assuming that the
adversary will respond or act in aparticular manner based on how wewould respond. Thereare

-2 JP 3-13



Core, Supporting, and Related Information Operations Capabilities

awayscompeting prioritiesfor theresourcesrequired for deception and theresourcesrequired for the
redl operation. For thisreason, the deception plan should bedeve oped concurrently with thered plan,
starting with the commander’ sand staff’sinitia estimate, to ensure proper resourcing of both. To
encourageincorrect anayssby theadversary, itisusualy moreefficient and effectivetoprovideafd se
purposefor real activity than to create false activity. OPSEC of the deception planisat least as
important as OPSEC of thered plan, since compromise of the deception may exposethered plan.
Thisreguirement for dosehold planningwhileensuring detailed coordinationisthegreatest chdlengeto
MILDEC planners. Onjoint gaffs MILDEC planningand oversght respong bility isnormally organized
asadaff deception e ement intheoperationsdirectorate of ajoint saff (J-3).

(20 MILDEC asan |0 CoreCapability. MILDEC isfundamental to successful 10. It
exploitsthe adversary’ sinformation systems, processes, and capabilities. MILDEC reliesupon
undergtanding how the adversary commander and supporting staff think and plan and how both use
information management to support their efforts. Thisrequiresahigh degreeof coordinationwithal
eementsof friendly forces activitiesintheinformation environment aswell aswith physca activities.
Each of thecore, supporting, and rel ated capabilitieshasapart to play inthe deve opment of successful
MILDECandinmaintainingitscredibility over time. While PA should not beinvolvedintheprovison
of faseinformation, it must beawareof theintent and purposeof MILDEC in order not toinadvertently
compromiseit.

For morediscussionon MILDEC, see JP 3-58, Military Deception.
d. Operations Security

(1) OPSECisaprocessof identifying critica information and subsequently analyzing
friendly actions and other activities to: identify what friendly information is necessary for the
adversary to have sufficiently accurate knowledge of friendly forcesand intentions; deny adversary
decison makers critical information about friendly forces and intentions; and cause adversary
decision makersto migudge the relevance of known critical friendly information because other
information about friendly forces and intentions remain secure. On joint staffs, respongibilities
for OPSEC arenormally delegated to the J-3. A designated OPSEC program manager supervises
other members of the command-assigned OPSEC duties and oversees the coordination,
development, and implementation of OPSEC asan integrated part of 10 in the operationa area.

(2) OPSEC asan |0 CoreCapability. OPSEC deniesthe adversary theinformation
needed to correctly assessfriendly capabilitiesand intentions. In particular, OPSEC complements
MILDEC by denying an adversary information required to both assessareal planandto disprove
adeception plan. For those 10 capabilities that exploit new opportunities and vulnerabilities,
such asEW and CNO, OPSEC isessentid to ensure friendly capabilities are not compromised.
The process of identifying essential elements of friendly information and taking measures to
mask them from disclosure to adversaries is only one part of a defense-in-depth approach to
securing friendly information. Tobeeffective, ather typesof security must complement OPSEC. Examples
of other typesof security include physical security, | A programs, computer network defense (CND),
and personnd programsthat screen personnel and limit authorized access.
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For morediscussion on OPSEC, see JP 3-54, Operations Security.
e. ElectronicWarfare

(1) EW refersto any military action involving the use of electromagnetic (EM) and
directed energy to control the EM spectrum or to attack the adversary. EW includesthree magjor
subdivisions: EA, eectronic protection (EP), and electronic warfare support (ES). EA involves
theuse of EM energy, directed energy, or antiradiation weaponsto attack personnd, facilities, or
equipment with theintent of degrading, neutraizing, or destroying adversary combat capability.
EPensuresthefriendly use of the EM spectrum. ES consistsof actionstasked by, or under direct
control of, an operational commander to search for, intercept, identify, and locate or localize
sources of intentional and unintentional radiated EM energy for the purpose of immediate threat
recognition, targeting, planning, and conduct of future operations. ES provides information
required for decisonsinvolving EW operationsand other tactical actionssuch asthreat avoidance,
targeting, and homing. ESdatacan be used to produce SIGINT, providetargeting for electronic
or other formsof attack, and produce measurement and sgnatureintelligence(MASINT). SIGINT
andMASINT can aso provide battle damage assessment (BDA) and feedback on the effectiveness
of the overall operationd plan.

(2 EW asan 10O CoreCapability. EW contributesto thesuccessof IO by usng offensve
and defens vetacticsand techniquesinavariety of combinationsto shape, disrupt, and exploit adversarid
useof theEM spectrumwhileprotecting friendly freedom of actioninthat Spectrum. Expandingreliance
ontheEM spectrum for informationa purposesincreasesboth the potentia and thechalengesof EW
in1O. Theincreasing prevaenceof wird esstd gphoneand computer usageextendsboth theutility and
threet of EW, offering opportunitiesto exploit an adversary’ selectronic vulnerabilitiesand arequirement
toidentify and protect our ownfrom smilar exploitation. Astheuseof the EM spectrum hasbecome
universal inmilitary operations, so hasEW becomeinvolvedinall aspectsof 1O. All of thecore,
supporting, and rdated | O cgpabilitieseither directly useEW or indirectly benefit from EW. Inorder to
coordinateand deconflict EW, and more broadly al military usage of the EM spectrum, anelectronic
warfarecoordination cell (EWCC) should be established by the JFC to reside with the component
commander most gppropriateto theoperation. Inaddition, dl joint operationsrequireajoint restricted
frequency list (JRFL). Thislist specifiesprotected, guarded, and taboo frequenciesthat should not
normdlly bedisrupted without prior coordination and planning, ether becauseof friendly useor friendly
explaitation. Thisismaintained and promulgated by thecommunicationssysemdirectorateof ajoint
saff (J-6) in coordinationwith J-3 and thejoint commander’selectronic warfarestaff (or EWCC, if

delegated).
For morediscussion on EW, see JP 3-13.1, Electronic Warfare.
f. Computer Network Operations
(1) CNOisoneof thelatest cgpabiilitiesdevel opedin support of military operations. CNO

semsfromtheincreasing use of networked computersand supporting I T infrastructure systemsby
military and civilian organizations. CNO, dongwith EW, isused to attack, decelve, degrade, disrupt,
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deny, exploit, and defend dectronicinformationandinfrastructure. For thepurposeof military operations,
CNO aredivided into CNA, CND, and related computer network exploitation (CNE) enabling
operations. CNA cong stsof actionstaken through the use of computer networksto disrupt, deny,
degrade, or destroy information resident in computersand computer networks, or thecomputersand
networksthemselves. CND involvesactionstaken through the use of computer networksto protect,
monitor, anayze, detect, and respond to unauthorized activity within DOD information systemsand
computer networks. CND actionsnot only protect DOD systemsfrom anexternd adversary but dso
from exploitation fromwithin, and arenow anecessary functioninal military operations. CNEis
enabling operationsandintd ligencecollection capabilitiesconducted through theuse of computer networks
togather datafromtarget or adversary automated information systemsor networks. Notethat dueto
the continued expang on of wird essnetworking and theintegration of computersand radio frequency
communications, therewill beoperationsand capabilitiesthat blur thelinebetween CNO and EW and
thet may requirecase-by-casedeterminationwhen EW and CNO areass gned separaterd easeauthorities

(2) CNO as an |0 Core Capability. The increasing reliance of unsophisticated
militaries and terrorist groups on computers and computer networks to pass information to C2
forcesreinforcestheimportanceof CNOin 1O plansand activities. Asthe capability of computers
and therange of their employment broadens, new vulnerabilitiesand opportunitieswill continue
to develop. Thisoffersboth opportunitiesto attack and exploit an adversary’s computer system
weaknessesand arequirement to identify and protect our own from similar attack or exploitation.

The doctrinal use of CNO capabilities in support of 10 is discussed further in Appendix A,
“ Qupplemental Guidance,” to this publication.

0. Mutual Support Among IO Capabilities. A more detailed description of how the 10
core capabilities mutually support one another isillustrated in the table at Appendix B, “Mutual
Support Between Information Operations Core Capabilities.” This shows some of the positive
interrelationshi ps between the contributorsto | O effects. For each positive contribution, thereis
also the possibility of negative effectsif these capabilities, which al operate in the information
environment, are not fully coordinated. The development of effective 10 across the range of
military operationsdependsupon afull understanding of thisinterrel ationship among capabilities.
Only then can they be properly and effectively integrated through the processes discussed in
Chapter V, “Planning and Coordination.”

3. Information Operations Supporting Capabilities

a. Capabilities supporting 10 include 1A, physical security, physical attack, ClI, and
COMCAM. Theseareeither directly or indirectly involved in theinformation environment and
contributeto effectivelO. They should beintegrated and coordinated with the core capahilities, but
as0 serveother wider purposes.

b. Information Assurance

(1) 1A isdefined asmeasuresthat protect and defend information and information systems
by ensuringthar availahility, integrity, authentication, confidentidity, and nonrepudiation. Thisindudes
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providingfor restoration of information systemsby incorporating protection, detection, and reaction
cgpabilities. IAisnecessary togainand maintaininformationsuperiority. 1A requiresadefense-in-depth
approach that integratesthe capabilitiesof people, operations, and technology to establish multilayer
and multidimengond protectionto ensuresurvivability and missionaccomplishment. |A must assume
that acoesscanbeganed toinformeation andinformation sysemsfroming deand outs deDOD-controlled
networks. Injoint organizations, |A isaresponshbility of the J-6.

(2) 1A asaSupporting Capability for 10. 10 dependson IA to protect information
and information systems, thereby assuring continuous capability. 1A and 10 have an operationa
relationship in which 1O are concerned with the coordination of military activities in the
information environment, while 1A protects the electronic and automated portions of the
informationenvironment. 1A and all aspectsof CNO areinterrelated and rely upon each other to
be effective. 10 relies on IA to protect infrastructure to ensure its availability to position
information for influence purposes and for the delivery of information to the adversary.
Conversdly, IA relies on 10 to provide operationa protection with coordinated OPSEC, ER,
CND, and CI againgt adversary 10 or intelligence efforts directed againsgt friendly electronic
information or information systems.

For detailed policy guidance, see DOD Directive (DODD) 8500.1, Information Assurance (1A),
DOD Ingruction (DODI) 8500.2, Information Assurance (IA) Implementation. Joint policy is
established in Chairman of the Joint Chiefs of Saff Instruction (CJCS) 3401.03, Information
Assurance (IA) and Computer Network Defense (CND) Joint Quarterly Readiness Review
(JORR) Metrics, and CJCS 6510.01 Series, Information Assurance (1A) and Computer Network
Defense (CND).

c. Physical Security

(1) Physica security isthat part of security concerned with physical measuresdesigned
to safeguard personnel, to prevent unauthorized accessto equipment, installations, material, and
documents, and to safeguard them agai nst espionage, sabotage, damage, and theft. The physica
security process includes determining vulnerabilities to known threats, applying appropriate
deterrent, control and denia safeguarding techniquesand measures, and responding to changing
conditions.

(2) Physical Security asa Supporting Capability for 10. Just aslA protectsfriendly
electronic information and information systems, physical security protects physical facilities
containing information and information systemsworldwide. Physical security often contributes
to OPSEC, particularly inthe case of MILDEC, when compromise of theMILDEC activity could
compromisethered plan. 10 plansmay reguiresignificant physca security resourcesand thisrequirement
should bemadeclear tothe J-3 asearly aspossiblein the planning process.

For morediscussion on physical security, see JP 3-07.2, Antiterrorism, JP 3-57, Joint Doctrinefor
Civil-Military Operations, andingeneral, JP 3-10, Joint Security Operationsin Thegter.
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d. Physical Attack

(1) Theconcept of attack isfundamental to military operations. Physical attack disrupts,
damages, or destroys adversary targets through destructive power. Physica attack can aso be
usedtocreateor dter adversary perceptionsor drivean adversary tousecertainexploitableinformation
sysdems.

(2) Physical Attack as a Supporting Capability for 10. Physicd attack can be
employed in support of 10 asameans of attacking C2 nodesto affect enemy ability to exercise
C2 and of influencing TAs. 10 capabilities, for example PSY OP, can be employed in support of
physical attack to maximizethe effect of theattack onthemorale of an adversary. Theintegration
and synchronization of fireswith 10 through the targeting processisfundamental to creating the
necessary synergy between O and moretraditional maneuver and strike operations. In order to
achievethisintegration, commanders must be able to define the effectsthey seek to achieve and
staffswill incorporate these capabilitiesinto the commander’splan. Specificdly, duetothefast-
paced conduct of air operations, it is crucia that the planning and execution of both 1O and air
operationsbe conducted concurrently to producethe most effectivetargeting plan. Considerations
of targeting are discussed in more detail in Chapter V, “Planning and Coordination.”

e. Counterinteligence

(1) CI conssts of information gathered and activities conducted to protect against
espionage, other intelligence activities, sabotage, or assass nations conducted by or on behalf of
foreign governmentsor elementsthereof, foreign organizations, foreign persons, or international
terrorist activities. The ClI programs in joint staffs are a responsgibility of the ClI and human
intelligence staff element of the intelligence directorate.

(2) Cl asaSupportingCapability for 10. Cl proceduresareacritical part of guarding
friendly information and information systems. A robust security program that integrates 1A,
physical security, Cl, and OPSEC with risk management procedures offers the best chance to
protect friendly information and information systems from adversary actions. CNO provide
some of thetools needed to conduct Cl operations. For the O planner, Cl andysisoffersaview
of the adversary’s information-gathering methodology. From this, ClI can develop the initia
intelligence target opportunities that provide accessto the adversary for MILDEC information,
PSY OP products, and CNA/CNE actions.

For morediscussionon Cl, seeclassified JP 2-01.2, Counterintel ligence and Human Intelligence
Support to Operations.

f. Combat Camera

(1) TheCOMCAM missonistoprovidethe OSD, theChairman of the Joint Chiefsof Staff
(CICYS), theMuilitary Departments, thecombatant commeands, and the JTFwith animagery cgpability in
support of operationa and planning requirementsacrosstherangeof military operations. COMCAM
isrespong blefor rapid deve opment and dissemination of productsthat support srategicand operationd
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O objectives. The COMCAM program belongstothe DefenseVisud Information Directorate, which
fdlsunder theAssstant Secretary of Defensefor PublicAffars. When deployed, operationd control of
COMCAM forces can be delegated to any echelon of command at the discretion of the JFC and
subordinate commanders. COMCAM may be coordinated by thel O staff at the JFC, component,
and subordinateunit levels. Most large JTF organizationswill haveajoint COMCAM management
teamassgned to manage COMCAM, andto ass s inthemovement of imagery. Additiondly, thereare
usualy oneor morejoint or component specific COMCAM teamsassigned to thetheater. These
component teamsmay beassigned to specid operationsforces(SOF) or other specificunits.

(2) Combat Camera asa Supporting Capability for |O0. COMCAM supportsall
of the capabilitiesof 10 that useimages of USor friendly force operations, whether to influence
an adversary or other TAs or support US forces or allies. They provide images for PSY OP,
MILDEC, PA, and CMO use, but can aso be used for BDA/measures of effectiveness (MOES)
analyss. COMCAM can dso providerecordsof 10 actionsfor subsequent rebuttal proceedings.
However, COMCAM imagery must be controlled in order to ensure that OPSEC is maintained
and vauable information is not released to the adversary. The quality and format, including
digital video/still photography, night and thermal imagery, meansthat COMCAM products can
be provided to professional newsorganizationsby PA when they are unableto providetheir own

imagery.

For more discussion on COMCAM, see Field Manud (FM) 3-55.12 / Marine Corps Reference
Publication (MCRP) 3-33.7A/ Navd Tactics, Techniques, and Procedures(NTTP) 3-13.12/Air Force
Tectics, Techniquesand Procedures(Indruction) (AFTTP[1]) 3-2.41, Multi-Service Tactics, Techniques,
and Proceduresfor Joint Combat CameraOperations.

4. Information Operations Related Capabilities

a Therearethreemilitary functions, PA, CMO, and DSPD, specified asrelated capabilities
for 10. These capabilities make significant contributionsto 10 and must always be coordinated
and integrated with the core and supporting 1O capabilities. However, their primary purpose
and rules under which they operate must not be compromised by [O. This requires additional
care and consderation in the planning and conduct of 10. For this reason, the PA and CMO
staffs particularly must work in close coordination with the 10 planning staff.

b. Public Affairs

(1) PA arethose publicinformation, command information, and community relations
activities directed toward both external and internal audiences with interest in DOD. PA is
essentia for joint forces information superiority, and credible PA operations are necessary to
support the commander’s mission and maintain essentia publicliaisons. PA'sprincipa focusis
toinform domestic and internationa audiencesof joint operationsto support combatant command
publicinformation needs(seeFgurell-1).

(2) PAasaRédated CapabilitytolO. PA and 1O must becoordinated and synchronized
to ensure cond stent themesand messagesare communicated to avoid credibility losses. Aswith other
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related 1O capatilities PA hasaroleinal agpectsof DOD’smissonsand functions. Communication of
operational matterstointerna and externa audiencesisjust onepart of PA'sfunction. Inperforming
dutiesasoneof the primary pokesmen, the public affairsofficer’sinteractionwith thel O staff enables
PA activitiesto beintegrated, coordinated, and deconflicted with 10. Whileintentsdiffer, PAand 1O
ultimately support thedissemination of information, themes, and messagesadapted totheir audiences.
PA contributes to the achievement of military objectives, for instance, by countering adversary
misinformation and disinformation through the publication of accurateinformation. PA dsoassists
OPSEC by ensuring that themediaareawareof theimplicationsof prematurere easeof information.
Theembedding of mediain combeat unitsoffersnew opportunities, aswell asrisks, for themediaandthe
military; the PA saff hasakey rolein establishing embedding ground rules. Many adversariesrely on
limiting their popul ation’sknowledgeto remainin power; PA and | O providewaysto get thejoint
forces messagestothesepopulations.

For more discussion on PA, see JP 3-61, Public Affairs.
c. Civil-Military Operations

(1) CMOaretheactivitiesof acommander that establish, maintain, influence, or exploit
relations between military forces, governmental and nongovernmental civilian organizations
andauthorities andthedivilian populace. They areconducted acrosstherangeof military operationsto
addressroot causesof ingtability, ass s inrecongtruction after conflict or disaster, or may beconducted

PRINCIPLES OF PUBLIC INFORMATION

® Information shall be made fully and readily available, consistent with statutory
requirements, unless its release is precluded by national security constraints
or valid statutory mandates or exceptions. The “Freedom of Information Act”
shall be supported in both letter and spirit.

® A free flow of general and military information shall be made available,
without censorship or propaganda, to the men and women of the Armed
Forces and their dependents.

® Information shall not be classified or otherwise withheld to protect the
Government from criticism or embarrassment.

® |Information shall be withheld only when disclosure would adversely affect
national security, or threaten the safety or privacy of the men and women of
the Armed Forces.

® The Department of Defense’s (DOD’s) obligation to provide the public with
information on DOD major programs may require detailed public affairs
planning and coordination in the DOD and with other Government Agencies.
Such activity is to expedite the flow of information to the public.

Figure II-1. Principles of Public Information
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independent of other military operationsto support US nationd security objectives. CMO canoccurin
friendly, neutrd, or hogtileoperationd areastofacilitatemilitary operationsand achieve USobjectives.
CMO may include performanceby military forcesof activitiesand functionsthat are normally the
responsbility of locd, regiond, or nationd government. Theseactivitiesmay occur prior to, during, or
subsequent to other military actions. CMO may beperformed by designated civil affairs(CA), by other
military forces, or by acombinationof CA andother forces. Certaintypesof organizationsareparticularly
suitedtothismissonandformthenucleusof CMO. Theseunitsaretypicaly CA and PSY OPunits.
Others, suchas, but not limited to, other SOF, engineers, hedth service support, trangportation, military
policeand security forces, may act asenablers. Personnd skilled inthelanguage and cultureof the
populaionareessentid to CMO.

(2) CMO as a Related Capability to 10. CMO can be paticularly effective in
peacetime and pre-/post-combat operations when other capabilities and actions may be
constrained. Early consideration of the civil-military environment in which operationswill take
placeisimportant. Aswith PA, the CM O staff dso hasanimportant roleto play inthedevel opment
of broader 10 plans and objectives. As the accessibility of information to the widest public
audiencesincreasesand asmilitary operationsincreasingly are conducted in open environments,
theimportance of CM O to the achievement of 10 objectiveswill increase. At the sametimethe
direct involvement of CM O with core, supporting and related 1O capabilities (for instance PSY OP,
CNO, and ClI) will dsoincrease. CMO, by their nature, usually affect public perceptionsintheir
immediate locale. Distribution of information about CM O efforts and results through PA and
PSY OP can affect the perceptions of abroader audience and favorably influence key groups or
individuals.

For more discussion on CMO, see JP 3-57, Joint Doctrine for Civil-Military Operations.
d. Defense Support to Public Diplomacy

(1) DSPD conggts of activities and measures taken by DOD components, not solely
inthe area of 10, to support and facilitate public diplomacy efforts of the USG

(2) DSPD, PD, and 0. DOD contributesto PD, whichincludesthoseovert internationa
information activities of the USG designed to promote USforeign policy objectivesby seeking to
undergtand, inform, and influencefore gn audiencesand opinion mekersand by broadeningthedid ogue
between American citizensandingtitutionsand their counterpartsabroad. \When gpproved, PSY OP
assatsmay beemployedin support of DSPD aspart of security cooperationinitiativesor in support of
USembassy PD programs. Much of theoperationd levd 1O activity conducted in any theeter will be
directly linked to PD objectives. DSPD requirescoordinationwith both theinteragency and among
DOD components.

For more discussion on DSPD, see DODD 3600.1, Information Operations (10).
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CHAPTER 11|
INTELLIGENCE SUPPORT TO INFORMATION OPERATIONS

“To understand human decisions and human behavior requires something more
than an appreciation of immediate stimuli. It requires, too, a consideration of the
totality of forces, material and spiritual, which condition, influence or direct human
responses. And because we are dealing with human beings, the forces which
helped shape their actions must be recognized as multiple, subtle, and infinitely
complex.”

David Herlihy, The History of Feudalism

1. Introduction

Like all other aspects of joint operations, 10 requires effective intelligence support. 10 is
intelligence intensive in particular and therefore successful planning, preparation, execution,
and assessment of 10 demand detailed and timely intelligence. This chapter briefly discusses
how intelligence supports the planning and execution of 10.

2. Intelligence Support to Information Operations

Beforemilitary activitiesin theinformation environment can be planned, the current “ state”
of the dynamicinformation environment must be collected, analyzed, and provided to commanders
and their staffs. This requires intelligence on relevant portions of the physical, informational,
and cognitive propertiesof theinformation environment, which necessitatescollection and andlysis
of awide variety of information and the production of awide variety of intelligence products as
discussed below.

a Nature of 10 Intdligence Requirements. In order to understand the adversary or
other TA decision-making processand determine the appropri ate capabilitiesnecessary to achieve
operationa objectives, commandersand their staffsmust have current data. Thisincludesrelevant
physical, informational, and cognitive properties of the information environment as well as
assessment of ongoing 10 activities.

(1) Physical Properties of the Information Environment. Physica properties of
the information environment include people, places, things, and capabilities of information
infrastructure and adversary information capabilities. Examplesinclude:

(@) Geographic coordinates of adversary information infrastructure and
capabilities.

(b) Organization of infragtructureand capabilitiesaswell asidentification of critical
links, nodes, and redundant communication infrastructure.

(©) Types, quantity, and configuration of informationinfrastructureand capabilities
(with specific makes, models, and numbers).
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(d) Organizational planning, decision, and execution processes.

(e) Enemy inteligence/feedback mechanism for gaining battlespace avareness,
information, and knowledge.

(f) Enemy computer attack, defense, and exploitation capabilities.

(2 Informational Propertiesof thel nfor mation Environment. Informationd properties
of theinformation environment includethose systemsand networkswhereinformation iscreated,
processed, manipul ated, tranamitted, and shared. Itincludesthose propertiesrdevant tothedectronic
collection, transmission, processing, storage, and display of information. Thesepropertiesmay be
€lectronic or human-to-human or acombination of both. They describetheformal and informal
communicationsinfrastructureand networks, kinshipand descent relationships lictandilliat commercid
relationshipsand socid affiliationsand contactsthat collectively create, process, manipul ate, tranamit,
and shareinformationinan operationa areaand among TAs. Examplesof informationd properties
indude

(&) Specification, capacity, configuration, and usage of information infrastructure
and capabilities.

(b) Technicd design of information infrastructure.

() Networksof human-to-human contact used for thetransmission of information
(couriers, rat-lines, dead-drops, €tc.).

(d) Social and commercia networks that process and share information and
influence (kinship and descent linkages, forma and informa socid contacts, licit and illicit
commercia affiliations and records of ownership and transactions, €etc.).

(e) Content and context.

(3) Cognitive Properties of the Information Environment. Cognitive properties
of the information environment are the psychological, cultura, behavioral, and other human
attributes that influence decision making, the flow of information, and the interpretation of
information by individualsor groupsat any level in astate or organization. Cognitive properties
may include:

(@) Cultural and societal factors affecting attitudes and perceptions such as
language, education, history, religion, myths, personal experience, and family structure.

(b) Identity of key individuas and groups affecting attitudes and perceptions,
whether in the same or a different country as those they influence.

(o) Identity and psychological profile of key decision makers, their advisors, key
associates, and/or family members who influence them.
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(d) Credibility of key individuasor groupsand specification of their sphereaf influence.

(e) Laws, regulations, and proceduresrel evant to information and decisonmaking,
decison-making processes, capability employment doctrine, timeliness, and information content.

(f) How leadersthink, perceive, plan, execute, and assessoutcomesof their results
and actions from their perspectives.

(9) Identify key historical events between the target country and the US, which
may affect an individual or group’s attitudes and perceptions of the US, whether in the same or
different country as those they influence.

(4) Whilethesebroadtypesof propertiesof theinformationenvironmentillusratethediversty
of IOintdligencerequirements itisimportant to notethat multi plesourcesand methodsmay berequired
tocollect physicd, informationd , and cognitive propertiesof specific collectiontargetsinorder tofuse
andandyzedifferent propertiesinsupport of |O planning. For instance, if operationd planning requires
intelligenceonradio sationswithin an adversary country, that requirement may includethenumber and
location of broadcast and tranamissonfacilities(physical), thetechnica specificationsof eech Sation
(informationd), theidentity of ownersand key personnd, andthecredibility or popularity of eech Sation
(cognitive).

b. Inteligence Support to 10 Planning. Intelligence support is an integral part of 10
planning. Inparticular, thejoint intelligence preparation of the battlespace (J PB) processprovides
avaluable methodology for identifying capabilities, vulnerabilities, and critical nodeswithinthe
information environment. JP 2-01.3, Joint Tactics, Techniques, and Procedures for Joint
Intelligence Prepar ation of the Battlespace, discusses JPB support to 10. A sequentia overview
of intelligence support to 1O planning includes actions to:

(1) Identify adversary information value, use, flow, and vulnerabilities relevant to
specific types of decison making.

(2) Identify individual systemsand target setsrelevant to specified adversary or other
TA decison making.

(3) Identify desired effects appropriate to individua systems and target sets.

(4) Predict the consegquences (non-objective related outcomes) of identified actions.

(5) Coordinatewith planning personnd to establish priority of intelligencerequirements.

(6) Assst in developing 10 assessment criteria during planning and then assst in
monitoring and assessing | O during execution (which may extend before and after execution of

conventiona operations).

(7) Talor assessment/feedback methodologies to specific operations.
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(8) Evduatetheoutcomeof executed 1O activitiestasks.
(9) Provide assessment for 10 actions relative to JFC objectives and mission.
c. Intdligence Consderationsin Planning I nfor mation Oper ations

(1) Information Environment Impact on Intelligence Support. The nature of the
information environment has profound implicationsfor intelligence support to 10. Members of
the operational community and the intelligence community must understand these implications
inorder to efficiently request and provide quality intelligence support to |O. Theseimplications
are listed below.

(& Intelligence Resources are Limited. Information collection requirements
are dmogt limitless, especidly for many types of |O. Commanders and their intelligence and
operations directorates must work together to identify 1O intelligence requirements and ensure
that they aregiven high enough priority inthe commander’ srequeststo theintelligence community
(1C).

(b) CollectionActivitiesareL egally Consgtrained. Thenatureof theinformation
environment complicates compliance with lega congtraints and restraints. Thus the IC must
implement technical and procedura methods to ensure compliance with the law. Additionally,
intelligence may be supplemented with information legaly provided by law enforcement or
other sources. Especialy in the area of CNO, where the application of different domestic and
internationa laws may be unclear, close coordination among the operationd, legal, and law
enforcement communitiesis essential.

(c) 10 Intelligence Often Requires Long Lead Times. The intelligence
necessary to affect adversary or other TA decisons often requires that specific sources and
methods be positioned and employed over timeto collect the necessary information and conduct
analysesrequired for 10 planning. Commandersand their staffs, including 1O planners, must be
awareof therelativelead timesrequired to devel op different types of intelligence both for initial
planning and for feedback during operations. To deal with theselong lead times, the commander
must provide detailed initid guidance to the staff during the mission analysis and estimate
Processes.

(d) Thelnformation Environment isDynamic. Theinformation environment
changes over time according to different factors. Physical changes may occur more dowly and
may be easier to detect than informational or cognitive changes. Commanders and their staffs
must understand both the timeliness of the intelligence they receive and the differing potentials
for change in the dimensions of the information environment. The implication isthat we must
have agileintdlects, inteligence systems, and organizationa processesto exploit this dynamic
environment.
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(e Propertiesof thelnformation Environment Affect I ntelligence. Collection of
physcd anddectronicinformationisobjectively measurableby location and quantity. Whileidentification
of key individualsand groupsof interest may bearelatively straightforward challenge, therdative
importanceof variousindividua sand groups, their psychologicd profiles, and how they interactisnot
easly agreed upon nor quantified. Commandersand their staffsmust have an appreciation for the
ubjectivenaureof psychalogicd profilesand humannature. They must dso continueto pursueeffective
meansof trying to measure subjectived ementsusing MOEsand other gpplicabl etechniques.

(2) Coordination of Planned | O with Intelligence. Coordination should occur among
intelligence, targeting, 10, and collection management personnd. Therequirement for accurate
intelligence gain/loss and political/military assessments, when determining targetsto attack and
means of employment, is centrd to the integration of 0.

(3) Foreign Perceptions and Human Factors Analysis. Assessing foreign
perceptions is necessary for successful 10 activities. Preparing the modern battlespace for
successful joint operations relies on athorough understanding of the information environment,
including foreign perceptions, TA analysis, and cultural analysis. Geographic combatant
commanders require |C support to continually assess foreign perceptions of support for the
areasof respongbility (AORs) TSCPefforts, aong with Joint Operation Planning and Execution
System (JOPES) planning activities. Human factorsanalysisin conjunctionwith an understanding
of the cultura environment are ad so important in avoiding projection of US cultura biason TAs
(mirror imaging). Intelligence resources contribute to assessing of foreign populations through
human factorsanaysis, influence net modeling, foreign mediaanalysis, mediamapping, polling/
focus group andysis, and key communicators/sources of influence andysis. Thisis, for the
most part, open source intelligence and must be interpreted and synthesized by country/cultural
intelligence subject matter experts (SMES).

(4) Priority of Effort. The requirement to collect, analyze, and produce detailed
intelligenceof thegranularity requiredfor 10 currently exceedstheresourcesof thel C. Assigning
intelligenceresourcesto 10 aswith all operationsisregulated based on established requirements
and processes withinthe IC. It isimperative that intelligence requirements be coordinated and
prioritized at each level of command.

d. Sourcesof Intelligence Support

(1) Throughtheinteligencedirectorateof ajoint saff (J-2), 1O planner sand supporting
joint or ganizationshaveaccessto inteligencefrom the nationa and combatant command-level
intelligenceproducersand collectors. At thecombatant command levd , thethegter joint inteligence
center supports1O planning and execution and provides support to JTFsthrough established joint
intelligence support dements. Inmultinational oper ations, when appropriate, the J-2 should share
information and assessmentswith dliesand codition partners.

(2) TheJ2oneachjoint gaff normally assgnsspecific J-2 personne to coordinatewith 1O
plannersand capability specidtiesthroughthel O cdll or other 10 staff organi zationsestablished by the
JFC.
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CHAPTER IV
RESPONSIBILITIESAND COMMAND RELATIONSHIPS

“Good will can make any organization work; conversely the best organization in
the world is unsound if the men who have to make it work don’t believe in it.”

James Forrestal

1. Introduction

This chapter describes the JFC's authority for 10, specific responsibilities established in
DODD 3600.1, Information Operations (10), and the Unified Command Plan, command
relationships between the DOD components responsible for 10, the organization of combatant
command and JTF staffs for 10, and joint boards, processes, and products related to 10.

2. Authorities and Responsibilities

a Authorities. 10 in one combatant command AOR may affect other AORs directly or
indirectly. To address this complication, the President has given Commander, United States
Strategic Command (CDRUSSTRATCOM) specific responsibility to coordinate 10O (core
capabilities) across combatant command AOR boundaries.

b. Responghilities

(1) Responsihilitiesfor 1O are established in DODD 3600.1, Information Operations
(10). Thecommandersof the combatant commands shall integrate, plan, execute, and assess1O
when conducting campaignsacrosstherange of military operationsand shall identify and prioritize
IO requirements. 10 shall beintegrated into appropriate security cooperation plansand activities.

(2) In accordance with change 2 to Unified Command Plan for Fiscal Year '04
CDRUSSTRATCOM integratesand coordinates DOD 10 that crossAOR boundariesincluding:

(& Supporting other combatant commanders for planning.

(b) Planning and coordinating capabilitiesthat have trans-regiona effectsor that
directly support national objectives.

(c) Exercising C2 of selected missionsif directed to do so by the President or the
Secretary of Defense (SecDef).

(d) Planning, directing, and identifying desired characteristics and capabilities
for DOD-wide CND.

(e) Identifying desired characteristicsand capabilitiesof CNA, conducting CNA
insupport of assigned missions, and integrating CNA capabilitiesin support of other combatant
commanders, as directed.
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(f) Identifying desired characteristics and capabilitiesfor joint EW and planning
for and conducting EW in support of assigned missons.

(9) Supporting other combatant commanders for the planning and integration of
joint OPSEC and MILDEC.

3. Joint Information Operations Organizational Roles and Responsibilities

a Joint Saff. TheCharmanof theJoint Chiefsof Staff (CICS' s) responsibilitiesfor IO arebath
generd (such asthoseto establish doctrine, provideadvice, and makerecommendations) and Specific
(such asthoseassigned in DOD 10 policy). The J-3 servesasthe CICS sfocd point for IO and
coordinates with the other organizations within the Joint Staff that have direct or supporting IO
respongbilities. ThelOdivisonsof the Joint Staff J-3 provide | O specific adviceand advocate Joint
Staff and combatant commands' 1O interests and concerns within DOD and interact with other
organizations and individuas on behdf of the CICS. CJCSI 3210.01 Series, Joint Information
OperationsPalicy, providesspecific policy guidanceon 1O responsbilitiesand functionsof the Joint
Saf.

b. Combatant Commands

(1) CDRUSSTRATCOM'sspecificauthority and responsibility to coordinate O across
AOR and functional boundaries does not diminish the imperative for the other combatant
commandersto coordinate, integrate, plan, execute, and employ |O. Theseeffortsmay bedirected
a achieving national or military objectives incorporated in TSCPs, shaping the operationa
environment for potential employment during periods of heightened tensions, or in support of
specificmilitary operations. Itisentirely possiblethat in agiven theater, the combatant commander
will be supported for select 1O while concurrently supporting United States Strategic Command
(USSTRATCOM) 10 activities across multiple theater boundaries. As with other aspects of
joint operations, joint 10 should be accomplished through centraized planning and direction
and decentraized execution. Joint-level planners should resist the temptation to plan in too
great alevel of detail. Plansthat focus on objectives and end states rather than specific actions
improve flexibility during execution and alow component staffs to develop plan details based
onresourceavailability, constraints, and other factors. Thespecificsof planning 1O asanintegral
part of joint plans are discussed in Chapter V, “Planning and Coordination.”

(2) TheCommander, USSpecid Operations Command (USSOCOM) shdll, inaddition
totheresponghbilitiesin section 2.b.(1) above, integrate and coordinate DOD PSY OP capabilities
to enhanceinteroperability and support USSTRATCOM'sIO responsibilitiesand other combatant
commanders PSY OP planning and execution. USSOCOM shall also employ other SOF 1O
capabilities as directed.

c. Components. Componentsarenormally respong blefor detail ed planning and execution of
10. 10 planned and conducted by thecomponentsmust be conducted withinthe parametersestablished
by the JFC. At the sametime, component commanders and their subordinates must be provided
auffidentflexibility and authority torespondtol ocd varigtionsintheinformationenvironment. Component
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commandersdeterminehow ther saffsareorganized for O, and normdly desgnatepersonnd toliaise
betweenthe JFC' sheedquartersand component heedquarter daffs

d. SubordinateJFCs. Subordinate JFCsplan and execute |O asan integrated part of joint
operations. Subordinate staffs normally share the same type of relationship with the parent joint
force | O staff asthe Service and functional components. Subor dinate JFC staffsmay become
involved in 10 planning and execution to a significant degree, to include making
recommendations for employment of specific capabilities, particularly if most of the capability
needed for a certain operation resides in that subordinate JTF.

4. Organizing for Joint Information Operations

The principal staffs that may be involved in 1O planning are the combatant command,
subordinate joint force command(s), and component staffs.

a Combatant Command Organization. Combatant command staffs, supported by
the1C and other DOD combat support agenciesand Department of State (DOS) representatives,
can call on theexpertiseof personnel assigned totheir component commandsto assistinthe
planning process. These staffsusethe planning process specified by JOPESto carry out planning
responsibilities. The command which is designated the supported command receives guidance
and support from the President and SecDef and can call on the expertise and technica support of
all other designated supporting commands.

(1) Combatant commanders normally assign responsibility for 10 to the J-3. When
authorized, the director of the J-3 has primary staff responsibility for planning, coordinating,
integrating, and assessing joint force 1O.

(2) 10 Cdl Chief. TheJ-3normally designatesan | O cedll chief toassistinexecuting
joint 10 responghilities. The 10 cell chief is the central point of contact on the combatant
command staff for |O. Theprimary function of thel O cdll chief isto ensurethat 10 areintegrated
and synchronized in al planning processes of the combatant command staff and that 10 aspects
of such processes are coordinated with higher, adjacent, subordinate, and multinational staffs.
In operational planning, the 10 cell chief ensures that the 10 portions of JOPES and TSCP
products reflect the combatant commander’s guidance and are consistent with the operational
principlesand e ements of operationa design discussedin JP 3-0, Joint Operations, and Chapter
V, “Planning and Coordination,” in this publication. The IO cell chief isnormally responsible
for functions shown in Figure I V-1.

(3) 10 Saff. ThelOcdl chief isnormally assigned respong bility for supervisonof 10
activitiesfor that portion of the J-3 staff designated as1O plannersand for coordination with SMES
withinthejointforce. Theportion of thestaff under thecognizanceof thel O cell chief isnormdly given
aspecificnumericd desgnationsuchas” J39.” Thisgaff sectionassgsthel O cdl chief and provides
1O planning and corecapability expertisewithinthestaff and coordinateswith other taffsand supporting
agenciesand organizations. Duringtheexecution of anoperaion, |O plannersshdl beavalladletothe
joint operationscenter (JOC) or itsequiva ent toass st inintegration, deconfliction, support, or adjustment
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INFORMATION OPERATIONS CELL CHIEF FUNCTIONS

® Coordinating the overall information operations (I0) portion of the plan for
the joint force commander (JFC).

® Coordinating IO issues within the joint staff and with counterpart 10 planners
on the component staffs.

Coordinating 1O activities to support the JFC concept of operations.
Recommending IO priorities to accomplish planned objectives.
Determining the availability of 10 resources to carry out 10 plans.

Recommending tasking to the operations directorate (J-3) for joint
organizations, staff, and elements (e.g., electronic warfare planners, military
deception planners) that plan and supervise the various capabilities and
related activities to be utilized. Consolidated J-3 tasking ensures efficiency
in planning and executing integrated 10.

Serving as the primary “advocate” for 10 targets nominated for attack
throughout the target nomination and review process established by the JFC.

® Coordinating the planning and execution of 10 between the joint
organizations (including components) responsible for each element of 10.

® Coordinating intelligence and assessment support to 10.
@ Coordinating IO inputs from joint centers and agencies.

® Coordinating liaison with the Joint Information Operations Center, Joint
Warfare Analysis Center, and other joint centers.

Figure IV-1. Information Operations Cell Chief Functions

of IO activitiesasnecessary. If [O manning permitsandthe J-3 or 1O cell chief designates, | O staff
personnel may bepart of the JOC watch team or stand aseparate watch. Dueto the sengitive
natureof someaspectsof 10, al membersof thel O saff should havethe appropriate security clearance
andaccessnecessary tofulfill their IO respongibilities.

(4) 10 Céll or Planning Organization. To integrate and synchronize the core
capabilitiesof IO with |O-supporting and related capabilitiesand appropriate staff functions, the
10 cell chief normaly leadsan “10 cell” or smilarly named group as an integrated part of the
staff’s operational planning group or equivalent. The organizationa relationships between the
joint 10 cell and the organi zationsthat support thel O cdll are per JFC guidance. Thesesupporting
or ganizationsprovideguidance ontheemployment of their respective capabilitiesand activities.
The specific duties and responsibilities of representatives from these supporting organizations
should be established between the 1O cell chief and the senior representative of each supporting
organization. Authorized staffing levels, mission, and location of JFC staff vis-a-vis each
capability-level organization are among the considerations in determining how organizations
arerepresentedinthecell. FigurelV-2isintended asaguidein determining which member sof
ajoint gaff should coordinate with 10 planners. The JFC should tailor the composition of
thecdl asnecessary toaccomplishthemisson. Cgpaility, saff function and organizationd represantation
onthel O cel may includethefollowing personnd listed and described bel ow.
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NOTIONAL INFORMATION OPERATIONS CELL
RESIDENT
3

PLANNERS

-2 REP
CHAPLAIN J USSTRATCOM

MILDEC OPSEC REP 9 RER LIAISON(S)

PLANNERS USSTRATCOM REPS (CNO,
MILDEC REP  SPACE CONTROL & GLOBAL STRIKE) J-6
JPOTF J-6 REP
PSYOP REP (IA & CND) J-7
EWCC EW REP J-7 REP

PHYSICAL PHYSICAL PAO REP PAO
SECURITY STAFF ;| SECURITY REP LEGAL REP

JUDGE
SECTION 70 REP 0 CELL J2X REP (Cl)

CSEI?L SOF REP CMO STAFF/CIVIL
AFFAIRS REP I STAFF

ADVOCATE

JOINT FIRES
JSOTF OFFICER COMPONENT SECTION (J2X)

J2T REP LIAISONS
JOINT FIRES
ELEMENT (JFE) OTHER STATE DEPARTMENT JCMOTF

TARGETING SERVICE/FUNCTIONAL
CELL (J2T) COMPONENTS

ALLIES AND STATE DEPARTMENT
SUPPORT REPS LIAISON

Counterintelligence Joint Special Operations Task
Civil-military Operations Force

Computer Network Defense Military Deception

Computer Network Operations Operations Security

Electronic Warfare Public Affairs Office

Electronic Warfare Coordination Cell Psychological Operations
Information Assurance Representative

Information Operations Special Operations Forces

Joint Civil-Military Operations Task Force Special Technical Operations
Joint Psychological Operations Task Force United States Strategic Command

Figure IV-2. Notional Information Operations Cell

(8 EW Representative. CoordinatesEW activitiesand actsasliaison between
the 1O cdl and the EWCC when formed (at the direction of the JFC). Serves as Joint
Spectrum Center (JSC) liaison officer and provides oversight of input and changes to the
JRFL in the absence of an EWCC. When directed by the JFC, the EWCC will stand up and
reside at the JFC component most appropriate to the ongoing operation, and will be directly
responsible to the JFC, through the EW representative in the 10 cell, for the coordination and
deconfliction of al EW activitiesand al military usage of the EM spectrum within the combatant
commander’'sAOR. Whenan EWCCisactive, the EWCC chief or hisdesignated representative
should bethe EW representative at thel O cell. Coordinatesclosaly with J-6 plannersto deconflict
friendly 10 in the EM spectrum.

(b) CNO Representative. Coordinatesintegration and synchronization of CNO
withother 10 capabilitiesand deconflicts CNOwith other S&ff directoratesand organi zationsrepresented
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inthelOcell.

(c) PSYOP Representative. Coordinates to provide DSPD. Integrates,
coordinates, and synchronizesthe use of PSY OP with other O capabilities, functions, agencies,
and organizations represented in the |O cell. Serves as entry point for liaison from the JPOTF,
the in-theater multinational PSY OP cells, and Joint PSY OP support element as appropriate.

(d) OPSEC Representative. With assistance from each directorate, identifies
existing threatsand vulnerabilities, devel opsthecritical informationlist, and implements OPSEC
countermeasures. Serves asthe joint communications security (COM SEC) monitoring activity
(JCMA) point of entry into the staff.

(¢) MILDEC Representative. Coordinatescombatant command or subordinate
joint force command MILDEC planning.

(f) Special Technical Operations(STO) Representative. The STO representative
should beanintegrd member of thel O cdll toensure STO planningisfully integrated and coordinated.
STOread-insare conducted throughout the | O staff based on misson requirementsand governing
security directives.

(g) USSTRATCOM Representative(s). Participates viacollaborative systems
or in person when available. Acts as liaison to USSTRATCOM across AOR or functional
boundaries to support 10 planning and execution.

(h) J-6 Communication Systems and | A Representative. Facilitates | A and
coor dination between information system planners and managers and members of the O cell.
Coordinates with the J-3 to minimize 1O oper ationsimpact on friendly forces C2. Principal
liaison with the joint network operations control center (INCC). Identifies critical information
systems and vulnerabilities of these systems and networks (non-secure internet protocol router
network, SECRET Internet Protocol Router Network [ SIPRNET], Joint Worldwide Intelligence
Communications System, voice, video, data, satellite, and tactical communications). May assst
coordination between the J-3 and OPSEC planners with JCMA.

(i) J-2 Representative. Coordinates collection requirements and analytical
support for compartmented and noncompartmented |O. May serve asliaisonto thelO cell for
other DOD intelligenceagencies. Providesbasaline assessment of theinformation environment.

() Targeting Cell Representative. Represents the targeting cell(s) and
coordinates | O targets with the joint targeting coordination board (JTCB), if designated.

(k) CI Representative. Coordinates 1O inputs to Cl activities which have
sgnificant rolesin10. Providesinput on adversary collection capabilitiesfor OPSEC planning.

(I) Physical Security Representative. Provides physica security expertise and
advocatesinterestsand concernswithin thejoint command, the host base, and thejoint rear areaas
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gopropriate, during O cdl planning ddliberations. May liaisebetweenthel O cdl and boththejoint rear
tactica operationscenter and the base defense operations center when gppropriate.

(m) Logistics Directorate (J-4) Representative. Coordinates and integrates
1 O logistic consider ationsinto the contingency planning process. Represents|O cell concerns
to the time-phased force and deployment data (TPFDD) process and assists 1O cell membersin
getting 10 capabilities properly entered and synchronized on the time-phased force and
deployment list (TPFDL). During deployment, execution, and redeployment phases of an
operation, the 4 representative can assist 10 cell membersintracking movement of 10 activities
and their logistic support to and from the supported AOR. The J4 representative relays 1O
planning guidance for OPSEC to other J-4 staff personnel and provideslogistic policy guidance
as appropriate.

(n) Plans Directorate Representative. Coordinates integration and
synchronization of 10 cell procedures and products into staff operational and theater planning
Processes.

(o) Operational Plans and Joint Force Development Directorate (J-7)
Representative. Provides exercise planning, modeling and simulation (M & S), and lessons
learned process expertise and advocates exercise planning, M& S, and lessons lear ned
interestsand concerns. Servesasprimary integrator of | O intoexercisesand M& S, especidly
at the JTF level. Ensures resulting lessons learned are incorporated into the Joint Lessons
L earned Program, as appropriate.

(p) PARepresentative. Coordinatesand deconflictsPA activitieswith planned 1 O.

(9 CMO Representative. Ensures consstency of CM O activitieswithin the
combatant commander’ SAOR that may support 10. ProvideslO cell cultura adviceand analysis
of IOimpact onciviliantargets. Coordinates| O supportto CMO asrequired. Providesinteragency
coordination, intergovernmental coordination, and coordination with nongovernmental
organizations (NGOs), and host nations. Provides feedback on 1O MOEs.

(N JudgeAdvocate(JA) Representative. Advisesplannerstoensurel O complies
with domesticand inter national law and assi stswith interagency coordination and negotiation.

(9 Special OperationsRepresentative. Coordinatesuseof SOF withinanAOR
or joint operations areain support of 10.

(t) Serviceand Functional Component Representatives. Theseofficersinterface
withthecombatant commeand 1O cell to provide component expertiseand act asaliasonfor [O matters
between the combatant command and the component. These representativesalso may serveas
member sof oneor mor eof thesupporting organizationsof 1O (eg.,theSTO cdl). For most
effective coordination between thecombatant commeand 1O cdll and thecomponent 10 cdlls theliaisons
must be pre-designated, thoroughly familiar with the component’s1 O plan, and of thegppropriaterank
to speak for the component when the component isat aseparatelocation.
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(u) Chaplain Representative. Chaplains, as noncombatants, should not
participate in combatant activities that might compromise their noncombatant status; however,
they may provide relevant information on the religious, cultura, and ideological issues at the
strategic and operational levels.

(v) DOS Representative. DOS will coordinate with foreign and international
organizationsthat could be or are affected by the implementation of 10 activities. Provides PD
expertise and advocates PD and DOS interests and concerns during 1O cell planning
deliberations. The DOSrepresentative providesaview of the PD capabilitiesthat can be brought
to bear to achieve USG objectives within the military operational area, and makes
recommendetionsfor interactingwithcivilian (and military) leaders which caninfluencetheoutcomeof

military operations.

(w) Support Organization Representatives. Representatives from various
organizations providing support to 10, discussed in paragraph 4.c. below and not mentioned
specifically above, may participate in 1O cell planning deliberations as directed in individual
joint staff procedures and standing operating procedures (SOPs).

See Appendix A, * Supplemental Guidance,” (published separately), for additional organization
guidance and responsibilities.

b. Joint Task Force Command Organization

(1) The sze of the 10 g&ff, at the JTF level, is determined by the JTF commander
based on avariety of factorsincluding assigned mission and available resources. The standing
joint force headquarters core element (SJIFHQ CE) is a part of each geographic combatant
commander’s staff that provides atrained and equipped standing, joint C2 element specifically
organized to conduct joint operations. It facilitates JTF headquarters (HQ) formation either as
anintegrated part of the JTF commander’sHQ or from itslocation at the combatant commander’s
HQ. If elements of the SIFHQ CE deploy, they become an integra part of the JTF HQ, not a
separate organization within the JTF HQ. SIFHQ CEs have 10 sections that benefit from the
SIFHQ CE’s cross-functional organization and planning methodology.

(2) The primary purpose of aJTF 10 staff isto focus 10 planning and support within
the JTFHQ. TheJTF 10 staff providesexpertiseto the other JTF HQ staff directoratesandisthe
focal point for coordinating and deconflicting individua core, supporting and related 10
capabilitieswith other staff functions, component and higher HQ staff, and supporting agencies
and organizations. JTF 10 staff’s respongbilities include:

(@ PaticpationinJTFplanning.

(b) Integrationandsynchronizationof 10 core, supporting, and rd ated capabilitieswithin
the JTF. Processesarediscussedin paragraph 5 below and in Chapter V, “Planning and Coordination.”
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(c) Overdght of the IO aspects of the JTF commander’s assigned missions.

c. Organization of Support for 10. Asdiscussed above, 1O planners use other joint
organizations to plan and integrate joint 10. Support for 10 comes primarily from within
DOD, but other government agencies and organizations, as well as some alied agencies and
organizations, may support 10.

(1) Support fromwithin DOD includes, but isnot limited to, personnel augmentation
fromthe Servicel O organizations, USSTRAT COM  sJoint I nfor mation Oper ationsCenter,
USSOCOM, US Jaint Forces Command (USJFCOM) Joint Warfare Analysis Center
(JWAC), Joint Program Officefor Special Technology Counter measures(JPO-STC), JSC,
and JCMA. Additiondly, through the various joint organizations that plan and direct core,
supporting, and related 10 capabilities, commanders and planners have access to the
component exper tise necessary to plan the employment or protection of component systemsor
units.

(8 National Geospatial-IntelligenceAgency (NGA). NGA support for IO may
be coordinated through the J-2 representative of thel O cell or directly withaNGA representative
and can include:

1. Determination of theavailability of thevarioustypesof existing geospatial
reference data covering the area of interest.

2. Deconfliction of national and lower-level geospatia intelligence (GEOINT)
collection activities.

3. GEOINT data and products describing the physical environment and the
adversary’s locations, capabilities, limitations, and vulnerabilities.

4. Geospatia data qudity information (accuracy, currency, completeness,
congstency) and appropriateness of the data for the intended use.

5. Visualization and spatial/spectral analysis of imagery and geospatial
information in support of mission planning, rehearsal, execution, and post-mission assessment.

6. Disclosure and release of GEOINT to dlies and codlition partners.

(b) National Security Agency (NSA). NSA support for IO may be coordinated
through the J-2 representative of thel O cdll or directly withaNSA representativeand caninclude;

1. Informationsecurity technology, products, and services.
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2. Vulnerability and threat analysesto support | A and the defense of US and
friendly information systems.

3. Determining exploitation risk for telecommunications systems.

4. Determining releasability of COMSEC materids to dlies or coalition
partners.

5. Providing technical expertise for CNO.
6. Conducting intelligence gairn/loss assessments.
7. Collecting C2 targeting-related information.

(o) DefenselnteligenceAgency (DIA). DIA support for |O may be coordinated
through the J-2 representative of the 10 cell or directly with the DIA representative to include:

1. Inteligencefor 10 target selection and post-strike analysis.

2. ldentifying friendly vulnerabilities and the most probable friendly targets

within the adversary’s capabilities and concept of operations.

3. Developing al-sourceintelligence gain/loss and/or risk assessment of 1O
targets.

4. Conducting political, military, and human factors assessments.
(d) DefenseInformation SystemsAgency (DISA). DISA support for |O may
be coordinated through the J-6 representative of thel O cdll or directly withthe DISA representative

and includes:

1. CoordinatingwithDIA, NSA, and the Servicesto ensure sufficient database
support for planning, analyss, and execution of 0.

2. Assigting in disseminating adversariadl CNA warnings.

3. Assdtinginestablishing asecurity architectureand standardsfor protecting
and defending selected portions of the Global Information Grid.

4. DevedopinglA education, training, and avarenessprogramguiddines, induding
minimum training standards, for useby the JTFHQ, components, and subordinate JTFs.

(&) JWAC. The WA C ass ststhe combatant commandersinthe r preparation and
andysisof joint operation plans(OPLANS) and the Service Chiefs andys sof wegpon effectiveness.
The JWAC provides analysis of engineering and scientific data and integr ates oper ational
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analysswith inteligence. The JWAC normaly supportsaJTF through the supported combatant
commander. SeeAppendix A, “ Supplementa Guidance,” (published separately).

(f) JPO-STC. The JPO-STC provides the combatant commanders, Service
Chiefs, and operating forces with the ability to assesstheir critical infrastructure protection
dependencies and the potential impact on military oper ations resulting from disruptions to
key infrastructure components(e.g., € ectric power, natura gas, liquid petroleum, transportation,
and telecommunications). JPO-STC aso conductstechnical assessmentsof emer ging special
technologiesto determinetheir potentia impacts on military and civilian systems and proposes
countermeasure sol utionsand/or responseoptions. SeeAppendix A, * Supplementa Guidance,”
(published separately).

(g) JSC. The JSC can provide the following direct support to the JFC through
the EWCC or the EW representative to the 10 cell.

1. Locational and technical characteristics about friendly force C2 systems.

2. Augmentation teams trained to prepare a JRFL or provide training and
assistance in how to prepare a JRFL.

3. Augmentation teams trained to prepare a JRFL to locate and identify
interference sources and recommend technical and operationa fixes to resolve identified
interference sources or to provide training and assistance.

4. Assistance in the resolution of operational interference and jamming
incidents.

5. Dataabout foreign communicationssysemsfrequency andlocation.

6. Unclassified communications systems area studies about the regional
communicationssystemsinfrastructure, toinclude physica and culturd characteristics, overview
of telecommunications systems, and EM frequencies registered for use within the geographic
boundaries of each country in the region.

(h) JICMA. TheJCMA can providethefollowing direct support to the JFC through
thelO cdl:

1. COMSEC monitoring and anaysis support.
2. A joint COMSEC monitoring and analysis team to provide direct,
deployablejoint COM SEC monitoring support. If tasked, the JCMA may manageall COMSEC

monitoring.

3. Cryptographic or plain language system monitoring.
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4. Timely, tallored reporting to supported commanders, toincludenear red time
reporting of inadvertent disclosureof friendly critical informationidentifiedinthe OPSEC process.

(1) Joint CommunicationsSupport Element (JCSE). JCSEisaragpidly deployable,
joint tactical communicationsunit under theoperationd control of USIFCOM thet providescontingency
and crigscommunicationstojoint forces. JCSE iscompaosed of A ctiveand Reserve Component forces
andisequippedwithawidearay of tactical and commercia communi cationsequipment. JCSE supports
time-sengtiveoperdions.

(2) Interagency Support. Non-DOD USG departmentsand agenciesmay havearolein
planningand executing 1O. Theexpertise, programs, and ectivitiesof awidevariety of non-DOD USG
agenciesshould beconsdered aspart of thel O plan when appr opriate. Combatant commanders
edtablish saff proceduresspecifictotheir AOR for requesting interagency support and coordination of
variousaspectsof joint operations. For morediscussion oninteragency coordination, see JP 3-08,
| nteragency, I ntergover nmental Organization, and Nongover nmental Organi zation Coordination
During Joint Operations, Volumel. Normally combatant commanderswork through designated
liai son representativesattached to their command. USSTRATCOM canassst joint commandersin
requestinginteragency 10 upport whenliaison representativesfrom gpedificorgani zationsarenot atached.
Planning coordination of IO asanintegrd part of planning joint operationsisdiscussed in Chapter V,
“Flanningand Coordinaion.” Thefollowingdepartments, agendes and organizaionsarenotdl indusve
but representative of possibleinteragency support and coordination requiredfor 10.

(8 DOS. DOSwill coordinatewith foreign and intergovernmental organizations
that could be or are affected by the implementation of an 1O plan. See Volume Il of JP 3-08,
| nteragency, I ntergover nmental Organization, and Nongover nmental Organization Coordination
During Joint Operations.

(b) Other Representatives and Liaison Officers. The JFC should tailor the
composition of the cell as necessary to accomplish the mission. Other representatives could
include, for example, the non-DOD intelligence community. See Volume 1l of JP 3-08,
| nteragency, I ntergover nmental Organization, and Nongover nmental Organization Coordination
During Joint Operations.

(3) Multinational Support. Chapter VI, “Multinational ConsderationsinInformation
Operations,” discussesmultinationa support of 10.
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CHAPTER V
PLANNING AND COORDINATION

“Master the mechanics and techniques; understand the art and profession; and
be smart enough to know when to deviate from it.”

Gen Anthony Zinni, CDORUSCENTCOM
1997-2000

1. Introduction

1O planning follows the principles and processes established for joint operation planning.
The 10 staff coordinates and synchronizes capabilities to accomplish JFC objectives.
Uncoordinated 10 can compromise, complicate, negate, or harm other JFC military operations,
aswell as other USG information activities. JFCs must ensure IO planners are fully integrated
into the planning and targeting process, assigning them to the JTCB in order to ensure full
integration with al other planning and execution efforts. Other USG and/or coalitiorvallied
information activities, when uncoordinated, may complicate, defeat, or render DOD O ineffective.
Successful execution of aninformation strategy aso requiresearly detailed JFC 1O staff planning,
coordination, and deconfliction with USG interagency effortsintheAOR to effectively synergize
and integrate IO capabilities.

2. Information Operations Planning

a 10 planning must begin at the earliest stage of a JFC's campaign or operation planning
and must be anintegra part of, not an addition to, the overall planning effort. 10 areused indl
phases of acampaign or operation. Theuseof O during early phasescan significantly influence
the amount of effort required for the remaining phases.

b. The use of 10 in peacetime to achieve JFC objectives and to preclude other conflicts,
requiresan ability tointegrate| O capabilitiesinto acomprehensive and coherent strategy through
the establishment of information objectivesthat in turn are integrated into and support the JFC's
overal mission objectives. The combatant commander’s TSCP serves as an excellent platform
to embed specific long-term information objectives

c. 10 planning requires early and detailed preparation. Many 10 capabilitiesrequire long
lead-time intelligence preparation of the battlespace (IPB). 10 support for IPB development
differs from traditional requirements in that it may require greater lead time and may have
expanded collection, production, and dissemination requirements. Consequently, combatant
commanders must ensure that 10 objectives are appropriately prioritized in their priority
intelligencerequirements (PIRs) and requestsfor information (RFIs). Inaddition, theintelligence
gain/lossfrom the application of an 10 capability and the status of the target asa viable element
of the target system must be evaluated by the IC prior to execution.

d. Aspart of theplanning process, designation of rel easeand execution authority isrequired.
Releaseauthority providestheapprova for IO employment and normally specifiesthealocation
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of gpecific offendvemeansand cgpakilitiesprovided to theexecution authority. Execution authority is
described astheauthority to employ 10 capabilitiesat adesgnated timeand/or place. Normally, the
JFCistheoneexecution authority designatedin theexecute order for an operation.

See Appendix A, “ Supplemental Guidance,” (published separately), for additional guidance.

e. Legal CongderationsinO. 10 may involvecomplexlegal and policy issuesrequiring
car eful review and national-leve coor dination and approval. TheUnited Statescongtitution, US
laws andinternationd law set boundariesand establish precedencefor military activity intheinformation
environment. Anather country’slegd beasandlimitationsfor military activity intheinformationenvironment
may differ. USmilitary adtivitiesintheinformation environment, asinthephysica domains areconducted
asameatter of law and policy. USforces, whether operating phydcaly from basesor locationsoverseas
or virtudly in theinformation environment from within the boundaries of theUS or el sewhere, are
required by law and policy to actin accordancewith USlaw andthe LOAC.

(1) Legd limitations may be placed on 1O. All military activitiesin the information
environment are subject tothe LOAC. In order to determine whether there are any questions of
thelegdlity of particular |O tasks, such tasksmust bereviewed by the appropriate JA and approved
by appropriate levels of the chain of command. Bilateral agreements to which the USisa
signatory may have provisions concerning the conduct of 10 and its supporting, or related
capabilitiesand should be consulted prior to action. A current list of treatiesand other international
agreementsin force is found in Department of State Publication 9434, Treaties In Force.

(2) 10planning at al levels should consider the following broad areas and consult the
appropriate personnel for input:

(8 Whether a particular use of 10 may be considered a hostile act by other
countries.

(b) Domestic, internationd, criminal, and civil law, affecting national security,
privacy, and information exchange.

() International treaties, agreements, and customary international law, asapplied
to 10.

(d) Structureand relationshipsamong USintelligence organizationsand theoverdl
interagency environment, including NGOs.

3. Information OperationsPlanning Consider ations

Thissectionisanoverview of |0 asapart of thejoint operation planning processesand products,
withafocuson common planning activities. Thejoint planning processsepsare: planninginitiation;
missonandyss, COA devd opment; COA andyssandwargaming; COA comparison; COA goprovd,
and planor order development. A moredetailed discussion of the planning processcan befoundin JP
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5-0, Joint Operation Planning. FigureV-1 showsthelO cdll actionsand outcomesdigned with the
joint operation planning processand steps.

a PlanningInitiation. Integration of 10 intojoint operationsshould beginat theinitiation
of planning. Key 10 staff actions during this phase are:

(1) Monitor the situation and receiveinitial planning guidance, review staff estimates
from applicable OPLANSs and/or operation plansin concept format.

(2) Convenethe 10O cdl. The cdl should use this opportunity to alert subordinate
commands/unitsof potentia taskingwithregardto 1O planning support. For crisisaction planning,
regularly conveneto review the situation and determinewhat preliminary planning actionsshould
be accomplished. For contingency planning, convene a meeting of the full 10 cdll or consult
informally with other members as needed.

(3) Gaugeinitial scope of the 10O rolein the operation.

(4) Identify location, SOP, and routine of other staff organizations that require 10
interaction and divide coordination responsbilities among 10 staff.

(5) Beginidentifyinginformation needed for mission anaysisand COA devel opment
and availability of required information. (Continues through plan development.)

(6) Identify O planning support requirements (including staff augmentation and support
products and services) and issue requestsfor support according to proceduresestablished local ly
and by various supporting organizations.

(7) Vdidate, initiate, and revise PIRs and RFIs, keeping in mind the long lead times
associated with satisfying 10 reguirements. (Continuesthroughout contingency planning process.)

(8) Provideinput and recommendations on 1O dtrategies and resolutions to conflicts
with other plans.

(9) Submit 1O target nominationsto JFC or component JTCB for ICreview of intelligence
gan/loss, andfor JFC deconfliction and validation.

(10) EnsurelOplannersparticipateindl JFC or component planning and targeting sessons
andJTCBs.

b. MissonAnalyss Thepurposeof missonanayssistoassesstheassgned missoninorder
to determinethecommander’ sobjectivesand tasks, and to prepareguidancefor subordinated ements.
Key IO g&ff actionsduring thisphaseare:

(1) Identify specified, implied, and essential 10 tasks.
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INFORMATION OPERATIONS CELL ACTIONS
AND OUTCOMES AS PART OF JOINT PLANNING

PLANNING
PROCESS STEPS

Planning
Initiation

Mission
Analysis

COA
Development

COA Analysis
& Wargaming

COA
Comparison

COA Approval

Figure V-1. Information Operations Cell Actions and Outcomes as Part of Joint Planning

10 CELL PLANNING ACTION

Monitor situation.

Review guidance and estimates.

Convene IO cell.

Gauge initial scope of the 10 role.

Identify organizational coordination requirements.
Initiate identification of information required for mission
analysis and COA development.

Validate, initiate, and revise PIRs/RFls.

Recommend IO strategies and conflict resolution.

Identify specified, implied, and essential 10 tasks.
Identify assumptions, constraints, and restraints relevant
to 0.

Identify 10 planning support requirements (including
augmentation) and issue requests for support.

Initiate development of MOEs and MOPs.

Analyze 10 capabilities available and identify authority for
deployment and employment.

Identify relevant physical, informational and cognitive
properties of the information environment.

Refine proposed PIRs/RFls.

Provide 10 perspective in the development of restated
mission for commander's approval.

Tailor augmentation requests to missions and tasks.

Select 10 core, supporting, and related capabilities to
accomplish 10 tasks for each COA.

Revise 10 portion of COA to develop staff estimate.
Provide results of risk analysis for each COA.

Analyze each COA from an 10 functional perspective.
Identify key 10 decision points.

Recommend IO task organization adjustments.
Provide 10 data for synchronization matrix.

Identify 10 portions of branches and sequels.
Identify possible high-value targets related to 10.
Recommend IO CCIRs.

Compare each COA based on mission and IO tasks.
Compare each COA in relation to 10 requirements versus
available 10 resources.

Prioritize COAs from an IO perspective.

No significant 10 staff actions during COA approval.

10 CELL PLANNING
OUTCOME

Request taskings to
collect required
information.

List of 10 tasks.
List of assumptions,
constraints, and
restraints.
Planning guidance
for 10.

10 augmentation
request.

10 portion of the
commander's
restated mission
statement.

List of objectives to
effects to 10 tasks to
10 capabilities for
each COA.

10 data for overall
synchronization
matrix.

10 portion of
branches and
sequels.

List of high-value
targets related to 10.

Prioiritized COAs
from an IO
perspective with Pros
and Cons for each
COA.

N/A
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INFORMATION OPERATIONS CELL ACTIONS AND
OUTCOMES AS PART OF JOINT PLANNING (cont’d)

PLANNING 10 CELL PLANNING
PROCESS STEPS 10 CELL PLANNING ACTION OUTCOME

Plan or Order Refine 10 tasks from the approved COA. Updated IO estimates
Development Identify 10 capability shortfalls and recommend solutions. | based on selected
Update continually, all supporting organizations (o{0). W
regarding details of the 10 portion of plan details (access | Draft |0 appendices
permitting). and tabs, supporting
Advise supported combatant commander on IO issues [JELEN
and concerns during supporting plan review and 10 requirements to
approval. TPFDD development.
Participate in TPFDD refinement to ensure the 10 force Synchronized and
flow supports the CONOPS. integrated 10 portion
of operation plan.

Plan No specific 10 staff actions during plan refinement. N/A
Refinement

CCIR Commander's Critical Information Measure of Effectiveness
Requirement Measure of Performance

COA Course of Action Priority Intelligence Requirement

CONOPS Concept of Operations Request for Information

10 Information Operations Time Phased Force Deployment Data

Figure V-1. Information Operations Cell Actions and Outcomes as Part of
Joint Planning (cont’d)

(2 Identify assumptions, condraints, and restraintsrelevant to O.
(3) Initiate development of MOEs and measures of performance (MOPS).

(4) Andyze IO capabilities available for the mission and identify level of approva
authority for deployment and employment.

(5) Identify relevant physical, informational, and cognitive properties (whether friendly,
adversarial or neutral/third party) of theinformation environment that may impact the operation.
Commandersand their staffsmust avoid projecting USval ue setson opponents (mirror imaging).
Therefore, incorporating specific cultural, regiona, and country experts into the 10 planning
process can help prevent devel oping plans based on inaccurate cultural assumptions.

(6) Refine proposed PIRsand RFIs.
(7) Providel O perspectiveindevel opment of restated missionfor thecommeander’sapprova.

(8) Tallorthequantity and skill setsinaugmentation requeststothepecificsof missonand
tasksasthey aredevel oped.

(9) Basedoninteligenceand missonandysis, identify potentia 10 targets, compilean1O
target development list, and nominate devel oped | O targetsto the JFC' sstanding joint target list.
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(10) Compileand maintain atarget folder for each 10 target nominationincorporating at
least theminimumdatafidds Target folderswill fadlitatel C review and JFC deconflictionand commander
gpprovd for action.

c. COA Development. The staff takes the output from mission analysis as key inputsto
COA development: initial staff estimates; mission and tasks; and JFC planning guidance. Key
IO gtaff actions during this phase are:

(1) Seect 1O core capabilities that may be used individually or integrated with other
options to accomplish 10 supporting tasks for each COA.

(2) RevisethelO portion of COAs as required to devel op the staff estimate.
(3) Brief portions of each COA and include the results of risk analysisfor each COA.

d. COA Analysisand Wargaming. Based upon time available, the commander should
wargame each tentative COA against adversary COAsidentified through the JIPB process. Key
|O gtaff actions during this phase are:

(1) Andyzeeach COA from an 10 functiond perspective.

(2) Reved key IO decision points.

(3) Recommend IO task organization adjustments.

(4) ProvidelO datafor useinasynchronization matrix or other decision-making tool.
(5) Identify 10 portions of branches and sequels.

(6) ldentify possible high-value targetsrelated to 1 0.

(7) Recommend commander’s critica information requirement for 1O.

e. COA Comparison. COA comparisongdartswithal staff membersandyzing and evauating
theadvantages and disadvantages of each COA fromtheir perspectives. Key |0 staff actionsduring
thisphaseare:

(1) Compareeach COA based onmissonand O tasks.

(2) Compareeach COA inrdationto 10 requirements versus available 10 resources.

(3) Prioritize COAsfrom an 1O perspective.
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f. COAApproval. Therearenosgnificant |O gaff actionsduring COA gpprovd.

g. Plan or Order Development. During plan or order development, the | O staff develops
the 10 portion of the plan or order. Key 10 staff actions during this phase are:

(1) RefinelO tasksfrom the approved COA.
(2) Identify 10 capability shortfalls and recommend solutions.

(3) Facilitate development of supporting plans by keeping organizations responsible
for development of supporting plans informed of 10 plan development details (as access
restrictions alow) throughout the planning process.

(4) Advisethesupported combatant commander on 1O issuesand concernsduring the
supporting plan review and approval process.

(5) Paticipatein TPFDD refinement to ensurethe O forceflow supportsthe OPLAN.
h. Plan Refinement. Thereare no 10 specific staff actions during plan refinement.
4. Commander’sIntent and Information Operations

Thecommander’svision of 10’srolein an operation should begin beforethe specific planning
isinitiated. A commander that expects to rely on 1O capabilities must ensure that 10 related
PIRs and RFls are given high enough priority prior to a crisis, in order for the intelligence
productsto be ready in time to support operations. At aminimum, the commander’svision for
IO should beincluded intheinitia guidance. Idedly, commanders give guidance on 10 as part
of their overal concept, but may elect to provide it separately. The commander may elect to
provide separate guidance on 10 when a more focused and direct discussion about 10 is
appropriate. Commanders may find providing separate guidance on 10 during exercisesis a
vauable tool for training their staffs to view 1O as an integra part of their overall operations

concept.

5. TheRelationship Between M easur es of Perfor mance and M easur es of
Effectiveness

a M OPsgaugeaccomplishment of IO tasksand actions. M OEsdeterminewhether IO actions
being executed arehaving the desired effect toward miss on accomplishment: theattainment of end
gtatesand objectives. MOPsmeasurefriendly 10 effort and MOESs measure battlespaceresults. The
relationship between these two measuresisillustrated by examplesin FigureV-2. IO MOPsand
MOEsare crafted and refined throughout the planning process.

b. Indeveloping O MOPsand/or MOEs, thefollowing generd criteriashould be considered:
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(1) EndsRédated. They shoulddirectly relateto desired effectsrequired to accomplish
objectives.

(2) Measurable. Effectiveness or performance is measured either quantitatively or
qualitatively. In order to measure effectiveness, abasdainemeasurement must be established prior to
theexecution, againg which to measuresystem changes.

(3) Timely. Therequired feedback timeshould be clearly stated for each MOE and/or
MOP and aplan madeto report within specified timeperiods.

(4) Properly Resourced. The collection, collation, analysis, and reporting of MOE
or MOP datarequires personnel, budgetary, and materiel resources. |0 staffs should ensure that

these resource requirements are built into the 1O plan during its development.

EXAMPLE OF THE RELATIONSHIP BETWEEN MEASURES
OF PERFORMANCE AND MEASURES OF EFFECTIVENESS

Capability

Psychological
Operations
(PSYOP)

Electronic
Warfare
(EW)

Operations
Security
(OPSEC)

Military
Deception
(MILDEC)

Computer
Network
Operations
(CNO)

Measures of
Performance (MOPs)*

Percentage of PSYOP
products disseminated

Percentage of adversary
command and control
(C2) facilities attacked

Percentage of identified
compromises of critical
information or indicators
with OPSEC measures
applied

Days between updates
on effectiveness of
deception plans

Percentage of tasked
network attacks
conducted

Measures of
Effectiveness (MOEs)**

Extent that PSYOP
changed the
demonstrated behavior
of the target audience

Effect of attacks on
adversary C2 facilities’
ability to pass critical
information

Observed adversary
actions indicating lack of
foreknowledge of
friendly operations

Specific adversary
actions taken based on
friendly deception
activities

Effect of network attacks
on target systems

Remarks

Often necessitates
further intelligence
requirements

MOE requires a
change in a detectable
and measurable
activity

MOE requires
collation of all leaked
information and
comparison with
adversary actions

MOE requires an
estimate of how the
adversary is expected
to react if they do and if
they do not believe the
deception

MOE requires access
to a measurable
output or to the
adversary’s own
reporting of the attack

*MOPs are derived from CJCSM 3500.04D, Universal Joint Task List (UJTL). Most MOP are
answered by internal statistic generation.

**MOESs vary and are based on IO objectives and individual planned tasks.

Figure V-2. Example of the Relationship Between Measures of Performance and
Measures of Effectiveness
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c. Examplesof IO MOPs:

(2) Number of PSY OP products disseminated (weekly, monthly).

(2) Percentage of adversary command and control facilities attacked.

(3) Percentageof tasked CNAsconducted.

(4) Number of CMO projectsinitiated.

(5) Increased adversary radio transmissions within a desired frequency, dueto EA.

(6) Humanintelligencereportsof PSY OP broadcastsduring Commando Solomissions.
d. Examplesof 10 MOEs:

(1) Quantitative MOES

(a) Percentage of degradation of a radar system over time as measured by an
appropriate sensor.

(b) Number and size of civil disturbances over time as reported by own forces.
(©) Number of computer intrusions over time as measured by software.

(d) Trendsin target population position on a specific issue as gauged by public
opinion polls.

() Number of troops surrendering asinstructed by a PSY OP |egflet operation.
(2) Qudlitative MOEs

(&) Target population position on a specific issue as gauged by afocus group or
series of focus groups.

(b) Assessment of changes in supportiveness (or non-supportiveness) of public
gatementsmade by key leadersasmeasured against 10 objectivesand/or effects.

(©) Assessment of changesinbiasof foregnmediaoutlets,

(d) Instances of defections, surrenders, non-support of authorities attributed to
impact and/or credibility of loudspeaker broadcasts or ledflets.
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e. Challengesand Congderations. It canbedifficult toisolatevariablesand establishadirect
causeand effect rel ationship, especially when assessing foreign public opinion or human behavior.
Unforeseenfactorslead to erroneousinterpretations. For example, atraffic accident inaforeign country
involvingaUS Servicemember andalocd dvilianmay biasanaudienceaganst USpaliciesirrepective
of otherwisesuccessful 10. Lack of leadership, equipment, wegpons, or sustenancemay haveasgreet
aninfluenceon surrendering enemy soldiersasaPSY OPledflet urging surrender. Incontrast, avisitby
apopular USofficid toaregion may causeapaositivepikein public opinionthat cannot becredited to
executed |O actions.
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CHAPTER VI
MULTINATIONAL CONSIDERATIONSIN INFORMATION OPERATIONS

“We are a strong nation. But we cannot live to ourselves and remain strong.”

George C. Marshall
22 January 1948

1. Introduction

Joint doctrine for multinational operations, including command and operations in a
multinationa environment, isdescribed in JP 3-16, Joint Doctrinefor Multinational Operations.
The purpose of this chapter is to highlight 10-specific issues that are not covered in JP 3-16,
Chapter 1V, Section F “Information Operations.” 10 in a multinational environment are also
covered inthe US sponsored America, Britain, Canada, and Australia Interoperability Program
Coalition Operations Handbook, Chapter 10. This document includes 10 checklists for staff
and commanders assigned to amultinational 10 operationa environment.

2. Other Nations and Information Operations

a Allies and codlition partners recognize various 1O concepts and some have thorough
and sophisticated doctrine, procedures, and capabilities for planning and conducting 10. The
multinational force commander (MNFC) is responsible to resolve potentia conflicts between
each nation’s|O programsand the | O objectivesand programs of the multinational force(MNF).
Itisvital tointegrate alliesand codition partnersinto 10 planning as early as possible so that an
integrated and achievable 10 strategy can be developed early in the planning process. Initial
requirements for integration of other nations into the 10 plan include:

(1) Clarification of alied and codlition partners’ 10 objectives.
(2) Understlanding of other nations 10 and how they intend to conduct theseactivities.
(3) Establishment of liaison/deconfliction procedures to ensure coherence.

(4) Early identification of MNF vulnerabilities and possible countermeasures to
adversary attemptsto exploit them.

b. Regardlessof thematurity of each nation’s|O capabilities, doctrine, tactics, techniques, or
procedures, every ally and/or coalition member can contributetol O by providing regiond expertise
toassstinplanning and conducting |O. If dliesand codition partnershave devel oped specificl1O
cgpabilities, such capabilitiesmay betail ored to Specific targetsand threetsin waysthat arenot utilized
by theUS. Such contributionscomplement USIO expertiseand capabilities, and potentially
enhancethequality of boththe planning and execution of multinationa operations.
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3. Multinational I nformation Oper ationsConsider ations

a Condderaionsinmilitary operationd planning processes, particularly for |0, whether JOPES
basad or based on established foreign or dliance planning processes, shouldinclude:

(1) Recognizing alied/codlition partner cultura values and ingtitutions.
(2) Recognizing alied/codition partner interests and concerns.
(3) Recognizing differences between the US and foreign moral or ethica values.

(4) Understanding alied/codlition partners rulesof engagement and legd constraints
concerning military activities in the information environment.

(5) Awareness of the complications of planning and execution in multiple languages
and their effect on the time taken to develop and execute plans.

(6) Familiarity withdlied/codition partner |O doctrine, tactics, techniques, and procedures.
b. Sharing of information with allies and coalition partners.

(1) Eachnationhasvariousresourcesto provideboth dassfied and unclassfiedinformation
toaparticular IO activity. Inorder to plan properly, al nationsmust bewilling to share appropriate
information to accomplishtheassgned mission, but eech nationisobliged to protect informationthet it
cannot sharewith other nations.

(@ Informationsharingarangementsinformd dliances toindudeUSparticipationin United
Nationsmissions, areworked out aspart of dlianceprotocols. Information sharing arrangementsinad
hoc multinational operationswhere coditionsareworking together onashort-noticemission, must be
crested during theestablishment of thecodition.

(3) Using Nationa Disclosure Policy (NDP) 1, National Policy and Procedures for
the Disclosure of Classified Military Information to Foreign Governments and International
Organizations, and DODI O-3600.2, Information Operations (I0) Security Classification
Guidance (U), asguidance, the senior US commander in amultinational operation must provide
guidelinesto the US-designated disclosure representative on information sharing and therelease
of classfied information or capabilities to alied/codition forces. NDP 1 provides policy and
proceduresin the form of specific disclosure criteriaand limitations, definition of terms, release
arrangements, and other guidance. The disclosure of classified information is never automatic.
Itisnot necessary for alied/coalition forcesto be made aware of all USintelligence, capabilities,
or procedures that are required for planning and execution of 10. The JFC should request
approval from higher command authorities to release |O-related information that has not been
previoudly cleared for alied/codition partners.
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(4) Information concerning US personsmay only becollected, retained, or disseminatedin
accordancewithlaw andregulaion. Applicableprovisonsinclude: the Privacy Act, Title5USCode
Section 552a; DODD 5200.27, Acquisition of I nfor mation Concer ning Personsand Organizations
not Affiliated with the Department of Defense; Executive Order 12333, United Sates|Intelligence
Activities;, and DODD 5240.1-R, Procedures Governing the Activities of DOD Intelligence
Components that Affect United Sates Persons.

4. Planning, Integration, and Command and Control of Information Operations
in Multinational Operations

a Theroleof 10 in multinational operationsisthe prerogative of the MNFC. Themission
of the MNF determines therole of 10 in each specific operation.

b. Representation of key alies/coalition partnersinthe MNF | O staff ensuresmultinational
1O expertise and capabilities are effectively used, and the 10 portion of the plan is coordinated
with al other aspects of the multinational plan.

¢. MNF members may not have 10 capabilities, and it may be necessary for the MNF HQ
to assi st the subordinate MNFCs and their staffsin planning and conducting 1O.

5. Multinational Organization for Information Operations Planning

a. When the JFC isaso the MNFC, the joint force staff should be augmented by planners
and SMEsfrom alied/coditionforces. Allied 10 capability speciaists should betrained on US
and alied/codition 10 doctrine, requirements, resources, and how alied/coalition forces are
structured to conduct 10. 10O planners should seek to accommodate the requirements of each
alied/multinational force, within given congtraints, with the goa of using dl the available IO
expertise and capabilities of the multinational force.

b. Inthecasewherethe JFCisnot the MNFC, it may be necessary for the JFC J-3tobrief
the MNFC and staff on the advantages of usng US IO capabilities and procedures to
achieve MNF goals. The JFC should propose organizing a multinational 10 staff using
organizationa criteria discussed earlier. If thisis not acceptable to the MNFC, the JFC should
assume responsibility for implementing 10 within the joint force as a part of the multinational
operations to support multinational mission objectives.

6. Multinational Policy Coordination

The development of capabilities, tactics, techniques, procedures, plans, intelligence, and
communicationssupport goplicableto 1 O requires coordination with theresponsble DOD components
anddlied/caditionnations. Coordinationwithdliesabovethe FC/MNFClevd isnormdly effected
withinexigting defensearrangements, including bilatera arrangements. TheJoint Saff coor dinates
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USpositionson | O matter sdelegated to them asamatter of law or policy, and discussesthem
hilaterdly, orinmuitinationd organizations toachieveinteraperahility and compibility infulfillingcommon
requirements. Direct discussionsregarding multinationd 1O operationsin specifictheatersarethe
respong bility of the geographic combatant commander.
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CHAPTER VII
INFORMATION OPERATIONSIN JOINT EDUCATION, TRAINING,
EXERCISES, AND EXPERIMENTS

“The Romans are sure of victory . . . for their exercises are battles without
bloodshed, and their battles bloody exercises.”

Flavius Josephus
Historian, 37-100 AD

1. Introduction

The development of 10 as a core military competency and critica component to joint
operations requires specific expertise and capabilities a al levels of DOD. At the highest
professional levels, senior leaders develop joint warfighting core competencies that are the
capstone to American military power. The Services, USSOCOM, and other agencies develop
capabilities oriented on their core competencies embodied in law, policy, and lessons learned.
At each level of command, a solid foundation of education and training is essentia to the
development of acore competency. Professiond education and training, in turn, are dependent
on theaccumulation, documentation, and validation of experience gained in operations, exercises,
and experimentation. This chapter discusses the education, training, joint exercise, and
experimentation necessary to achieve and maintain the goal of establishing 1O as a core

competency.
2. Information Operations Education

As DOD conceptudization of the information environment and the role of 10 in military
affairs has evolved, the necessity of an 10 career force has been redlized. The basic tenets of
education and training necessary for thisforce are:

a ThelO career forceshould consst of both core capability specialists (EW, PSY OP,
CNO, MILDEC, and OPSEC) and 10 planners. Both groups require an understanding of
the information environment, the role of 10 in military affairs, how 10 differs from other
information functionsthat contribute to information superiority, and specific knowledge of each
of the core capabilitiesto ensure integration of 10 into joint operations.

b. Initial capability specialist training and education requirements are Service and
capability specific. Capability speciaists may be officers or enlisted. As Service-trained
specidistsbecome more experienced and senior, thelir training and education must be broadened
to prepare them for responsibilities to plan and supervise the employment of other capabilities
that are employed in 1O, and to synchronize 10 with other aspects of joint operations and USG

policy.

c. 10 planners are required at both the component and the joint level. Personnel
assigned to 10 planning must have aworking knowledge of the various capabilities potentially
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employed in 1O aswdll as appropriate planning processes, procedures, tools, and the legal and
policy basisfor the conduct of 10.

d. Senior military and civilian DOD leader srequir ean executive-level knowledgeof the
information environment andtheroleof 10 insupporting DOD missons.

3. Information Operations Training

a Joint military training isbased on joint policies and doctrine to prepare joint forces and/
or joint staffsto respond to strategic and operational requirements deemed necessary by combatant
commandersto executetheir assgned missons. Thebasicjoint 1O trainingtask istoeducate
those per sonne and or ganizationsresponsiblefor planningand conductingjoint 1O inthe
doctrinefound in thisand other joint publications.

b. 10 training must support the 10 career force and be consistent with the joint
assgnment process. Joint 1O training focuses on joint planning-specific skills, methodologies
and tools, and assumes a solid foundation of Service-level 10 training.

C. The Servicesdetermine applicable career training requirementsfor both their IO
career per sonnel and general military populations, based on identified joint force mission
requirements. Joint training requirements related to 1O include both those recommended by
the nature of the information environment and those specific to the planning and execution of
10.

(1) Service-widetraining of military personnel should account for the nature of
theinfor mation environment and the fact that the actions of individual per sonnel can affect
the per ceptionsof foreign populations. The Servicesareresponsiblefor sensitizing the entire
military population to the potential impact of their individual and collective actions on the
perceptions of foreign populations, particularly when visiting or assigned to overseaslocations,
wherecultura valuesandingtitutionsdiffer substantialy fromtheUSnorm. Prior to deployment
to locations outside the US, military personnel should receive cultural-specific
indoctrination. The objective of such indoctrination should be to prevent inadvertent
misper ceptions of USforces actions and conduct by foreign populations at the deployed
location. Personnel expected to operate at length or covertly among foreign popul ations must
receive more extensive cultura training.

(2) Language and cultural skillsarecritical to10. Language training in the past
has focused on intelligence requirements. Additionaly, the requirement for cultura training is
increasing. 10 requires not only that appropriate messages and themes be trand ated accurately,
but that joint forces have the language and cultura skills to understand how their actions and
messages, intended and unintended, are being perceived by the populations among which they
operate. Misperception and misunder standing are complicated and reinforced when joint
forcesdo not havesufficient languageand cultur al skillsto communicateeffectively among
thepopulationswherethey operate. Theburden of acquiring proficiency inaforeignlanguage
and culture cannot be placed primarily on the foreign population’s ability to learn English and
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Western culture. Lack of sufficient languageexpertiseand cultur al under sanding makesthe
joint forcedependent onforeigntrandators. Languagetraining must providesufficient numbersof
personnd fluent inthoselanguagesand conversant inthose cultureswherejoint forcesexpect to operate.
Languageand culturd skillsarerequiredfor thoseforcestointeract effectively with foreign populaions
and maintain awarenessof foreign popul ation perceptionsduring thecourseof any joint operation.

(3) Specific 10 capabilities, such as CND and OPSEC, also have training
requirementsthat areapplicableto the general military population on a continuing basis.
Such capahilities require an “al hands’ effort and are dependent on individuals knowing the
consequences of their mistakes or inactions in following “proper procedures.”

(4) Beyondthesebasicmilitary-widetraining requirements, thetraining of 10 capability
specidigsisaServiceresponshility. Thedevelopment of specific capability expertiseshould
becomplemented by increasingly in-depth instruction appropriatetothestudent’ssenior ity
level. Morein-depth training should broaden thestudent’ s per spectiveof therole of specific
1O capabilities and their impact on the conduct of joint operations. Such training requires
reinforcement and enhancement throughout their careers. Only thiscontinuity of Servicetraining
can provide the foundation necessary to build joint 1O planners and indoctrinate future senior
military leaders in the complexities and subtleties of military activity in the information
environment.

(5) 10 practitioners need education to help them learn how to think about 10. 10
requires very detailed analysis and skilled synthesis, fueled by specific subject matter expertise
and knowledge. 10 requires its practitioners to synthesize and view problems/chalenges as
holistic and rel ated instead of isolated. Hence, each part of 10 relatesto other parts, with actions
in one part of the world affecting other geographical areas and dimensions. 10 education must
give people a broad appreciation of how different cultures affect how people think, plan, and
interpret outcomes. 1O planners also need education sufficient for conducting sophisticated
wargaming going back and forth from the mind of thefriendly commander to the mindsof other
participants in the conflict who have influence on friendly COAs.

4. Planning Information Operationsin Joint Exercises

Effective employment of 1O injoint operations depends on the ability of USforcesto train
as they intend to fight. Joint exercises provide a unique opportunity to rehearse and evauate
component 10 capabilitiesin mutually supportive operations. The complexity of integrating
1O intojoint operations, and the impact that 10 potentially has on other aspects of joint
oper ations, recommend theinclusion of 10 in most joint exercises.

a Exedseplanningisasgparaeprocessfrom JOPESplanningwhichisusedtodeve op OPLANS
Whilethedeve opment of an OPLAN using the JOPES planning processisusudly part of thetraining
that takesplaceduring joint exercises, exer ciseplanninginvolvesall thenecessary preparations
tostructuretheexerciseand facilitatetraining. Most joint exercisesare scheduled at an annua
exerciseplanning conference. Theresultsof thisconferencearepromulgatedinaCJCSnotice. CICS
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gponsored exercisesmay beaccessed through the Joint Training Informeation Management Systemsvia
theSIPRNET.

(1) Moreinformation about thejoint training program can be obtained from Chairman
of the Joint Chiefs of Staff Manual (CIJCSM) 3500.03A, Joint Training Manual for the Armed
Forces of the United Sates. The tasks that must be accomplished during the planning stage for
each joint exercise are normally divided between those tasks that must be accomplished prior to
theinitial planning conference (1PC) and those tasks that should be accomplished prior to the
mid-planning conference (M PC), which concludes the planning stage.

(2) 10 aspects of an exercise must be concerned with:

(@) Identifying 1O exercise objectives that are consistent with the overall
objectivesin scope, purpose, and level of effort.

(b) Integrating IO tasks and objectivesinto the JFC's concept of operations.

() Coordinating IO personnel and assets to participate as “Blue,” “ Green,”
and “Red” forces (if specific force participation has not aready been designated by higher
authority).

(d) Identifyingper sonne with | O expertiseto participateasjoint exercisecontrol
group and “White Cell” members.

() Determining 1O M& S requirements and systems for the exercise and
coordinating their availability and funding.

(f) DraftingthelO sections of the exercise directive and supporting plans (to
include the exercise control plan).

b. Exercise Planning Consderations. When employing 10 in exercises, fundamental
planning considerations include:

(1) Theexerciseobjectivesand how they relateto 10. Planning IO objectives should
include areview of the Universa Joint Task List (UJTL), the Joint Mission Essential Task Ligt,
and the CICS Recommended Training Issues for applicable objectives.

(2) Thetype, location, and size of exercise, aswell asthe duration.

(3) Accurate representation of operationa target delivery environment.

(4) Lessonslearned from previous exercises and operations. The review of lessons

learned is an important and cost-effective way to avoid the documented mistakes of previous
exercises and operations.
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(5 Thenumber andtypeof 10 capahilitiesand personne gppropriatefor thetypeof exercise
anditsobjectives.

(6) The type of control (free-play, semi-controlled, controlled, or scripted) for 1O
capabilities necessary to most effectively accomplish the training objectives.

(7) Defining exercise “play” area(s) in the information environment. The
information environment creates opportunities for remote participation of capabilities and
personnel, but aso requires concern for inadvertent collateral “damage” or other unintended
consequences of exercise information actions not properly “confined.” 10 capabilities that
affect the information environment from CNA or EA exercise activity have the potential to
affect or “interact” with the information environment outside the designated exercise area.
Exercise planners must evaluate the potentia for unintended effects throughout the exercise.
Avoiding exercise conflictswith third party Internet or EM spectrum use, involves adherenceto
guidance provided in training area SOPs, as well as applicable local regulations, laws, tredties,
and conventions.

(8) Need to balanceintegrated 10 training with other training. The potential for
capabilities such as EA and CNA to disrupt exercise play requires that participation of those
capabilities be well planned. However, strictly isolated exercise of potentially disruptive
capabilitiesontest rangesandisolated computer networks canlead to fal se confidencein readiness
and inaccurate exercise lessons.

(9) Thetypeof M& S systemsto be used as part of the exercise.

(10) Thenumber of experienced | O eva uatorsrequired to properly monitor theexercise
and assist in developing lessons learned through the after action report (AAR) process.

(11) Evaluation of possible adver se effects of compromising friendly oper ations,
intelligence capabilities, and methods. “Rea world” OPSEC and other security considerations
must be taken into account when planning 10 activities. Foreign intelligence organizations
often monitor joint exercisesto gather information about US capabilities, tactics, techniques, and
procedures. 10 capabilitiesand support, participating virtudly or from remotel ocations, should guard
againg theforeignintelligence collection that targetstheir communicationslinkswith other exercise

participants.

c. Planning Tasks. Thefollowing tasks should be undertaken to ensurethat 1O isproperly
integrated into joint exercises when appropriate:

(1) Developing specific, attainable 10 exercise objectives. The identification and
accomplishment of these objectives increase the capability of effectively employing the 10
resources and provide the vehicle to evaluate the training of 10 personnel. Objectivesmust be
measur able and compatible with overall exercise constraints. 10 objectives should provide
specific direction and should be derived from the UJTL or appropriate OPLAN tasks. Genera
statementsof policy and rephrased definitions should be avoided in the devel opment of objectives.
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(2) Providingsufficient opportunity totest theabilitiesof | O planner stocoordinate
military infor mation activity, accomplish exer ciseobj ectives, and satisfy training requirements.
IO withinanexercisemust bestimulated through scenariodesign, asset participation, and scripting
of specificeventsinthemaster scenarioeventslist (MSEL).

(3) Designing the 10 portion of an exercise scenario in such away that appropriate
assumptions are made about friendly and adversary 10 capabilities, baseline perceptions of
appropriate individuas and groups, as well as how perceptions may change over the course of
the exercise in reaction to al scripted events and exercise play. Basdline perception and 10-
related intelligence must be provided in documentation that both Blue and Red forcesreceive at
the start of the exercise (STARTEX). Technical and safety requirements must be coordinated
with appropriate range and/or J-6 personndl. 10 requirements for M& S must be coordinated.
1O experiments during the exercise must be coordinated. MOEs for IO must be identified and
documented for exercise evaluators and lessons learned personnel.

(4) Obtaining sufficient 10 assets to support training objectives during exercise play.
Specific asset availability may bedifficult to firmly schedule monthsbeforean exercise. Scenario
designers should assess the probability of key asset participation and, if necessary, draft backup
training objectives and scenario specifics to alow for the loss of exercise assets because of
higher priority operational requirements.

(5) Scripting appropriatel O-rel ated eventsto support training objectivesduring exercise
play. Eventsscripted to stimulate 1O play must be devel oped as an integrated part of the M SEL .
Sufficient 10-related events must be provided to keep participating personnel challenged and
achievetraining objectives. Where necessary, branch and sequel M SEL s must be developed to
account for aternative exercise outcomes.

(6) Creatingasrealistican exerciseenvironment aspossible. Redismcanbeachieved
by usngfriendly | O capabilitiesor by employing | O moddsand simulations, and incorporating
robust 1O responsecdlisintotheexerdseenvironment. Responsecdlsareespecidly useful for providing
interactionwith nationd-leve agenciesor departmentswhen conducting strategicinfluencecampagn
planningor DSPD. Inthisregard, theremust bean opposngforcewd l-schooledinadversary information
techniquesin both aconventiond and unconventiona sense. WhenUSIO plannersplanlOactions,
they mugt takeinto account the presenceof redistic oppoditionforcesthat will beatemptingtoanticipate
USactionsand set conditionsfor therr own effectstowork. Thisinterplay asosimulates|Owargaming
forinformation superiority.

(7) Ensuring adequate manning for 1O staff functions and 10 evaluation. 10
planners should nominate 10 staff billets through the process being used to develop the exercise
billet documentation. 1n addition to the appropriate number of 10 billets on the exercise joint
staff, 10 observer/training billets and 10 “white cell” billets may be appropriate, depending on
the scale and purpose of the exercise. If |O-related technology or tactics evauations are to be
accomplished during the exercise, additional 10 evauation billets may be necessary.
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(8) Ensuring“real world” OPSEC iscongdered intheexer ciseplanning. Coordinate
with gppropriateauthoritiesto ensurethat adequate protectionisapplied for both smulatorsand regl
world systems. These systemsshould beused at |ocationsand in waysthat minimizethe successof
collectionby hodtileintdligencesystems.

(9) Coordinating use of smulation to fulfill training objectives. Force-on-force
smulations provide a capability to train battle staffs in the planning, execution, and evaluation
of 10 employment for any range of scenarios, from asmall single-Service counterdrug exercise
to amultinational theater campaign.

d. 10 Exercise Planning Flow. The planning tasks discussed in the previous paragraph
must be accomplished withintheframework of thethree phases of exercise planning culminating
inthe IPC, MPC, and fina planning conference (FPC), respectively. Normally, the IPC occurs
approximately eight months prior to the commencement of the exercise. The MPC followsthe
IPC by about four months. The FPC normally occurs about two months before the exercise.

5. Information Operations Exercise Preparation, Execution, and Post-Exercise
Evaluation

The planning stageisonly thefirst of four stagesinthelifecycleof eachjoint exercise. The
other three stages; preparation, execution, and post-exercise evaluation, aso involve tasks and
coordination on the part of 10 exercise staff personne.

a Preparation Sage. During the preparation stage, the approved exercise directive and
supporting plans are distributed; pre-exercisetraining is developed and conducted; any exercise
specific databases are finalized and tested; and the exercise TPFDD isvalidated. During this
stage, milestones receive a fina review and update; operation plans and orders are finalized;
simulation gamer augmenteesand AAR observer staffing is completed; and the AAR collection
management plan is approved. The FPC is conducted to finalize actions required prior to
STARTEX. Key actions of the FPC include TPFDL refinement, and the concept of operations
and MSEL review asapplicable. 10 preparations during this period include obtaining necessary
clearances and notifications for 10 activity (particularly EA and CNA), coordinating
implementation of the exercise directive, and accommodating changesin personnel and assets.

b. Execution Sage. During the actua conduct of the exercise, personnel responsible for
1O should focus on ensuring the |O eventsin the M SEL occur as planned, the actud 10 exercise
activities remain focused on the training objectives, and that data/observations supporting the
AAR process are properly collected and processed. Prior to the actual STARTEX, it may be
necessary or useful to provide structured training on some aspect of 10 as a means to achieve
oneor moreof thetraining objectives. The specificsof suchtraining (whoinstructs, who attends,
where, etc.) should be worked out during the planning and preparation stages of the exercise.

c. Post-ExerciseEvaluation Sage. Thisperiod actualy beginsprior totheconclusion of
theexercise. 10 activity associated with thisstageind udes capturing and documenting lessonslearned,
participatingin“hot wash” meetings, and coordinating the redepl oyment of participantsand assetsto
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parent commands. Theformand format for documenting lessonslearned can befoundin CJCS|
3150.25 Series, Joint Lessons Learned Program.

6. Information Operationsin Joint Experimentation

a Conceptudization of theinformation environment and military activity init continuetoevolve.
Thejoint experimentation (JE) processprovidesthemeansto conduct Sructured anays sof specificlO
concepts, concept of operations, doctrine, and cgpakiilitiesinacontrolled environment. Thisprocessis
crudd toestahlishing, gauging, and validating proposed | O tactics, techniques, procedures and cgpatilities
inorder todlocateresourcesefficiently.

b. CJCS 3180.01, Joint Requirements Oversight Council (JROC) Programmatic Processes
for Joint Experimentation and Joint Resource Change Recommendations, isthe policy document
that guides JE. USIFCOM deve opsthe JE campaign plan and coordinatesit through Joint Staff
J-7, withinputsfrom the combatant commanders, Services, Joint Staff, OSD, and defenseagencies.
USJIFCOM submitsthe JE campaign planfor CICSgpprova throughthe JROC process (toinclude
providing briefingsto the JROC Joint Review Board).

¢. Recommendations resulting from joint 10 experiments and other assessments are
submitted to the Joint Staff Force Structure, Resource, and A ssessment Directorate, in accordance
with CJCS| 3180.01 Series, Joint Requirements Oversight Council (JROC) Programmatic
Processes for Joint Experimentation and Joint Resource Change Recommendations, and other
DOD guidance, asrequired.
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APPENDIX A
SUPPLEMENTAL GUIDANCE (PUBLISHED SEPARATELY)

This appendix is a classified supplement provided under separate cover. The classified
appendix expands on information contained in this publication.
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APPENDIX C
COMMUNICATIONS SYSTEM SUPPORT TO INFORMATION OPERATIONS

1. Introduction

Joint communications systems support the warfighting commander across the range of
military operations. DOD communicationssystemsare designed, acquired, and linked according
to principlesthat providefor flexible, adaptable usein awide variety of applications. Normaly,
|Oisplanned, directed, and supported on the resi dent command or organizational communi cations
systemswhich support other communications requirements. Personnel responsiblefor 10 or 1O
support at each DOD component use communications systems available to other command
personnel in compliance with appropriate IA, information management, and administrative
policies. ThelO cell chief, or other designated person, provides communi cations system support
requirementsthrough staff procedures established locally. Whether core capability staff sections
submit their communi cations support requirementsthrough the 1O cell chief iscommand specific.
At each command, 10O communications requirements are prioritized with other unit or
organizational communications requirements. During operational planning, 10 and capability-
specific frequency and bandwidth requirements are negotiated as part of the JOPES or other
designated planning process.

For more discussion on communications system support, see JP 6-0, Communications System
Support.

2. Joint Force Communications System Director ate

a The J6 isresponsble to the JFC for providing the communications system to support
reliable, timely information flow in support of unified action. The operationa arm of the J-6is
the INCC. INCCs play avital rolein 10, particularly in the |A process, where they provide
communi cationsand network connectivity throughout the chain of command. The J-6 establishes
a JNCC to manage al communications systems deployed in the operationa area. The INCC
requires timely support from subordinate command’s communications control centersto direct
network operations (NETOPS) and retain Situationa awareness of force networks.

b. The INCC serves as the single control agency for the management of the joint
communications system in an operational area. The JFC may task subordinate Service or
component commandersto provide personnd augmentation to the J-6 to ensure the appropriate
subject matter expertise exists within the INCC. Combatant commanders and component
commanders should designate a single office within their communications staffs to coordinate
with the J-6.

¢. The INCC may incorporate the use of ajoint network management system, which may
include the joint defense infrastructure control system. These systems play a high-level rolein
the network planning, monitoring, and control of the system, illustrating the network common
operational picture used in combat operations.
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Appendix C

3.  Communications System Director ate Responsibilities

a. Exercises staff supervision of all communications system assets. Publishes
communicationssystem plans, annexes, and operating instructionsto support theassgned mission,
furnishing direction to subordinate commands regarding provision of communications system
assets required to support the JFC. This may include assigning primary responsibility for
communications to a subordinate or component command. The J-6 aso assigns respong bility
for lateral communications between subordinate commands.

b. Provide overal management of the communications system supporting the JFC.

¢. Review and coordinate communications system plans prepared by subordinate commands.

d. Upon requesting CJCS-controlled transportable assets, including JCSE assets, in
accordance with CJCSI 6110.01A, CJCS-Controlled Communications Assets, and other
established procedures, exercises staff supervision when deployed to the operationd area.

e. Ensureinteroperability of the joint communications system.

4. Joint Network Operations Control Center Responsibilities

a. Exercise technica management over communications control centers belonging to
deployed components and subordinate commands.

b. Servesasthesinglecontrol agency for management of thejoint communicationsnetworks
and infrastructure.

c. Perform planning, execution, technical, and management functions.

d. Develop/disseminate standards/procedures and collect/present communi cations system
management statistical data.

For morediscussion on NETOPSand JNCC see JP 6-0, Communications System Support.
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APPENDIX E
ADMINISTRATIVE INSTRUCTIONS

1. User Comments

Users in the field are highly encouraged to submit comments on this publication to:
Commander, United States Joint Forces Command, Joint Warfighting Center, ATTN: Doctrine
and Education Group, 116 Lake View Parkway, Suffolk, VA 23435-2697. These comments
should address content (accuracy, usefulness, consistency, and organization), writing, and

appearance.

2. Authorship

The lead agent and the Joint Staff doctrine sponsor for this publication is the Director for
Operations (J-3).

3. Supersession

Thispublication supersedes JP 3-13, 9 October 1998, Joint Doctrinefor Information Operations
and JP3-13.1, 7 February 1996, Joint Doctrine for Command and Control Warfare (C2W).

4. Change Recommendations
a Recommendations for urgent changes to this publication should be submitted:

TO: JOINT STAFF WASHINGTON DC//33-DDGO//
INFO:  JOINT STAFF WASHINGTON DC//J7-JEDD//
CDRUSIFCOM SUFFOLK VA//DOC GP//

Routi ne changes should be submitted  ectronically to Commander, Joint Warfighting Center,
Doctrine and Education Group and info the Lead Agent and the Director for Operationa Plans
and Joint Force Development J-7/JEDD viathe CICS JEL at http://mww.dtic.mil/doctrine.

b. When aJoint Staff directorate submitsaproposal to the Chairman of the Joint Chiefs of
Staff that would change source document information reflected in thispublication, that directorate
will include a proposed change to this publication as an enclosure to its proposa. The Military
Services and other organizations are requested to notify the Joint Staff/J-7 when changes to
source documents reflected in this publication are initiated.
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b. Individuas and agencies outside the combatant commands, Services, Joint Staff, and
combat support agenciesare authorized to receive only approved joint publicationsand joint test
publications. Release of any classified joint publication to foreign governments or foreign
nationals must be requested through the local embassy (Defense Attaché Office) to DIA Foreign
Liaison Office, PO-FL, Room 1E811, 7400 Defense Pentagon, Washington, DC 20301-7400.

c. Additiona copiesshould be obtained from the Military Service assigned administrative
support responsbility by DOD Directive5100.3, 15 November 1999, Support of the Headquarters
of Unified, oecified, and Subordinate Joint Commands.

By Military Services.

Army:

Air Force:

Navy:
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USArmy AG Publication Center SL
1655 Woodson Road

Attn: Joint Publications

S. Louis, MO 63114-6181

Air Force Publications Distribution Center
2800 Eastern Boulevard
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CO, Navd Inventory Control Point
700 RobbinsAvenue

Bldg 1, Customer Service
Philadelphia, PA 19111-5099
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814 Radford Blvd, Suite 20321
Albany, GA 31704-0321
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However, access to and reproduction authorization for classified joint publications must be in
accordance with DOD Regulation 5200.1-R, Information Security Program.

6. Distribution of Electronic Publications

a The Joint Staff will not print copies of eectronic joint publications for distribution.
Electronic versions are available at www.dtic.mil/doctrine (NIPRNET), or http://
nmcc20a.nmec.smil.mil/dj9j 7ead/doctring/ (SIPRNET).

b. Only approved joint publications and joint test publications are rel easable outside the
combatant commands, Services, and Joint Staff. Release of any classified joint publication to
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PART Il — TERMSAND DEFINITIONS

air taskingorder. A method used to task and disseminateto components, subordinate units, and
command and control agenciesprojected sorties, capabilitiesand/or forcesto targetsand specific
missons. Normaly providesspecificingructionstoindudecdl Sgns targets controlling agendes,
etc., aswell asgenerd ingructions. AlsocaledATO. (JP1-02)

battlespace. The environment, factors, and conditions that must be understood to successfully
apply combat power, protect theforce, or completethemission. Thisincludestheair, land,
sea, space, and the included enemy and friendly forces; facilities;, weeather; terrain; the
electromagnetic spectrum; and the information environment within the operational areas
and areas of interest. (JP 1-02)

campaign plan. A plan for a series of related military operations aimed at accomplishing a
strategic or operational objective within agiven time and space. (JP 1-02)

civil-military operations. Theactivities of acommander that establish, maintain, influence, or
exploit relations between military forces, governmental and nongovernmental civilian
organizations and authorities, and the civilian populace in a friendly, neutral, or hostile
operational area in order to facilitate military operations, to consolidate and achieve
operational US objectives. Civil-military operations may include performance by military
forcesof activitiesand functionsnormally theresponsbility of thelocd, regiond, or nationa
government. These activities may occur prior to, during, or subsequent to other military
actions. They may also occur, if directed, inthe absence of other military operations. Civil-
military operations may be performed by designated civil affairs, by other military forces,
or by acombination of civil affairs and other forces. Also called CMO. (JP1-02)

combatant command. A unified or specified command with abroad continuing mission under
asingle commander established and so designated by the President, through the Secretary
of Defense and with the advice and ass stance of the Chairman of the Joint Chiefs of Staff.
Combatant commands typicaly have geographic or functiona responghilities. (JP 1-02)

combatant command (command authority). Nontransferable command authority established
by title10 (* Armed Forces’), United States Code, section 164, exercised only by commanders
of unified or specified combatant commands unless otherwise directed by the President or
the Secretary of Defense. Combatant command (command authority) cannot be delegated
and is the authority of a combatant commander to perform those functions of command
over assigned forcesinvolving organizing and employing commands and forces, assigning
tasks, designating objectives, and giving authoritative direction over al aspects of military
operations, joint training, and logistics necessary to accomplish the missions assigned to
thecommand. Combatant command (command authority) should be exercised through the
commanders of subordinate organizations. Normally, this authority is exercised through
subordinatejoint force commandersand Serviceand/or functional component commanders.
Combatant command (command authority) providesfull authority to organize and employ
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commandsand forcesasthe combatant commander cons dersnecessary to accomplish assigned
missions. Operationa control isinherent in combatant command (command authority). Also
caled COCOM. (JP1-02)

combat camera. The acquisition and utilization of still and motion imagery in support of
combat, information, humanitarian, special force, intelligence, reconnai ssance, engineering,
legal, public affairs, and other operations involving the Military Services. Also caled
COMCAM. (JP1-02)

command and control. The exercise of authority and direction by a properly designated
commander over assigned and attached forces in the accomplishment of the mission.
Command and control functions are performed through an arrangement of personne,
equipment, communications, facilities, and procedures employed by a commander in
planning, directing, coordinating, and controlling forces and operations in the
accomplishment of the mission. Also caled C2. (JP1-02)

command and control warfare. None. (Approved for removal from the next edition of JP
1-02)

command reationships. Theinterrelated responsi bilities between commanders, aswell asthe
operational authority exercised by commandersin the chain of command; defined further
ascombatant command (command authority), operationa control, tactica control, or support.
(JP1-02)

communications security. The protection resulting from all measures designed to deny
unauthorized persons information of value that might be derived from the possession and
study of telecommunications, or to misead unauthorized personsin their interpretation of
theresultsof such possession and study. Communicationssecurity includes: cryptosecurity,
transmission security, emission security, and physical security. Alsocaled COMSEC. (This
term and its definition are provided for information and are proposed for inclusion in the
next edition of JP 1-02 by JP 6-0.)

computer intrusion. Anincident of unauthorized access to data or an automated information
system. (JP1-02)

computer network attack. Actions taken through the use of computer networks to disrupt,
deny, degrade, or destroy information resident in computers and computer networks, or the
computersand networksthemselves. Alsocalled CNA. (Thisterm and itsdefinition modify
the existing term and its definition and are agpproved for inclusion in the next edition of JP
1-02)

computer network defense. Actions taken through the use of computer networks to protect,
monitor, analyze, detect and respond to unauthorized activity within Department of Defense
information systemsand computer networks. Also called CND. (Thistermand itsdefinition
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modify theexisingtermanditsdefinition and aregpproved for indusoninthenext edition of JP1-
02)

computer network exploitation. Enabling operations and intelligence collection capabilities
conducted through the use of computer networks to gather data from target or adversary
automated information systemsor networks. Also called CNE. (Approved forinclusonin
the next edition of JP 1-02.)

computer network operations. Comprised of computer network attack, computer network
defense, and related computer network expl oitation enabling operations. Also called CNO.
(Approved for inclusion in the next edition of JP 1-02.)

concept of operations. A verbal or graphic statement, in broad outline, of a commander’s
assumptions or intent in regard to an operation or series of operations. The concept of
operationsfrequently isembodied in campaign plans and operation plans; in the latter case,
particularly when the plans cover a series of connected operations to be carried out
smultaneoudy or in succession. The concept is designed to give an overall picture of the
operation. Itisincluded primarily for additiond clarity of purpose. Also called commander’s
concept or CONOPS. (JP 1-02)

coordinating authority. A commander or individual assigned responsibility for coordinating
specific functions or activities involving forces of two or more Military Departments, two
or morejoint force components, or two or moreforcesof the same Service. Thecommander
or individual has the authority to require consultation between the agencies involved, but
does not have the authority to compel agreement. In the event that essential agreement
cannot be obtained, the matter shall be referred to the appointing authority. Coordinating
authority is a consultation relationship, not an authority through which command may be
exercised. Coordinating authority ismore applicableto planning and smilar activitiesthan
to operations. (JP 1-02)

counterintelligence. Information gathered and activitiesconducted to protect against espionage,
other intelligence activities, sabotage, or assassi nations conducted by or on behalf of foreign
governmentsor e ementsthereof, foreign organizations, or foreign persons, or international
terrorist activities. Alsocaled Cl. (JP1-02)

cryptosecurity. The component of communications security that results from the provision of
technically sound cryptosystems and their proper use. (This term and its definition are
provided for information and are proposed for inclusion in the next edition of JP 1-02 by JP
6-0.)

cyberspace. The notiona environment in which digitized information is communicated over
computer networks. (JP 1-02)

data. Representation of facts, concepts, or ingtructions in a formaized manner suitable for
communication, interpretation, or processing by humans or by automatic means. Any

GL-6 JP 3-13



Glossary

representationssuch ascharactersor ana og quantitiesto which meaningisor might beassigned.
(JP1-02)

deception. Those measures designed to midead the enemy by manipulation, distortion, or
fagfication of evidenceto inducethe enemy to react inamanner prejudicia totheenemy’s
interests. (JP 1-02)

defense support to public diplomacy. Those activities and measurestaken by the Department
of Defense components to support and facilitate public diplomacy efforts of the United
States Government. Also called DSPD. (Approved for inclusion in the next edition of JP
1-02)

defensiveinformation operations. None. (Approved for removal from the next edition of JP
1-02)

directed energy. An umbrella term covering technologies that relate to the production of a
beam of concentrated el ectromagnetic energy or atomic or subatomic particles. Alsocaled
DE. (JP1-02)

electromagnetic spectrum. Therange of frequenciesof eectromagnetic radiation from zeroto
infinity. Itisdivided into 26 alphabetically designated bands. See also electronic warfare.
(JP1-02)

electromagnetic spectrum management. Planning, coordinating, and managing joint use of
the electromagnetic spectrum through operational, engineering, and administrative
procedures. The objective of spectrum management is to enable eectronic systems to
performther functionsin theintended environment without causing or suffering unacceptable
interference. (Thisterm and its definition are provided for information and are proposed
for incluson in the next edition of JP 1-02 by JP 6-0.)

electronic warfare. Any military action involving the use of electromagnetic and directed
energy to control the eectromagnetic spectrum or to attack the enemy. Also called EW.
The three mgjor subdivisions within electronic warfare are: electronic attack, electronic
protection, and el ectronic warfare support. a. electronic attack. That division of electronic
warfareinvolving the use of € ectromagnetic energy, directed energy, or antiradiation wegpons
to attack personnel, facilities, or equipment with the intent of degrading, neutralizing, or
destroying enemy combat capability and isconsidered aformof fires. Alsocaled EA. EA
includes: 1) actionstakento prevent or reduce an enemy’seffective use of the e ectromagnetic
spectrum, such asjamming and el ectromagneti c deception, and 2) employment of weapons
that use either electromagnetic or directed energy as their primary destructive mechanism
(lasers, radio frequency weapons, particle beams). b. eectronic protection. That division
of eectronicwarfareinvolving passiveand active meanstaken to protect personnd, facilities,
and equipment from any effects of friendly or enemy employment of eectronic warfare
that degrade, neutralize, or destroy friendly combat capability. Alsocalled EP. c. electronic
warfare support. That division of eectronic warfare involving actions tasked by, or under
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direct control of, an operational commander to searchfor, intercept, identify, andlocateor locdize
sourcesof intentiona and unintentiond radiated d ectromegneticenergy for thepurposeof immediae
threst recognition, targeting, planning and conduct of futureoperations. Thus, dectronicwarfare
support providesinformationrequired for decisonsinvolving e ectronic warfare operationsand
other tactical actionssuch asthreat avoidance, targeting, and homing. Alsocaled ES. Electronic
warfaresupport datacan beusad to producesgna sintdligence, providetargeting for dectronicor
destructiveattack, and produce measurement and sgnatureintelligence. Seedsodirected energy;
electromagnetic spectrum. (JP1-02)

emission security. The component of communications security that results from al measures
taken to deny unauthorized personsinformation of val uethat might be derived fromintercept
and anaysisof compromising emanationsfrom crypto-equipment and telecommunications
systems. (Thisterm and its definition are provided for information and are proposed for
inclusion in the next edition of JP 1-02 by JP 6-0.)

fires. Actionsusing lethal and nonletha weaponsto produce a specific effect on atarget. (This
term and its definition are provided for information and are proposed for incluson in the
next edition of JP 1-02 by JP 3-0.)

fire support. Firesthat directly support land, maritime, amphibious, and specia operations
forces to engage enemy forces, combat formations, and facilities in pursuit of tactical and
operationd objectives. (JP 1-02)

fire support coordination. The planning and executing of fire so that targets are adequately
covered by a suitable weapon or group of weapons. (JP 1-02)

geospatial intelligence. Theexploitation and analysisof imagery and geospatial informationto
describe, assess, and visudly depict physi cal featuresand geographically referenceactivities
ontheEarth. Alsocaled GEOINT. (Thisterm and itsdefinition areprovided for information
and are proposed for inclusion in the next edition of JP 1-02 by JP 2-03.)

Global Information Grid. The globally interconnected, end-to-end set of information
capabilities, associated processes and personnel for collecting, processing, storing,
disseminating, and managing information on demand to warfighters, policy makers, and
support personnel. TheGloba Information Gridincludesowned and leased communications
and computing systemsand services, software (including applications), data, security services
and other associated services and Nationa Security Systems. Also called GIG (Thisterm
and its definition are provided for information and are proposed for inclusion in the next
edition of JP 1-02 by JP 6-0.)

human factors. In information operations, the psychological, cultural, behavioral, and other
human attributes that influence decision making, the flow of information, and the
interpretation of information by individuasor groupsat any level in astate or organization.
(Approved for inclusion in the next edition of JP 1-02.)
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information. 1. Facts, data, or instructionsinany mediumor form. 2. Themeaning that ahuman
assignsto databy meansof theknown conventionsusedintheir representation. (JP1-02)

infor mation assurance. Measuresthat protect and defend information and information systems
by ensuring their availability, integrity, authentication, confidentiality, and nonrepudiation.
Thisincludes providing for restoration of information systems by incorporating protection,
detection, and reaction capabilities. Also called IA. (Thisterm and its definition modify
the existing term and its definition and are approved for inclusion in the next edition of JP
1-02.)

information environment. Theaggregateof individuals, organizations, and systemsthat collect,
process, disseminate, or act oninformation. (Thisterm and itsdefinition modify theexisting
term and its definition and are gpproved for inclusion in the next edition of JP 1-02.)

information operations. The integrated employment of the core capabilities of electronic
warfare, computer network operations, psychological operations, military deception, and
operationssecurity, in concert with specified supporting and rel ated capabilities, toinfluence,
disrupt, corrupt or usurp adversarial human and automated deci s on making while protecting
our own. Also caled 10. (Thisterm and its definition modify the existing term and its
definition and are approved for incluson in the next edition of JP 1-02.)

information security. The protection of information and information systems against
unauthorized accessor modification of information, whether in storage, processing, or transit,
and against denid of serviceto authorized users. Also called INFOSEC. (Thistermand its
definition modify the existing term and its definition and are approved for inclusion in the
next edition of JP 1-02.)

information superiority. Theoperationa advantage derived from theability to collect, process,
and disseminate an uninterrupted flow of information while exploiting or denying an
adversary’s ability to do the same. (Thisterm and its definition modify the existing term
and its definition and are approved for inclusion in the next edition of JP 1-02.)

information system. The entire infrastructure, organization, personnel, and components for
the collection, processing, storage, transmission, display, dissemination, and disposition of
information. (Thisterm and its definition modify the existing term and its definition and
are approved for inclusion in the next edition of JP 1-02.)

information warfare. None. (Approved for removal from the next edition of JP 1-02.)

integration. 2. The arrangement of military forces and their actions to create a force that
operates by engaging asawhole. (JP 1-02)

intelligence preparation of the battlespace. An analytical methodology employed to reduce
uncertainties concerning the enemy, environment, and terrain for al types of operations.
Intelligence preparation of the battlespace builds an extensive database for each potential
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areainwhichaunit may bereguiredto operate. Thedatabaseisthenandyzedindetal todetermine
theimpact of theenemy, environment, and terrain on operationsand presentsit ingraphicform.
Intelligence preparation of the battlespaceisacontinuing process. Alsocdled IPB. (JP1-02)

interagency coordination. The coordination that occurs between agencies of the US
Government, including the Department of Defense, for the purpose of accomplishing an
objective. (Thisterm and its definition are provided for information and are proposed for
inclusion in the next edition of JP 1-02 by JP 3-08.)

joint fires. Fires produced during the employment of forces from two or more componentsin
coordinated action toward acommon objective. Seeasofires. (JP 1-02)

joint firesupport. Joint firesthat assist air, land, maritime, amphibious, and specia operations
forcesto move, maneuver, and control territory, populations, airspace, and key waters. See
also fire support; joint fires. (JP 1-02)

joint tar geting coor dination boar d. A group formed by thejoint forcecommander to accomplish
broad targeting oversight functions that may include but are not limited to coordinating
targeting information, providing targeting guidance and priorities, and refining the joint
integrated prioritized target list. The board is normally comprised of representatives from
the joint force staff, al components, and if required, component subordinate units. Also
caled JTCB. (JP1-02)

leveraging. None. (Approved for remova from the next edition of JP 1-02.)

military deception. Actionsexecuted to ddliberately midead adversary military decison makers
astofriendly military capabilities, intentions, and operations, thereby causing theadversary
to take specific actions (or inactions) that will contribute to the accomplishment of the
friendly forces misson. Also called MILDEC. See aso deception. (This term and its
definition are provided for information and are proposed for inclusion in the next edition of
JP 1-02 by JP 3-58.)

offensive information operations. None. (Approved for remova from the next edition of JP
1-02.)

operation. 1. A military action or the carrying out of a strategic, operational, tactical, service,
training, or administrativemilitary misson. 2. Theprocessof carrying on combat, including
movement, supply, attack, defense, and maneuvers needed to gain the objectives of any
battle or campaign. (JP 1-02)

operational art. The employment of military forces to attain strategic and/or operational
objectivesthrough the design, organization, integration, and conduct of strategies, campaigns,
ma or operations, and battles. Operational art trandatesthejoint force commander’sstrategy
into operationa design and, ultimately, tactical action, by integrating thekey activitiesat al
levelsof war. (JP1-02)
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operations security. A process of identifying critical information and subsequently analyzing
friendly actions attendant to military operations and other activities to: a identify those
actionsthat can be observed by adversary intelligence systems; b. determineindicatorsthat
hostile intelligence systems might obtain that could be interpreted or pieced together to
derive critica information in time to be useful to adversaries; and c. select and execute
measuresthat eliminate or reduceto an acceptableleve thevulnerabilitiesof friendly actions
to adversary exploitation. Also caled OPSEC. (JP1-02)

physical security. 1. That part of security concerned with physical measuresdesigned to safeguard
personnel; to prevent unauthorized access to equipment, installations, material, and
documents; and to safeguard them against espionage, sabotage, damage, and theft. 2. In
communi cations security, the component that resultsfrom al physical measures necessary
to safeguard classified equipment, materid, and documentsfrom accessthereto or observation
thereof by unauthorized persons. See aso communications security. (This term and its
definition are provided for information and are proposed for inclusion in the next edition of
JP1-02 by JP6-0.)

psychological oper ations. Planned operationsto convey sdlected information and indicatorsto
foreign audiencesto influence their emotions, motives, objective reasoning, and ultimately
the behavior of foreign governments, organizations, groups, and individuals. The purpose
of psychologicd operationsistoinduceor reinforceforeign attitudes and behavior favorable
to the originator’s objectives. Also caled PSYOPR. (JP 1-02)

public affairs. Those public information, command information, and community relations
activitiesdirected toward both theexterna andinternal publicswith interestinthe Department
of Defense. Also caled PA. (JP1-02)

public diplomacy. Those overt internationa public information activities of the United States
Government designed to promote United States foreign policy objectives by seeking to
understand, inform, and influenceforei gn audiencesand opinion makers, and by broadening
the dialogue between American citizens and ingtitutions and their counterparts abroad. (JP
1-02)

reachback. Theprocessof obtaining products, services, and applications, or forces, or equipment,
or materia from organizations that are not forward deployed. (JP1-02)

gpace. A medium likethe land, sea, and air within which military activities shall be conducted
to achieve US national security objectives. (JP 1-02)

gpacecontrol. Combat, combat support, and combat service support operationsto ensurefreedom
of action in space for the United States and its allies and, when directed, deny an adversary
freedom of actionin space. The space control mission areaincludes: surveillance of space;
protection of US and friendly space systems; prevention of an adversary’s ability to use
space systems and servicesfor purposes hostile to US nationa security interests, negation
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of space systemsand services used for purposeshostileto US nationa security interests; and
directly supporting battlemanagement, command, control, communications, andintelligence. (JP
1-02)

strategic communication. Focused United States Government (USG) effortsto understand and
engage key audiencesin order to create, strengthen or preserve conditionsfavorablefor the
advancement of USG interests, policies, and objectivesthrough theuse of coordinated programs,
plans, themes, messages, and products synchronized with theactionsof dl e ementsof nationa
power. (Approvedfor inclusoninthenext edition of JP1-02.)

synchronization. 1. Thearrangement of military actionsintime, space, and purposeto produce
maximum relative combat power at a decisve place and time. (JP 1-02)

target audience. Anindividua or group selected for influence. Alsocaled TA. (Thisteermand
its definition modify the existing term and its definition and are approved for inclusion in
the next edition of JP 1-02.)

transmission security. Thecomponent of communications security that resultsfrom all measures
designed to protect transmissions from interception and exploitation by means other than
cryptanaysis. (Thisterm and its definition are provided for information and are proposed
for incluson in the next edition of JP 1-02 by JP 6-0.)

vulnerability analyss. None. (Approva for remova fromthenext edition of JP1-02.)
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